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Automated Threat Response

Firewalls, IPS, APT, SIEM and many other security solutions are designed to monitor devices and
network traffic and send event-based alerts for administrative action. Firewalls and APT solutions can
often block the malicious traffic at the gateway level, but this can still leave the internal network
vulnerable to the threat.

Easy NAC can protect the internal network from threats by immediately restricting the offending device
so it would be unable to send traffic to other devices on or off the local subnet. CGX Access will receive
e-mail alerts or event-based syslog messages from all types for security devices and take immediate action
to quarantine the device.

A key benefit of the CGX Access design, is its ability to work with any security solution that can send e-
mail or syslog messages. No special versions or APIs required, just an e-mail will do.

Orchestration with Email Alerts

E-mail alerts are a standard mechanism that most security solutions use to notify administrators of critical
events or threats. CGX Access can use these same e-mails to enable Automated Threat Response. CGX
Access can receive e-mail messages from all types for security devices and take immediate action when
necessary. Any solution that can send email messages can be configured to work with CGX Access.
Edit Action x
Email Alert Integration

#| Enable email alert integration

Sender’s addresses

Query interval 120

(seconds)
Enable Event Name
C sophos -Infection v
Select v
Select i

[l Qe -

| Save || Cancel || Help |
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From the E-mail integration screen shown above, numerous events can be enabled for the CGX Access
appliance to monitor. These events are easy to create and customized, so CGX Access knows exactly
what e-mails to take action on.

Event Creation - E-mail

CGX Access can work with any solution (Firewall, APT, IPS, SIEM, AV, etc.) that can send e-mail
alerts. To setup an event, administrator can specify what are the keywords or phase that CGX should
detect when reading an e-mail. Configuring E-mail events are simple, as you only need a sample e-mail to
create the event.

Below is a sample e-mail of an alert sent by an AV server. We can simply review this email to identify the
keywords, and then use them to create an event.

=10 x|

L=t SAV message from: MANAGE... *
From Sophos 49 Reply | =) Forward | Archive | 0 Junkl Q Delete | Mare vl
Subject SAV message from: MANAGEDD1 8/17/2018 1:32FPM

Reply to sophos@iex.demoi’
To CGX Access

| »

User: IEX\sales@l
Scan: Right-Click Scan
Machine: MANAGED®1

File "C:\Usersi\sales@l\Desktop\Fake Malware.txt" belongs to virus/spyware "EICAR-AV-Test'.

Registry value "HKLM\SOFTWARE‘Microsofti\WindowshCurrentVersion‘Policies\System\EnablelLUA" belongs
to virus/spyware 'EICAR-AV-Test'.

Registry value "HKLM\SOFTWARE\Microsoft\Windows“CurrentVersion\Policies\System
“ConsentPromptBehaviorAdmin" belongs to virus/spyware 'EICAR-AV-Test'.

Virus/spyware "EICAR-AV-Test' has been detected.

=

s o
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Create New Action x

Device event from an email  Define a device event from an email alert
alert

Device avent from sysIo0 | 1100 and handies emall alerts except those containing the skip pattem. If the search pattern is found

an event Is tiggered. When triggered. the IP or hostname neted in the email will be Rlagged as specified

[ Event Name Sophos - Infection ]

[Search email alerts for Virus/spyware ]

Case sansitive while searching for pattern

Skip email alerts
containing

Case sansitive while searching for exclusion

Type of information IP address

extracted 5 Hostname

Extract Hostmame Machine:
from

Case sensitive while searching for keyword

[ Flag the device as Infected v

Save | Cancel | Help

The example above defined a device event to read e-mail messages for the key phrase “Virus/Spyware”.
If this phase is seen, an Infected flag will be assigned to the Hostname of the malware-infected device.
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Policy-Based Response

Continuing with the above example, CGX Access will take real-time quarantine actions based the flag

that has been assigned. Using policy defaults, a device flagged with an Infected flag will be assigned

Restricted access.

Automated Device Classification Policy

Classify devices based on their characteristics

Add Bule
Conditions
Device is on routerlist
Dievice is on whitelist
Dievice is on blacklist
Has any of these flags: APT-Event, FP-mismatched, FW-Event, infectad.
IPS-Event, SIEM-Event

Zero-Day Threat

Passed Agent Audit

Fziled Agent Audit

Has any of these flags: Av-off, AV-ocut-of-date

Has zny of these flags: patch-failed, patch-pending

Has any of these flags: VolP, AD-managed, &Y-managed, full-access,
managed-device, network-infrastructure, printer, router, switch
Completed Guest or Device Registration

Has any of these flags: byod

Completed Guest or Device Registration

Has zny of these flags: consultant

Completed Guest or Device Registration

Actions taken when conditions are met

Set device role to full-accass

Set device role to full-access

Set device role to restricted

Set device role to restricted because Malware or Suspicious Behavior has
been detected

Set device role to High-Risk-Event because Suspicious network activity
detected

Set device role to full-access

Set device role to fziled-zgent-audit

Set device role to non-compliant because Device is MOT compliant with
the corporate Anti-Virus palicy.

Set device role to nen-compliant because Device is MOT compliant with

the corporate Patch Manzgement policy.

Set device role to full-zccess

Set device role to BYOD

Set device role to consultant

Set device role to guest

2o @ e o o |oe o e

®

&®

e e &

X %X (x x x

Below is the automated response, where MANAGEDO1 was flagged as being infected and immediately

assigned restricted access.

A
MAC Hostname Events Sy Roles
Group
2018.08.18 18:49.2 -
00:0C29:4B:702E MANAGEDO1 0109 = 200100 restricted  restncled

Infection (infected)

Conditions

Device is on whitelist

Device is on blacklist

Has any of these flags: APT-Event, FW-Event, infected, IPS-Event, SIEM-Event

Flags Access
ocation IP Address 0s Last Seen
- i f Lists 5 Status
virtual AD-
Windows 7 2018-08-18
192.168.253.54 }
D o S35 Professional r:ii?.ge’d 20:13:57 ®
infected

Actions taken when conditions are met

Set device role to full-access

Set device role to restricted

Set device role to restricted

Grant Access

e
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Orchestration with Syslog

Any solution that can send event-based syslog messages can be configured to work with Easy NAC. CGX
Access can be configured to listen to syslog messages from approved IP address(es)

Edit Action x

Syslog Integration

#| Enable syslog integration

Listen on port{s} [ UDP (514)
TLS COver TCP (6514)

ORIGINATING SOURCES

Enable Event Name Event Source IPs
L SonicWall IPS-PortScanning v 192.168.253.100
-4 SonicWall IPS-TCPXmasTree v 192,168.252.100
Zd SonicWall IPS-EICAR-Test v 192.168.253.100
-4 SonicwWall IPS-TCPNullFlag A 192.168.253.100
Select v
Select v
Select v
Select v -

| Save || Cancel || Help |

From this Syslog Integration screen, numerous events can be enabled for the CGX Access appliance to
monitor. These events are easy to create and customized, so CGX Access knows exactly what it should
listen for.
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Event Creation - Syslog

To setup an event, the administrator can specify what are the keywords or phase that CGX should search

for inside the syslog message.

Create New Action
Device event from an email
alert
Device event from syslog

found, the event is triggered

Define a device event from syslog

Listens and handles Syslogs messages except those containing the skip pattern. If the search pattern is

for the IP noted in the syslog and the device is flagged as specified

[ Event Mame

SonicWall IPS-PortScanning ]

[Sea rch syslogs for

Possible Port Scan Detected ]

Skip syslogs
containing

Case sensitive while searching for pattern

Case sensitive while searching for exclusion

Type of infarmation
extracted

Extract IP from

[P address

Hostname

SRC:(%IP)

Case sansitive while saarching for IP

Flag the device as

IF5-Event

-

Save || Cancel | Help

The example above defines a device event to search syslog messages for the key phrase “Possible Port
Scan Detected”. If this phase is seen, an IPS-Event flag will be assigned to the IP address of the mis-
behaving device. In this event, the IP address follows the keyword SRC:
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Policy-Based Response

Continuing with the above example, CGX Access will then take real-time quarantine actions based the
flag that has been assigned. Using policy defaults, a device flagged with an “IPS-Event” will be assigned
Restricted access.

Automated Device Classification Policy

Classify devices based on their characteristics
Add Rule

Conditions
Device is on routerlist
Device is on whitelist
Device is on blacklist

Has any of these flags: APT-Event, FP-mismatched, FW-Event, infected,

Actions taken when conditions are met
Set device role to full-access
Set device role to full-access
Set device role to restricted

Set device role to restricted because Malware or Suspicious Behavior has

s X
1PS-Event, SIEM-Event been detected @ ©
Set device role to High-Risk-Event because Suspicious network activit N
Zero-Day Threat i 9 k y e @ x
detected
Passed Agent Audit Set device role to full-access @ =
Failed Agent Audit Set device role to failed-agent-audit @ z =
Set device role to non-compliant because Device is NOT compliant with
Has any of these flags: AV-off, AV-out-of-date ) : > @ z =
the corporate Anti-Virus policy.
. . ) Set device role to non-compliant because Device is NOT compliant with R
Has any of these flags: patch-failed, patch-pending ) F @ G x
the corporate Patch Management paolicy.
Has any of these flags: VolP, AD-managed, AV-managed, full-access,
. < < < Set device role to full-access @ E =
managed-device, network-infrastructure, printer, router, switch
Completed Guest or Davice Registration -
P - ) : Set device role to BYOD @ =z =x
Has any of these flags: byod
Completed Guest or Device Registration
- u Igl Set device role to consultant @ G
Has any of these flags: consultant
Completed Guest or Device Registration Set device role to guest @ @
Below is the automated response, where 192.168.253.54 was flagged as having an IPS-event and
immediately assigned restricted access.
MAC Hostname  Events Access  coles  Location IPAddress  OS Fos LastSeen A3 GrantAccess
Group i Lists Status
virtual AD-
g T 2018-08-18 16:42:49 SonicWall IPS- i  eancaca  WINDOWS 7 . 2013-08-18
00:0C29:4B:702E MANAGEDO1 PortScanning (IPS-Event) restricted  resincled Demo 192.168.253.54 Professional :anaged IPS 16:57-34 @ @

Conditions

Device is on whitelist

Device is on blacklist

Has any of these flags: APT-Event, FW-Event, infected, IPS-Event, SIEM-Event

vent

Actions taken when conditions are met

Set device role to full-access

Set device role to restricted

Set device role to restricted
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Malware Lateral Spread Protection - Zero-day

During its normal operation, the CGX Access appliances are listening to broadcast traffic on the end-user
segments. With this layer-2 visibility, CGX Access is in a unique position to detect devices making
unusual connection attempts to other devices within the same segment. If an end-user device suddenly
attempts to connect to an excessive number of devices on the same subnet, or trying to connect to Dark
IPs that at not active on the network, this is very suspicious behavior. This behavior is indicative of a
network scan being performed or malware trying to probe the network in an attempt to spread. Easy NAC
can detect this behavior and immediately quarantine this device so it can’t spread malware laterally on the
network.

With no integration or special requirements, this detection is easy to enable. Devices attempting

connection attempts to an excessive number of hosts will be flagged as “Scan-detected”. While devices
attempting connection attempts to unused IP addresses will be flagged as “Dark-1P-Scan”

Edit Action ®

Malware Lateral Spread Protection — Zero Day

MALWARE LATERAL SPREAD PROTECTION PROTECTS AGAINST WORMS, MALWARE AND USERS WITH MALICIOUS INTENT BY
DETECTING DEVICES MAKING UNUSUAL CONNECTIONS ATTEMPTS TO OTHER DEVICES ON THE SAME LOCAL SUEBMET.

LAYER-2 ARP TRAFFIC IS INVISIBLE TO MOST SECURITY SOLUTIONS BUT IS AN EARLY WARNING SIGN OF TROUBLE. WITH FAST
DETECTION, MALWARE CAN BE PREVEMTED FROM SPREADING OVER THE NETWORK.

Enable Integration

Query Interval 10

(Seconds)
CONDITION FLAG
Flag devices trying to connect to excessive £ of used IPs Scan-detected b
30 different IPs within one minute is considered excessive
Flag devices trying to connect to excessive £ of unused IPs Dark-IP-scan o
30 different IPs within one minute is excessive

Save Cancel Help
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When the “Scan-detected” flag and “Dark-IP-Scan” flag is assigned to a device, the CGX Access can then
take real-time quarantine actions based on Device Classification policies. In the Policy shown below, any
device that has been flagged as a zero-day threat will immediately be assigned the High-Risk role and

restricted.

Automated Device Classification Policy

Classify devices based on their characteristics
Add Rule

Canditions
Device is on routerlist
Drevice is an whitelist

Drevice is an blacklist
Has any of these flags: APT-Event, FP-mismatched, FW-Event, infected,
IPS-Event, SIE'-’-E-.'ant

Actions taken when conditions are met

Set device role to full-access

Set device role to full-accass
Set device role to restricted

Set device role to High-Risk-Event because Malware or Suspicious

Behavior has been datected

&

Zaro-Day Thraat

Set device role to High-Risk-Event because Suspicious netwark activity
detected

Passed Agent Audit

Failed Agent Audit

Has any of these flags: AvV-off, AV-cut-of-date

Haz any of these flags: patch-failed, patch-pending

Has any of these flags: VolP, AD-managed, AV-managed, full-access,
managed-device, network-infrastructure, printer, router, switch
Completed Guest or Deavice Registration

Haz any of these flags: byod

Completed Guest or Device Registration

Has any of these flags: consultant

Completed Guest or Device Registration

Set device role to full-access

Set device role to failed-agent-audit

Set device role to noen-compliant because Device is NOT compliant with
the corporate Anti-Virus palicy.

Set device role to non-compliznt because Device is NOT compliant with
the carporate Patch Manzgement palicy.

Set device role to full-accass

Set device role to BYOD

Set device role to consultant

Set device role to guest

R R R

&

&

® @ @ o @ @8- e e
&

Below is the automated response, where 10.160.0.22 was flagged as having both a Scan-detected and
Dark-IP-Scan. It was immediately assigned and High-Risk role with restricted access.

Access
[ MAC Hostname  Comment Events Em Roles
2022-01-16 20:46:13
deskio ampscan (Scan- High-
[0 00:50:56:AFA3:D8 P Ssup- AD Client detected) High-Risk  Risk-
e 2022.01-16 20:46:13 Event

darkip (Dark-IP-scan)

IPAddress 05 Flags el R
I Lists Status
WinX64 10 Enterprise 6.3  AD-managed virtual
) j 2022-01-16
101600222 Build 19043 Service Pack  Scan-defectsd Dark- 0 °0 - ) [ ]

Mone IP-scan

Grant Access

e

X X x x %
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Conditions Actions taken when conditions are met

Device is on excludelist Set device role to excluded

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: AFT-Event, FP-mismatched, FW-Event, infected, IPS- Set device role to High-Risk-Event because Malware or Suspicious Behavior
Event, SIEM-Event has been detected

Set device role to High-Risk-Event because Suspicious network activity

Has all of these flags: Dark-IP-scan, Scan-detected
as all o ESE Tlags ar sCan Can-detec detected

Summary

Automated Threat Response is a powerful feature to help stop malicious malware from spreading. If a
device is detected to have ransomware, it is not enough to restrict the device at the gateway level, it’s
critical to isolate that machine from the rest of the network as quickly as possible to prevent the lateral
spread of the malware. Easy NAC provides this level of protection, so a device can be isolated
immediately from all other devices on the network.

Easy NAC’s Automated Threat Response features are more flexible and responsive than other NAC
orchestration features for three key reasons:

1) CGX Access can integrate with any 3™-party security appliance that can send e-mail alerts. No
special APIs, modules or licensing is required.

2) CGX Access unique layer-2 visibility of the network allows for the immediate detection of
suspicious behavior and immediate protection from zero-day malware propagating on the network.

3) ATR features are only effective if you have a strong quarantine mechanism that can be
implemented. Easy NAC’s plug and protect design provides protection at the edge of the network
with no network changes or network configurations required.

Easy NAC’s ARP enforcement mechanism is easy to implement, while providing immediate detection
and strong enforcement at the edge of the network. It’s this real-time enforcement mechanism that
provides the foundation for its strong Automated Threat Response features.
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