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Disclaimer

The information in this document is subject to change without notice. The statements, configurations,
technical data and recommendations in this document are believed to be accurate and reliable but are
represented without express or implied warranty. Users must take full responsibility for their
applications of any products specified in this document.

This document is provided for your use to help understand the behavior of the product.

Although the information is believed to be substantially accurate at the time that it was written, this
document doesn’t imply that specific features or functionality are present in your version of the product.

InfoExpress Inc. makes no express or implied warranties regarding the product’s features or behavior as
described herein. For product specifications, please refer to the product documentation included with

product installation.

The software described in this document is furnished under a license agreement and may be used only in
accordance with the terms of that license.

Products that are referred to in this document may be either trademarks and/or registered trademarks of
the respective owners.

The information in this document is proprietary to InfoExpress Inc.
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Easy NAC Solution

Overview

The Easy NAC solution with CGX Access appliances provides the following features:

Agentless Visibility

CGX Access lets you see devices that join your network, without the use of agents. Visibility is
immediate, with any untrusted device being immediately restricted, as desired. Devices will be both
passively and actively profiled to determine operating system, manufacturer, and type of device.

Easy to Implement Enforcement

CGX Access uses ARP enforcement with DNS and HTTP redirection to control which devices can
access the network. ARP enforcement is an out-of-band enforcement method that doesn’t require
network changes. It works with any network infrastructure, both managed and unmanaged switches. For
Remote Access VPN protection, Inline enforcement can be used.

Simple LAN \ WLAN Protection

It is easy to control which devices are allowed to access the network. Untrusted devices and rogue
infrastructure that joins the network will immediately be detected and automatically restricted in real-
time. Devices can be allowed access with simple ON \ OFF controls or policies can be set for automated
access.

e

Automated MAC Address Allowlisting

CGX Access will regularly check with your Active Directory server to verify which devices are domain-
joined. Devices that are confirmed as domain-joined will automatically be granted full access to the
network. Devices that are not domain joined can be manually tagged as approved. In addition, device
profiling can also be used to automate the process of tagging approved devices.

Anti-Spoofing Protection

CGX Access provides a fingerprint feature to protect against MAC address spoofing. All devices on the
network are profiled for their MAC address, IP, Operating System, Hostname, and other attributes. This

information can then be used to set a unique fingerprint for each device. Once a fingerprint has been set,
the device(s) will be protected from spoofing.

2\ B

Enforce Anti-Virus and Security Policies

CGX Access integrates with enterprise Anti-Virus vendors and leading endpoint management solutions,
to verify endpoint security is active and up to date. By integrating with leading security solutions, CGX
Access can enforce compliance with security policies. Devices out-of-compliance can be restricted at the
point of network access.
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Orchestration

Security appliances that are designed to monitor devices and network traffic can send event-based alerts
for administrative action. CGX Access can receive e-mail alerts or event-based syslog messages from
Firewalls, APT, IPS, SIEM, and many other types of security devices and then take immediate action
when necessary. If CGX Access receives an alert that a device has malware, we can restrict it
immediately.

Malware Lateral Spread Protection— Zero-day Protection

CGX Access unique layer-2 visibility of the network allows for the immediate detection of suspicious
behavior, such as devices making excessive connections attempts to endpoints on the same network
segment. This real-time detection provides immediate protection against zero-day malware propagating
on the network.

Deception — Hacking Detection

The Easy NAC solution will host fake services such SSH, Telnet, FTP, etc. on every VLAN or subnet its
protecting, creating a distributed honeypot. Theses fake services serves no real business purpose, so if
any person or bot tries to login to these fake services, it’s a strong indicator of hacking activity. With
virtual honeypots on every VLAN, it provides early indication of hacking activity before hackers reach
the core of the network.

BYOD Registration

CGX Access provides a self-registration portal to automate the BYOD registration process. Policies can
be set, by groups, to limit the number and type of BYOD devices. It improves security by tracking device
ownership, restricting the locations, and limiting network access to approved resources.

Guest Access

CGX Access lets sponsors register guest accounts or authorize guests to create their own accounts via the
landing page. Sponsors can authorize individual registrations or register groups for classes or meetings
with configurable expiration times.

Infoexpress

Easy NAC

Welcome to the MyCompany network!

You have reached this portal because your device needs to be registered as a guest or employee

device

G Employee Device Registration

r& Guest Access
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Role-based Access Control
CGX Access enhances security by limiting devices to only the resources required. Guests are limited to
internet only access. BYOD and consultant devices can be limited to specific resources.

Email  Servers

- BYOD - Consultant

Appliance Licensing Options
CGX Access is available as a physical appliance or as a virtual appliance. Licensing is based on the
number of devices that CGX Access solution has visibility of. When using the Central Visibility

Manager, a distributed license option will enable a license to be shared between multiple appliances.

Please contact your authorized partner or InfoExpress for up-to-date information on licensing.
sales@infoexpress.com

Appliance Specifications (as of Jan 2024)

Appliance Access Mini | CGX Access | Access 200 | Access 500 | Access 600 Access VM
Specifications CGXA-S10 CGXA-S100 | CGXA-S200 | CGXA-S500 | CGXA-S600 ENAC-VM

Maximum 300* 2500* 5,000* 10,000* | 10,000%* 10,000*

Devices

Maximum 10 100 100* 200%* 200%* 200%*

Subnets

Number of 4 8 8 8 10 8-10 virtual

Ports 2 pairs of by- | adapters
pass NICs.

* Capacity is approximate and depends on VLANSs protected, endpoints, and features enabled.
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VM installation

Installing on ESX or ESXi server

The virtual CGX Access appliance can be deployed as an .ovf template native to VMWare. You will
need the CGX Access .ovf image, which is usually provided as a zip file. Please contact InfoExpress or
your business partner to obtain this file.

e Unzip the provided file to a location accessible to the vSphere client application.
e In the VMWare vSphere Client, choose File - Deploy OVF Template
e On the first screen, select the .ovf file

@ Deploy OWF Template EI@

Source
Select the source location,

Source

OYF Template Details
Mame and Location
Disk. Format

Ready to Complete
Deploy from a file or URL

|I:'l,Users'l,Admin'l,Desktopi,CGX-Access'l,CGX-Access.ovF j Browse. ..

Enter a URL to download and install the OWF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COYDYD drive,

Help | < Back. | Mext = I Cancel

|
4

e Click next on the OVF Template Details screen. (There may be a warning screen here, but you
can proceed).

e Provide a name and optionally a location for the template and click "Next'

e Select the datastore where the virtual machine files should be kept and click "Next'

o Select the desired format for your installation and click 'Next'

o Select the desired network mapping for the interfaces and click 'Next'

o Verify the options and click 'Finish' when ready to proceed

e The vSphere client will then proceed to deploy the image.
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Installing on Hyper-V server

The virtual CGX Access appliance can be deployed using Hyper-V Manager, Windows Server 2012 R2
and above only. The CGX Access Hyper-V image is usually provided as a zip file. Please contact
InfoExpress or your business partner to obtain this file.

e Unzip the provided file to a location accessible to the Hyper-V Manager.
e In the Hyper-V Manager, Click Action menu and select Import Virtual Machine
e On the first screen, Specify the folder of extracted image and click next

[+] Import Virtual Machine -
ﬁ Locate Folder
Before You Begin Spedify the folder containing the virtual machine to import.
Folder: [C\CGX-Access 3.0\ [ erowse...
Select Virtual Machine
Choose Import Type
Summary
< Previous || Next > | Cancel

o Select the listed virtual machine ‘CGX-Access-3.0.ovf. Click next.
e Choose Import type as ‘copy the virtual machine (create a unique ID)’
e Click Next and specify the Destination folders for different settings
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ﬁ Choose Folders for Virtual Machine Files

Before You Begin You can specfy new or existing folders to store the virtual machine files. Otherwise, the wizard
ol imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
Locate Folder machine configuration.

Seechikmaliadis [ store the virtual machine in a different location

Choose Import Type
Virtual machine configuration folder:

|D:‘|,|-|yper—\c'c1l, || Browse... |
Chedkpaint store:

[p:Hyper-vcy |[ Browse... |
Smart Paging folder:

[p:Hyper-vcy |[ Browse... |

Choose Destination

Choose Storage Folders

Summary

| < Previous | | MNext > | | Finish | | Cancel

o Select the Virtual Hard Disk destination folder in the next screen.

Choose Folders to Store Virtual Hard Disks

Before You Begin ‘Where do you want to stone the imported virtual hard disks for this virtual machine?
Location: |0t \Hyper VCWirtual Hard Disks | || Browse... |

)| s [ = | (e

e Verify the options on Summary page and click 'Finish' when ready to proceed.

e The Wizard will then proceed to deploy the image.

e The Virtual Machine will be listed in Hyper-V Manager.

e Select the virtual machine ‘CGX-Access-3.0" and click ‘Settings’ from ‘Action’ menu.
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o Select the Network Adapter and assign a Virtual switch from the right-side drop-down box as
highlighted below and Apply the setting.

# [ Network Adapter
Mot connected

Easy NAC: CGX Access Guide
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Configuring CGX Access

This section will walk the administrator through the steps needed to configure a CGX Access appliance.

Appliance Placement

CGX Access provides protection \ access control on the subnets it is attached to, with layer-2 visibility.
The CGX Access appliance can protects up to 200 VLANSs concurrently with the use of 802.1q trunk
ports. The Managed IP interface is the primary interface and is used for appliance management. The
CGX Access appliance should be able to communicate with the AD server via the Managed IP.

For simple one subnet testing, the Managed IP should be on a subnet you wish to enforce access control
on. To support multiple VLANSs, additional network interfaces or trunk ports can be used.

Easy NAC Appliance
(out of band)

CGXACCESS

| 8
Management IP

o VLAN Trunk Port

i

VLANs VLANs VLANS

D

Initial configuration

CGX Access typically requires three static IP addresses in a deployment. One IP is used for management
of CGX Access appliance. The second IP is used for the captive portal (landing page), and a third IP is
used for a remediation portal. When protecting additional VLANSs, each additional subnet protected will
also use one IP on its respective subnet. For example, when protecting ten subnets, a total of twelve IPs
will be used. These additional IP’s can be dynamically assigned by DHCP.

Note: The CGX Access appliance provides built-in ARP-based enforcement. Enforcement can be
enabled on up-to 200 VLANSs, including the subnet with the Managed IP.
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Basic IP configuration

o For physical appliances, use a direct connect ethernet cable for SSH access to the default IP
Address 10.0.0.250/24. Alternatively, plug-in a keyboard and HDMI monitor.
o For virtual appliances, open a console window and power on the VM.

Once the boot cycle is complete you will be prompted for a login.

e Login as admin/admin.
e From the main menu choose 1 (Run setup wizard) and follow the prompts to set the Managed IP
address and netmask, the default gateway, DNS servers, system name, time zone and date/time.

Note: Keep the admin password in a safe place. If it is lost without having access to an alternate admin
level account, there will be no way to recover the password.

Default user accounts are:

e admin - used for initial setup and configuration as well as SSH access for maintenance tasks
e cguser - used for uploading files through ftp

Note: The default passwords are the same as the username. These default passwords should be changed.
When the setup wizard completes, the system should be accessible on the network.

e Confirm that you can ping the management IP from another system on the same subnet and also
from a system on another subnet. If the pings fail double check the physical or virtual connections
and the basic IP configuration

e Connect to the CGX Access web GUI by opening https://<Managed ip> (that was configured
previously). Compatible browsers include:

Microsoft Edge

Firefox v65 or higher
Chrome Version 89 or higher
Safari v12 or higher

o O O O
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&) l==] sy

/ [ InfoExpress - CGX Access / X\
y \

&« C | A Notsecure | bEpS://192.168.253.220/index.php?r=site/login aQ *

Infoexpress

CGX Access

Standalone

Enter username and password to continue
A | Username

& | Password

e Login as user admin (default password admin). A modern browser such as Chrome is strongly
recommended. Older versions of IE or Firefox may not display the pages correctly.

Captive Portal IP Address

A separate IP address will be used for the Captive Portal \ Landing pages. When configured, new
devices joining the network can be redirected to this page, using the default
"DNSREDIRECT(CaptivePortal)" rule in the default “Restricted” Access Group (ACL). To configure
this Captive Portal IP address...

e In CGX Access GUI go to Configuration = Appliance Settings
e Provide IP and subnet mask in the field provide

Mebworking:

aptiers IP J Netmask Galeway Metric WVLAN ID Lacation Configuration State  VLAN

Adapter 21 .

MAL: D850 Soadond: 12 10.180.0, 100/ 298294, 3955 10.188.8.1 [l Claisd demo ™ Hansged 18 & +
Spaad: 19 Gbf3

Adapter 23

MAL: DE- 50 Moad: B A3} of i +
Spand: O Ob

Submit Retwork Changes

DS & Domain Manse:

DNS Sarvers 8888 1.1.1.1
Hostname cparacoana
Doman Name ssrynac.demo

Submd DNS & Domam Name

Landing Pages:

Support NATd

Hoit Mame For Capboos Poral

[ta:!l,'.'e Portal's 1P Address 10,150,0,104/ 255 199.255.0 ] Adaptar 81 w
Host Mame for Remediation Ports

Remediation Portal's IF Address 10.160.0.102/ 258, 394 354.5 Adapter #1 w

Submd Landhng Pages

e Click “Submit Landing Pages” button
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Remediation Portal IP Address

An additional static IP can be assigned to an optional Remediation Portal. When configured, the non-
compliant endpoints can be redirected to this page, so they are aware their device is restricted and know
the reason why.

To configure a Remediation Portal IP, use the same steps as above.

Connecting to Active Directory

Authentication credentials are often stored in an Active Directory server. Active Directory can be used to
validate credentials with the following CGX Access features:
e Employee Device Registration (see Configuring Device Registration)
e Sponsoring Guest accounts (see Configuring Guest Access)
e Permissions for administrators to access the management GUI (see Advance
Configuration)

Configure Active Directory server settings on CGX Access

e In CGX Access GUI go to Configuration > General Settings.
e Click on Active Directory Servers

Edit Setting x
Add Mew Active Directory Server

Host or IP 10.160.0.200 Computer Query Settings

Query Covers Entire Directory v
Account Suffix @easynac.demo
Test Computer Query
LDAP Query User event
Name
LDAP Query Password sassssssnns -
Encryption Mone w
Group Query From Domain Groups b

Query Timeout &0

Test LDAP Connection

Save Cancel Help
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e Under "Active Directory Server", enter the host or [P address of the AD domain controller and
the Account suffix in the "Account Suffix" field. A Username and Password is often required.

e Use the “Test LDAP Connection” button to test the settings

Note: the (@ symbol should be included in the Account Suffix
Note: up to 20 AD servers can be configured per appliance

AD Integration

Tip: For faster deployments, AD integration can be enabled. When enabled, devices joined to the domain
will be tagged as AD-managed, and automatically granted full access to the network.

e In CGX Access GUI go to Configuration = Integration
e Click on Active Directory Integration

Edit Action %

Active Directory Integration

Enable Integration

[T} Check the hostname inconsistency
Server Configuration

Query Interval {(Seconds) 3600
Policy

Tag devices that are domain computers

AD-managed -

Single AD Server

[C] Tag devices with no user login in 3

Multiple AD Servers

] Tag device with no user login in is

MNote: With multiple AD servers, lastLogin timestamp is updated only after it's 14 days or
older, so the check period should be at least 15 days.

Save Cancel Help

e Check “Enable Integration”

e Check “Tag devices that are domain computers”

e DNS can sometimes be useful to increase the number of devices tagged as AD-managed.
However, if DNS information is stale, it can lead to false positives. To use DNS enable,
Configuration = Integration = Setting Shared by All the Integrations
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Note: In some cases, AD computer objects may be stored in a non-default OU. In these cases, it may be
necessary to adjust the OUs that need to be queried. Custom OUs can be specified in the Active
Directory Server section under Configuration = General Settings

Example 1 - An Active Directory of domain CGX.ACCESS has an OU called “USA” and computer
accounts for the OU is stored under “Computers”. The custom OU query should look like
CN=Computers, OU=USA

Computer Query Settings
Query Covers Custom OUs v

Custom QOUs CN=Computers, OU=USA

Test Computer Query

Example 2 - An Active Directory of domain CGX.ACCESS has an OU called “USA” and computer
accounts for the OU is stored under another child-OU named “All-USA-PCs”. The custom OU query
should look like OU=AIll-USA-PCs, OU=USA

Computer Query Settings
Query Covers Custom CUs v

Custom OUs OU=All-USA-PCs, DU=USA

Test Computer Query

Tip: It may be easier to set the Query to cover the Entire Directory.
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Notifications: Email, SMS, Syslog, Slack, Teams and WhatsApp

CGX Access can send notifications when all types of events occur. The notifications can be sent with:

e Auto Trust Policy

e Roles & Access Policy

e Monitoring Policies

e Device Profiling Policies

e Guest registration Templates

To configure the E-mail server or other notification servers used by CGX Access:
e Go to Configuration > General Settings

e Select E-mail Server, Syslog Server or Other Servers
e Select appropriate notification server

Edit Setting x
Outbound Mail Server Inbound Mail Server
Credential Type SMTP hd [C] same as Outbound
Host or [P
| Host or IP
1 User Name
User Name
Password -
Password ®
Encryption IMAP (Port 143) A
Encryption MSA/STARTTLS (Port 587) hd

Test Inbound Server
[7) Ignore Certificate \alidation

Send Email
Email Accounts Used to Send Reports, Guest Confirmations or Password Resets

Sender

BCCed

Save Cancel Help

The example shown above is for an E-mail Server

e Enter the information needed and click 'Save'.

e Enter an email address used as sender address and optionally one or more addresses that will be
Bcece’d on guest registration emails

e The Inbound Mail Server is for use with Orchestration integrations with E-mail

Easy NAC: CGX Access Guide 22



Note: For Slack or Teams notifications please request the separate integration guide from
your InfoExpess representative.

Note: For setup of WhatsApp notifications please see Appendix E.

Notification Contacts:

b

e Go to Configuration > General Settings and click on the “Contact Information for Notifications’
section.

Edit Setting X

Recipients for Motifications add

Slack Teams
N SMs WhatsApp . ’ .
o -
Name E-mail Address Number Contact Channel fUser Channel fUser Action
1D ID
Edit
1 Admin adminl@mycompany.com
Delete
Edit
-
;jﬁ::dz admin2@mycompany.com
Delete
P 1 Pages: 1
For Email
Hotification Subject
Line
Syslog Notification
Destination Syslog w
Server
Log Format o
Save Cancel Help

o Fill in the info for at least one administrative contact that should get notified when notifications
are sent.

Configuring Notifications

Notifications can be configured and sent using Auto Trust Policy, Roles & Access Policy, Monitoring
policies, and Device Profiling policies. Different actions are available when matching condition are met.

The example shown below is for the Auto Trust Policy...
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Auto Trust Policy

Back

Description

Deception Event - Honey Pot hit detected oK
Conditions Add

| a3 all of thess tags: Dacention-Evant. Honaypot-hit =
Actions taken when
conditions are met

Set rgle to High-Risk-Event - Suspiciows behavior detected | o

Create New Action

Action select an operation

[[ Send Notification ]

e Next to Actions taken... = click Add
e (lick “Send Notifications”
e Select Method of alert, Recipients, and preferred message

Create New Action

Action Send Notification
Method Email
— [ 5Ms
Send Motification ) WhatsApp
Syslog
[ Slack

Microsoft Teams

Check All Applicable @ Admin
Recipients ] Second Admin2
Message Deception Event - Hacking activity|

E-mail Action Button () Yes

@ Mo

e Select Method of alert, Recipients, and preferred message
e C(lick “Save”
e Click the “Activate” button for the changes to take effect
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E-mail Action Button

When sending E-mail based notifications, an Action Button, can be configured so quick actions can be
taken from within email itself. In the example below, a Monitoring policy can send an email when a new
device is seen on the network for the 1% time.

The Action Button is configured to add the “guest” tag to the the device for a period of 1 hour, if the
email recipient(s) clicks the Action Button within the email sent.

Edit Action »

Add to Alerts and Notification Reports
Send Motification
Method Email
] SM5
[ Whats&pp
) Syslog
[ slack

[ Microsoft Teams

Check all Applicable Admin

Recipients ) cecond Admin2

Message Mew Device seen on the network

E-mail Action Button @ Yes | 1-hr Guest
) Mo

Tag the device @ Add Tag

) Remove Tag

guest - 1-hour w

Save Cancel Help

Note: For this feature to work as expected, the email recipient would need to have network connectivty
to the Management IP address of the appliance. They would not need login credentials. The Auto Trust
Policy would also need to be configured to assign Guest Access when a device has the guest tag.
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Protecting Additional Subnets

With the use of ARP enforcement, CGX Access requires layer-2 visibility of ARP broadcast traffic to
detect and restrict devices. There are two methods that can be used to extend visibility to multiple
subnets.

e Method 1 — Physical connection: Add additional network adapter and plug-in to a normal switch
access port to extend protection to additional subnet. The physical appliances support up-to 6
adapters and the virtual appliance can support up to 10 adapters. Hyper-V supports 8 adapters.

e Method 2 — 802.1q trunk: Use 802.1q trunk ports so multiple VLANSs can be protected with just
one or more adapters. With the use of trunk ports up to 200 VLANSs can be protected. Multiple
adapters are recommended if there is extensive traffic from devices being restricted with ACLs.

o Virtual CGX Access appliances also supports 802.1q. Please note that additional
configuration in the ESX/ESXi or Hyper-V server would be required.

Adding Network Adapters

If using VMware, the virtual appliance is pre-configured with 10 virtual adapters. To configure adapters
inside the virtual appliance, go to:

e In CGX Access GUI go to Configuration > Appliance Settings
o Select the method the IP address will be assigned to the adapter

Syatem Confeguration |

1P § Metmask Gateway Metric WLAM IDv Loscathoan Confhguratisn  State WVLAN

Suphamit Keebrpric Chasnpes

o Complete IP address information if a static IP address will be used. DHCP can also be used.
e Metric field will be automatically configured
e Location is optional, and is recommended for location-based policies

Networking:

1P/ Hetmack Gateway Hetric WVILAN TT¢ Liscation Configuration  State VLAN

[392.149.252. 2200253235 2950 | 393.064.253.2 Lo | - Hanaged ¥ e +

[ [10.160.0.2200 255255 2550 [10.150.0.0 300 ] HO-TT-Dapt ] T +

| T |

e To confirm the network changes, click the “Submit Network Changes” button
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Note: When adding adapters to the CGX Access virtual appliance, the adapter must first be provisioned
within the VMware host and then connected to the virtual appliance.

Using 802.1q trunk ports
If the network is configured to support VLAN tagging, then adding additional VLANSs is simple.

Note: One or more adapters connected to the CGX Access appliance must be attached to a switch port(s)
configured as a trunk port.

e In CGX Access GUI go to Configuration = Appliance Settings
e Click “+” button on the adapter attached to a trunk port

Mebwarking:

1P | Hetmask Gateway Metric VLAN ID Location Configuration  State  VLAN

e [152.189.253 320/255 295, 253.0 [152.163.353.2 [200 - Managed 12 +
; -

o v +

e Complete VLAN ID and static IP address information, if necessary. DHCP can be used.

Add Vian x

VLAN ID (1-4094)
100

IPF [ Netmask

Gateway

Cance Save

e To confirm the network changes, click the “Submit Network Changes” button...
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Networking:

Adapters IP [/ Netmask Gateway Metric VLAN ID Location Configuration State VLAN
Adapter #1
MAC: 00:0:25:2b:25:08 [192.288.252.220/255.255.255.0 | [132.168.253.2 | [2c0 | v Managed 1P @ [+]
Speed: 1 Gb/s
500 off 2 [+]
Adapter #2 10 Foord  ~ (3]
MAC: €0:0c:25:ab:a5:10
TEIE (12 Floor2 ¥ |&]
5200 [200 Financs ¥ |E|
Adapter #3
MAC: 00:0c:25:ab:a5 18 ; 1000 oF v |+]
Speed: 0 Gb/s —
Adapter #4 -
MAC: 00:0c:25:ab:25:24 ! 1500 off v | +]
Speed: 0 Gb/s T

e |

Note: One or more adapters connected to the CGX Access appliance must be attached to a switch
port configured as a trunk port.

Additional 802.1q configuration in VMware ESX / ESXi
In order for CGX Access virtual appliances to support the 802.1q, a port group that supports

802.1q VLAN tagging is needed. To configure it in your VMware virtual switch in ESX/ESXi,
please follows the steps below:

1. Edit host networking

2. Navigate to Host = Configuration - Networking = vSwitch - Properties.
3. Click Ports = Portgroup = Edit.

4. Click the General tab.

5. Set the VLAN ID to All (4095) to trunked all VL ANSs.

6. Click OK

) Add Network Wizard

Yirtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type

Port Group Properties
Network Access
Connection Settings Network Label: |Trunk Port
Ay VLAN ID (Optional): 4095 -]

7. Assign the CGX-Access virtual appliance to use the Trunk Port created as in follows:

Standard Switch: vSwitcht Remove... Properties...
Virtual Machine Port Group Physical Adapters
3 Trunk e B vmonic3 100 Ful (3
B 1 virtual machine(s) | YLAN ID: All (4095)
CGX-Access B
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The physical network adapter would be required to connect to the trunk port on the physical
networking switch.

If your environment is using “Vmware Distributed switch”, you can add a “Distributed Port
group” specifying a VLAN range (or complete VLAN range 0-4094). Assign this port group
to the CGX-Access trunk port.

General VLAN type: VLAN trunking | -
el VLAM trunk range: |0—4094
Security
Traffic shaping
LAN
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Additional 802.1q configuration in Hyper-V server

For CGX Access virtual appliances to support the 802.1q, Hyper-V’s network adapters should be
configured to tag frames. To enable trunking, some commands need to be entered from Windows
PowerShell. The following screenshots show pre-requisite configuration.

e Hyper-V physical network adapter should support 802.1q tagging
e Switch port on which CGX Access trunk port is connected should support 802.1q tagging.
e From Virtual switch manager, configure virtual switch as “External Network”

i Virtual Switch Manager for WIN-0JJRM3DBOTU IL‘E-

& Virtual Switches o Virtual Switch Properties

i}f‘ Mew virtual network switch
o vSwitch1 S

Intel(R) 82578DC Gigabit Netwark ... vewitchl

# Global Network Settings

E MAC Address Range
00-15-50-54-60-00 to 00-15-50-G... -

Motes:

Connection type
What do you want to connect this virtual switch to?

(®) External network:

| Intel(R) 82578DC Gigabit Network Connection w

[] Allow management operating system to share this network adapter

) Internal network

() Private network

VLAM ID

Remove

.@. SR-I0V can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

| OK | | Cancel |

e Select VM CGX-Access-3.0 (or vmname) and from right hand pane, click on settings. Assign
virtual switch to the network adapter on CGX Access.
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[c6X-Access-2.3 v 4 b |G

# Hardware [H] Metwork Adapter
“\ﬂ Add Hardware
18 BIOS

Boot from CD Virtual switch:
T Memory |v5witchl
2045 MB

=] Processor
4 Virtual processors

= IDE Contraller 0
= ) The VLAN identifier spedfies the virtual LAN that this virtual machine will use for all
[# = Hard Drive network communications through this netweork adapter.

CEX-Access-2, 3. vhdx
= il IDE Controller 1

&4 DVD Drive
Mone
& 5CSI Controller [] Enable bandwidth management
B network Adapter 1
wSwitch1

Spedfy the configuration of the network adapter or remove the network adapter.

VLAN ID
[] Enable virtual LAN identification

Bandwidth Management

Spedify how this network adapter utilizes netwerk bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

@ Metwork Adapter 2
Mot connected Minimum bandwidth: I:I Mbps

@ MNetwork Adapter 3 _ N
Mot connected Maximum bandwidth: I:I Mbps

[ Network Adapter 4 @ Toleave the minimum or maximum unrestricted, specify 0 as the value,
Mot connected

@ Network Adapter 5 To remove the network adapter from this virtual machine, dick Remove.
Not connected
@ MNetwork Adapter 6

Mot connected

ﬂ Use a legacy network adapter instead of this network adapter to perform a
@ Network Adapter 7 network-based installation of the guest operating system or when integration
Not connected services are not installed in the guest operating system.

= T\Tt:mrk .AdTp;:er 8 /1. Some settings cannot be modified because the virtual machine was running when
OF EOnNECtE this window was opened. To modify a setting that is unavailable, shut down the
@ COM 1 virtual machine and then reopen this window.

Maone

" com2

e Start Windows PowerShell and enter following command to configure “Network Adapter 1” as
trunk port with allowed vlans 0,2,3,5,100 and Native Vlan as 0 (1 on cisco)

Set-VMNetworkAdaptervian -VMName CGX-Access-3.0 -VMNetworkAdapterName "Network Adapter 1"
-Trunk -AllowedVianldList "0,2,3,5,100" -NativeVlanld 0

e To verify enter following command.

Get-VMNetworkAdaptervian -VMName CGX-Access-3.0
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ey Administrator: Windows PowerShell I;‘i-—

Adaptervian -VMName CGX-Access-2.3 -VMNetworkAd:
-NativeVlanId 0

= get-vmnet adaptervlan -vmname CGX-Ac

apterName Mode

W1

[
8

Configuration required on Switch port. (cisco switch configuration used in example)

In this example, we will allow vlans 2,3,5,100 with native vlan 1 (Cisco vlanl = HyperV-vlan()
Switch#configure terminal

Switch(config)#interface fastEthernet 0/3

Switch(config-if)#switchport trunk encapsulation dotlq

Switch(config-ify#switchport mode trunk

Switch(config-if)#switchport trunk allowed vlan 2,3,5,100

Switch(config-if)#switchport trunk native vlan 2 [in case you want a native vlan other than 1]
Switch(config-if)#exit

Configuring CGX Access Network adapters with VLANs
o Start CGX Access VM
e In CGX Access GUI go to Configuration = Appliance Settings
e Click “Add VLAN” button on the adapter attached to a trunk port
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CGX Access

Srandaisne

¢ CGXAccess Management

ress - OGN Access Admin X +

“« C Y A Notsecure | 10.20.0.200/index.phpfr=site/index

Configuration « Visibility ~

System Configuration: (8

Date and Time:
Mon May 18 5:48:07 15T 2020 shangg
Configure Networking:

Adapters
Adapter #1
MAC: O

1P / Netmask

02182147 10,20,0.200/2%5,295.295.0

Adapter #2
MAL; 00i0ci29:021821 51

Adapter #
MAC 091002968
Adapter #4

MAC: 001001 29102182163

DNS Servers 10.20.0.2
Hostname COX-Aeeuns
Domain Hame

Landing Pages

Support MAT'd L

Host Name for Captive Portal
Captive Portal's IP Address.

(1P Hetmask)

Host Name for Remediation Portal
Femediation Portal's [P Address
(1P/Metmask)

Static Routes.

Active Directory Domain Settings:
€6 Access is not joined to Active Directory

Site Settings
CGX Access Server Mode

Confiaure Services:

Gateway Metric

10.20.0.2 100
500
1000
1580

Adapter #1 v

Adapter #1 ¥

Standalone Sarver
Submit

VLAN ID

vLinks

Location

vianl

Configuration State Vi

Managed 1P
of ¥
of v
of ¥

Lonfigure

Sonfigure

e Complete VLAN ID and IP address information. Static IP addresses or DHCP can be used.

CGX Access

< C 3 A Motsecure

Configuration =

nfofepress - (OGN Access Admin X +

10.20.0.200/index.phpfr=site/index

Policies - MNAC = Visibility ~

System Configuration: (¥

Date and Time:
Mon Hay 18 9:03:44 15T 2020

Changg
Configure Networking:
Adapters IP f Netmask

Adapter #3
w Oc1281021821 3

Adapter #4

MAC) 00:0c129:02:82163

DNS Servers

Haostname cgraccans
Cionain Name

Landing Pages

Suppert NAT' -

Host Name for Captive Portal
Captive Portal's 1P Address

(1P Metmask)

Hast Name for Remediation Portal
Remediation Portal's [P Address
(1R/Metmask)

1/398.255.255.0

Static Routes.

Active Directory Domain Settings:
CGX Access i not joined to Active Directory

Site Settings
CGX Access Server Mode

Confioure Services:

Add Vian

VLAN ID (1-4094])
3

DHCP v
IF [ Netmask

Gateway

viinks
Ha wLinks v

Standalone Server
Submit

Cancel

Save

Location

vian1

Configuration State VLAN

Managed IP
on v
of "
of v

@ +

Sanfigurs

e Repeat above step for adding more VLANS then click on submit
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' D) InfoEpress - CGX Accese Adetin X _

€ > C O A Notsecure | hitps//10.20.0.218/index.php?rasite/index * o @ . H
CGX Access Configuration * | Policles =  NAC = \isibility = Welcome admin
Standune
| sy Conig 2 M
Date and Time:
Mon Apr 8 §:31:11 IST 2019 Changs
Configure Networking:
1P / Netmask Gateway VLANID  Configuration State
[10.20.0.218/25%.255.255.0 l10.20.0.2 1 [ | (Management IF) & [(Add vian |
Adapter #1 > [
mr.:’ec::s:sd:u:u:u |3 | | Using DHCP for IP acdressigatewiay ¥ FRemive:
[ ] B | [ Using DHCP for IP sddressigateway v Remeove
e e on M | Add vian |
Adapter #3 [
WA T 15 5404116 r ot r [adavan ]
Adapter #4 [
WAL 0615, 84164 6417 i [£] T Add LN
Adapter #5
i £ o . RN
Adapter #5 i
WAC. 0015 546416419 L on r | Add vLan | i
Adapter #7 [
WAL C0:13:5464164:1a i on . | A v |
Ad 8
et SO L o A Add VLA
DNS Servers
Hostname
Domain Name:
Landing Pages
Hast Name for Captiee Portal
Hast Name for Remediation Portal
E}#ﬁ:}:;ﬁ“ [leddr::: :10.:\1.0. 219/255.295.255.0 | | Adapter #1 *
Remediation Portal's IP Address
(IPfNetmask) | Adapter £1 7 |
Static Routes Senfigurs
Active Directory Domain Settings: .
If DHCP is configured, you should see IP address assignments to VLAN NICs
= o x
@ Infobxpress - CGX Access Admin X o
€« > C { A Notsecure | 10.20,0.200/index.php?r=site/index # 90 0 o H
CGX Access
- - - Yy~ 5 O
AR ‘Configuration Policies NAC Visibility Welcome admin
-
* CGX Access Mansgement System G @ —
Date and Tire:
Mon May 18 9:12:12 15T 2020 Change
Configure Networking:
Adapters 1P / Netmask Gateway Metric VLANID  vlinks Location Configuration State VLAN
[1e.20.0.200r238.255.255.0 [0.20.0.2 [0 [ ] vianl - Managed 1P & +
Adapter, 8 1N [172.16.0.3/23%.255.0.0 [7216102 (5003 ) "Ho vLinks v | vianz - DHCP v |
[192.168.10.108/235.255.255.0 [192.168.10.2 [s00s s o vLinks - wlan3| - DHCP LA Ll
. _ ladd vian3.
#Adc‘:%‘ee:;e.fg:m:n:u . e = or T k4]
v Y % [1000 - or " L+
ﬂ?%'e‘&ﬁm 82168 [ 1500 w o v +
DNS Servers 10.20.0.3 N
Hastname egeaccess ]
Domain Mame
Landing Pages
Support NAT'd b
Hosthame for Coptive portal ||
‘C]m:twl’ml'nl’.lddmﬁ [10.20.0.221/285.255.255.0 | |Adapter #1 * | |None -
Host Name for 1| |
Remediation Portals IP Address | I
prrh D:k) L Adapter #1 * || None A
Submit |
Static Routes. Sonfigure
Active Directory Damain Settings:
CGX Access is not joined to Active Directory Lonfigure

Site Settings
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Enforcement Overview

Easy NAC uses ARP enforcement to restrict access with landing page redirection. The use of ARP
enforcement greatly simplifies the deployment of Network Access Control, as no network changes are
required. ARP enforcement is also used to provide role-based control. To provide role-based control,
CGX Access supports Access Groups (ACLs), such as: restricted, limited, full-access, guest-access,
consultant, and byod-access, etc. Each Access Group (ACL) is configurable to allow for the role-base
control to be customized.

By default, subnets are placed in monitoring mode. It is recommended that the basic setup be completed,
ACLs fine-tuned, integrations enabled, and Allow-listing of devices be performed before enabling
enforcement. When one or more subnets are in monitoring mode a status message is clearly visible
across the top of the management console.

CGX Access  conigumation ~  Policies ~  Control = Visibility ~ Enforcement is disabled on 1 of 2 subnets [ERNSISUWEEURIINE Sign Out |

When ready, enforcement can be enabled in the Network Map. Enforcement can be delayed a few
minutes when first enabled.

e Go to Control = Network Map

Network Map

CGX Access m

Default configuration (applied to all subnets) Show Configuration

Subnets

Network Last seen Mode -
192.168.253.0/24 7 seconds ago

192.168.74.0/24 T seconds ago

Save  Cancel  Help

Note: VRRP and HSRP Redundancy

For CGX Access to function properly, it needs to know the MAC/IP of routers/gateways on the
subnet. In case VRRP or HSRP is used, it is required that router's virtual and actual MAC addresses
be configured in the "routerlist" under subnet configuration in "Network Map".

¢ Go to Control = Network Map
¢ Find the desired subnet and click on the “Show Configuration” link
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Configuring Access Policies

CGX Access includes default Access Groups (ACLs). Customized Access Groups (ACLs) can also be
configured. The defaults are:

restricted (with redirection to captive portal)

full-access (complete access)

guest-access (default is internet only)

byod-access (full access by default, but can be changed to limit access to internal resources)

consultant (full access by default, but can be changed to limit access to internal resources)

limited (full access by default but can be changed. This access group is recommended for

remediation purposes, but can be used for a variety of use-cases)

7. Restrict-Azure - Provides access to Microsoft while restricted to enable BY OD authentication
using MS Azure credentials.

8. Restrict-Agent — Restricts a device failing an agent audit to remediation resources only

9. High-Risk — Restricts a device with redirection to remediation portal

SN S

Every device joining a protected subnet will be assigned an Access Group (ACL). Restricted access is the
default for new and untrusted devices.

Access Groups are assigned in a two-step process where conditions are first evaluated in the Auto Trust
Policy so a Role can be assigned. Second, Roles are then assigned one of Access Groups (ACLs),
depending on time and location.

e * .
. @
0@ °.
- - .
_Conditions
O 0
®°0
L
Information from profiling, Based on conditions, a Role is set Based on Role, one of the
device registration, flags, etc. by the Device Classification Policy. access groups is assigned.

Auto Trust Policy
In CGX Access GUI:
e Go to Policies > Auto Trust

CGX Access has a set of preconfigured policies which will address typical requirements but can be
modified to suit the enterprise’s needs.
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Auto Trust Policy

Add Rule
Conditions
Dievice is on routerlist
Device is on allowlist
Device is on blocklist
Deception Event - Honey Pot hit detected
Has all of these tags: Deception-Event, Honeypot-hit
Fingerprint Mismatch
Hzs any of these tags: FP-mismatched
Malware Lateral Spread Risk - Scan Detected
Has all of these tags: Dark-IP-scan, Scan-detected
Orchestration Event
Hzs any of these tags: SIEM-Event, IPS-Event, infected, FW-Evant, APT-
Event
Passed Agent Audit
Passed Agent Audit
Failed Agent Audit
Failed Agznt Audit
Endpoint Security Non-Compliance (agent-less checks)
Hzs any of thesa tags: Av-off, AV-ocut-of-date, No-AV, non-compliznt,
Sensor-off, Sensor-out-of-date, stale-device
Patch Mon-Compliance (agent-less checks)
Has any of thesa tags: patch-failed, patch-pending, patch-stale
Trusted Managed Device
Hzs any of these tags: AD-managed, AV-managed, managed-device,
patch-managed, XDR-managed
Trusted IOT Device
Has any of thesa tags: enforcer, network-infrastructure, printer, switch,
VolP
BYOD Registration
Has any of these tags: byod
Consultant Registration
Hzs any of thesa tags: consultant
Guest Registration

Completed Guast or Device Ragistration

Actions taken when conditions are met
Set role to full-access - Devices is on routerlist
Set role to full-access - Device is on allowlist
Set role to restricted - Device is on blocklist

Set role to High-Risk-Event - Suspicious behavior detected
Send message to: Admin via Email

Set role to High-Risk-Event - Devica failed fingerprint check

Set role to High-Risk-Event - Excassive network scanning activity was
detected

Set role to High-Risk-Ewvent - Malware or suspicicus behavior has been
detectad

Set role to full-access - Passed agent audit
Set role to failed-agent-audit - Failed agent audit

Set role to non-compliant - Davice is NOT compliant with the corporate

endpoint security policy

Set role to non-compliant - Davice is NOT compliant with the corporate

patch managemeant policy

Set role to full-access - Assigned trusted manzaged device tag

Set role to full-access - Assigned trusted IOT device tag

Set role to BYOD - Device registered with authorized credentials
Set role to consultant - Device registered as consultant

Set role to guest - Device registerad by guest

MNote: If none of the above conditions are met, a device will be assigned to the Unirusted Role

The conditions rules are evaluated top-down. The device role is assigned by the first rule with all
matching conditions. If a rule has multiple conditions, all condition must match.

Rules can be arranged in the desired order by dragging rules up or down in the list as required. If a device
does not match all the conditions in any rule, then the device will be assigned the Untrusted Role which

is restricted by default.

Individual rules can be enabled or disabled with a click of a button. Disabled rules will not be evaluated.

Passed Agent Audit
Passed Agent Audit
Failed Agent Audit
Failed Agent Audit

Set role to full-access - Passed agent audit

Set role to failed-agent-audit - Failed 2gent audit

@ c
@ c

If changes are made, click the “Activate” button for the changes to take effect.

x

x
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Roles & Access Policy
In CGX Access GUI:
e Go to Policies = Roles & Access

Easy NAC has a set of preconfigured Roles & Access policies which will address typical customer
requirements but can be modified as necessary.

Roles & Access Policy

Mew Role

High-Risk-Event role:

High-Risk during anytime from anywhers
excluded role:

axcluded during anytime from anywhere
restricted role:

restricted during anytime from anywhere
full-access role:

full-access during anytime from anywhers
untrusted role:

restricted during anytime from anywhere

guest role:

guest-access during anytime from anywhere &
BYOD role:
byod-access during anytime from anywhere %
consultant role: %
consultant during anytime from anywhers
non-compliant role: x
limited during anytime from anywhere
failed-agent-audit role:
restrict-agent during anytime from anywhere x

In the default Roles & Access policies above, notice how both restricted role and untrusted role would be
assigned the restricted access group. For management and reporting purposes, it can sometimes be
helpful to setup multiple roles even if these different roles get the same Access Group (ACL).

It is also possible to set time and locations when Access Groups (ACLs) would be assigned. One
example of how this would be helpful is with guest access. It is possible to configure the guest role to
only be assigned during office hours and from approved locations. Time and locations must be first be
defined to use this feature. To define time and locations go to Policies = Time/Location/List

If changes are made, click the “Activate” button for the changes to take effect.
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Access Group (ACLs)

Each of the access groups has a customizable ACL that is associated with it.

In CGX Access GUI:

e Go to Control = Access Control Lists

Access Groups (ACLs) Policy

Rules to enforce NAC access groups

Mew Rule

Access Group restricted

Access Group full-access
has complete access

Access Group guest-access
Access Group byod-access
has complete access
Agcess Group consultant

has complete access

Access Group limited
Access Group restrict-Azure

Access Group restrict-agent

To make changes to any of the ACLs, click on the access group you would like to change, and edit the
ACL in the dialog box.

Edit Action

Configure NAC rules for access group

Access group restricted
Condition Apply ACL v

ACLrules | ALLOW WHEN PROTO=='UDP' AND PORT==67
ALLOW WHEN PROTO=='"TCP' AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==11698
DNSREDIRECT{CaptivePortal)
DENY WHEN TRUE

o 1

Save Cancel Help

The above restricted ACL allows DHCP traffic and NAC agent traffic on TCP port 11698. It will
automatically redirect DNS traffic to the CGX Access captive portal. All other traffic is denied.
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ACL Examples

1) ALLOW WHEN TRUE or ALLOWALL
Allows all the traffic.

2) DENY WHEN TRUE or DENYALL
Blocks all the traffic.

3) ALLOW WHEN PROTO=="TCP' AND PORT==80
Allows HTTP traffic to flow.

4) ALLOW WHEN PROTO=='TCP' AND PORT==11698
Allows NAC agent (TCP 11698) traffic to flow

5) ALLOW WHEN (PROTO==TCP') AND PORT==80 AND ADDR=="192.168.100.200'
Allows HTTP traffic to the 192.168.100.200 IP Address.

6) ALLOW WHEN (PROTO=='UDP' OR PROTO=='TCP') AND PORT==21 AND
ADDR=="192.168.0.0/24'
Allows FTP traffic to the 192.168.0.0/24 subnet.

7) HTTPREDIRECT http://company.com WHEN PROTO=="TCP' AND (PORT==80 OR PORT==443)
Redirects all the HTTP traffic to 'http://company.com' URL.

8) HTTPREDIRECT(CaptivePortal)
The above is a special truncated syntax for HTTPREDIRECT rule which supports CGX landing pages
automatically. This redirection URL will automatically use the CGX Access Captive Portal IP.

8) DNSREDIRECT(CaptivePortal)
The above is a special truncated syntax for DNSREDIRECT rule which supports CGX landing pages
automatically. DNS-reply packets be modified to automatically use the CGX Access Captive Portal IP.

9) ALLOWSITE("microsoft.com")
This command allows both DNS replies and traffic to the Microsoft site. It should be placed above the
DNSREDIRECT rule

10) ALLOWSUBSITE("microsoft.com")
This command allows both DNS replies and traffic to the Microsoft site and its subdomains. It should be
placed above the DNSREDIRECT rule

11) DNSREPLACE(CaptivePortal)
This command is useful for environments without DNS servers. Will reply to DNS requests with the
CGX Access Captive Portal IP.

12) ALLOW WHEN (PROTO==TCP' OR PROTO=="UDP') AND LOCALPORT==3389
Allows RDP (mstsc) access on restricted endpoint. LOCALPORT is used to specify port on restricted
device.
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13) ALLOW WHEN PROTO==TCP' AND LOCALPORT==3389 AND
LOCALADDR==192.168.10.20'
Allows Remote desktop to only one restricted endpoint 792.168.10.20 from all other protected end points

14) ALLOW WHEN PROTO==TCP' AND LOCALPORT==3389 AND
REMOTEADDR=='192.168.10.0/24'
Allow Remote desktop to restricted devices from subnet 7192.168.10.0/24

15) ALLOW WHEN PROTO=="TCP' AND (PORT==20 OR PORT==21) AND ADDR=='10.20.0.5'
Allow FTP from restricted devices to FTP server 10.20.0.5

ACL Syntax

Each ACL rule has the following syntax:
<ACTION> WHEN <CONDITION>
<ACTION> can be one of the followings:

e ALLOW
Means the packet will be allowed to pass if <CONDITION> matches

« DENY
Means the packet will be blocked if <CONDITION> matches

e HTTPREDIRECT <url>
Means the packet will be modified with HTTP <url> redirection content inserted when
<CONDITION> matches

o DNSREDIRECT <IP-address>
Means the DNS-reply packet be modified with <IP-address> if <CONDITION> matches

e DNSALLOW
Means the DNS-reply packet will be allowed to pass if <CONDITION> matches

<CONDITION> is a <SIMPLE-CONDITION>
or any combination of <SIMPLE-CONDITION> using parenthesis and AND|OR OPERATORs.

<SIMPLE-CONDITION> can be one of the followings:

e ETHTYPE <OPERATOR> <type>
Check for packet Ethernet type, <type> can be one of these strings: IP, ARP

o DIRECTION <OPERATOR> <direction>
Check for packet direction, <direction> can be one of these strings: IN, OUT
Packets can be captured in both directions:
IN direction means the packet flows from the protected to the rogue
OUT direction means the packet flows from the rogue to the protected
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e PROTO <OPERATOR> <proto>
Check for IP protocol type. <proto> can be one of these strings: ICMP, TCP, UDP, IGMP

o LOCALPORT <OPERATOR> <no>

Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is always the port on restricted device.

e REMOTEPORT <OPERATOR> <no>
Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is the destination port for outgoing packet and source port for incoming packet.

e PORT <OPERATOR> <no>

Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is the destination port for outgoing packet and source port for incoming packet.

e LOCALADDR <OPERATOR> <addr_or subnet>
Check for IPv4 address or subnet against string <addr_or_subnet>.
This is always the IP address of restricted device(s).

e REMOTEADDR <OPERATOR> <addr or subnet>
Check for IPv4 address or subnet against string <addr _or subnet>.
This is the destination IP address for outgoing packet and source IP address for incoming packet

e ADDR <OPERATOR> <addr_or_subnet>
The same as REMOTEADDR

e HOSTNAME <OPERATOR2> <site name>
Check if DNS hostname inside DNS-reply packet matches <site name>

e TRUE
This condition is always true

e FALSE
This condition is always false

<OPERATOR> can be ==, != for strings and ==, !=, >, <, <=, >= for numbers.
Also, ! prefix-OPERATOR can be used to negate the [SIMPLE-CONDITION], like this:
I(PROTO=='TCP")

<addr_or_subnet> can contain [P-address range, like '192.168.0.1-192.168.0.100'
All strings should be quoted using single-quotes: 'example'
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Tagging Devices and Allowlisting

In NAC deployments, it is a common requirement to grant access (Allowlist) specific devices that are not
normally registered by end-users. Typical examples include printers, network infrastructure, VoIP
phones and other types of devices.

An easy way to grant access is by using the concept of Tagging. The CGX Access solution supports the
ability for administrators to create and set tags on specific devices. Then using Auto Trust Policy, devices
with specific tags can be granted full-access, restricted or assigned some other access.

By default, devices with any of these tags: AD-Managed, AV-Managed, managed-device, patch-
managed, XDR-managed, enforcer, network-infrastructure, printer router, switch, and VolP, will
automatically be granted full-access. This list can be modified to address unique requirements.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist
Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, managed-device, Set role to full-access - Assigned trusted managed device tag @ G x
patch-managed, XDR-managed
Trusted IOT Device
Has any of these tags: enforcer, network-infrastructure, printer, switch, Set role to full-access - Assigned trusted 10T davice tag @ & x

VolP

Note: The above policy order was changed for illustration purposes. Typically, these rules would be
lower in priority, so non-compliant devices or high-risk devices can be assigned a restrictive role.

With the Device Profiler feature, CGX Access automates the process of tagging. The Easy NAC solution
can automatically tag a device based on the results of device profiling. If CGX Access detects that a
device is a printer, it will tag the device as a printer. If using the default Auto Trust Policy, the printer
would then be granted full-access. The same is true for network infrastructure like routers.

Tags
CGX Access supports pre-defined tags and custom tags. Pre-defined tags are organized into three
separate groups: Compliance, Device Type and Event. Customers can also add their own custom groups

and custom tags.

* Go to Configuration = General Settings - Click on “Names Used by Policies”:
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Edit Setting x

Names Used by Policies

MNote: All names are case sensitive

Access Groups(ACLs) byod-access AD/LDAP User Groups
consultant
full-access
guest-access
limited
restricted 7
excluded )
restrict-FaceB
restrict-Azure
restrict-agent

@ge Device Tags \

Tag Group Add Tag Add

1  Compliance app-control-off = AD-managed = AV-Config = AV-managed
> | Pemciee Av-offline = AV-off AV-out-of-date  AV-stale  Compliant

3 Event . !
dev-control-off = DLP-off = drive-encryption-off = FW-off

local-login ~ non-compliant = No-AV  patch-failed

patch-managed patch-nostatus patch-pending = patch-stale

\ Sensor-offline = Sensor-off Sensor-out-of-date = Sensor-stale /,

Save Cancel Help

Tags can be leveraged to address many unique requirements. For example, if printers need to be
physically checked before access is granted. Then a policy can be set to send an alert to the administrator
when a device was automatically tagged as a printer shows up on the network. Once the printer has been
verified, the administrator can then assign a custom tag, i.e., approved-printer, which would allow it
access to the network.

Setting Tags
To manually assign tags to devices via the Device Manager.

¢ Go to Visibility 2 Device Manager

If the list of devices is long, show the Report Filters at the top of the screen to narrow down the
results.

Setting the tags manually can be done for one or more devices in a few steps.
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1. Select the device(s) where a tag is desired

2. Select an Action = Set tag and > Select Tag

3. Confirm tag is Permanent or select an expiration period
4. Click “Apply to selected devices”

All Unique Devices Identified by CGX Access Back Refresh Export Help

Updated at Wed Dec 13 2023 09:57:22

Cover Devices Active in: Past 24 Hours
Show Report Filter 2 4
[ Set tag V] 3 - Permanent w | Apply to selected devices I
COMPLIANCE +
e m'
1 Make it a Custom Report Devices per Page ypp  Page 10of 1. First <<[1] => Last
byod
MAC Hostname 2:: consultant Vendor n:rf_‘i;:lzs :F;:\:édress Last Seen Comment ;f:t::, Grant Access (3
enforcer
Vihware network-infrastructure 2023-12-13
00:50:-56-87-9B-97 1 [Embeddec 6
00:50:56:87:98:97 ful ; Inc virtual routerist 10.160.01 055657 ® @
guest M Vidware 2023-1213
00:50:56:05:F377 6793554255 res trus . virtual s
00:50:56:05:F cE793554255 resincied untrusted I Linux 0% Ine irfual 10.160.0.223 094745 . @

Allowlist \ Blocklist \ Excludelist \ Routerlist

CGX Access also supports adding a device(s) to a manual Allowlist, Blocklist or Exclude-list.
e Allowlist — Device will always have Full Access and be protected, regardless of policy.
e Blocklist — Device will always be Restricted, regardless of policy
e Excludelist — Device is ignored by EasyNAC. It will not be restricted or protected from rogue
devices. Excluded devices do not consume a license.
e Routerlist — Default gateways will automatically have Full Access and be protected. For ARP
enforcement to work as expected VRRP and HSRP routers would need to be add manually.

The examples below will assume Allowlist, but other lists will work the same way.
In the Network Map, devices can be added by MAC Address or IP Address to the Default configuration
Allowlist or to an Allowlist specific to a subnet. If entered into the Default configuration, the Allowlist

would be configured for all subnets. When adding devices to the Default configuration, it’s best to use
MAC addresses, so it can be relevant to all subnets.

e Go to Control = Network Map = Show Configuration
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Network Map
CGX Access

Default configuration (applied to all subnets) Hide Configuration [[] Show timed-out subnets
Routerlist Eg: 10.2.0.1
Blocklist
Excludelist

A

The Network Map can also be used to configure IP addresses or MAC addresses that should only be
Allowlisted on a specific subnet(s).

e Go to Control = Network Map
e Find the desired subnet and click on the “Show Configuration™ link

Subnets
Network Last seen Mode Action
192.168.253.0/24 18 seconds ago Enforce v | Show Configuration |

Once the “Show Configuration™ link has been clicked, the view will expand to show the Allowlist
box specific to this subnet. Both IP Addresses and MAC Addresses can be added.

192.168.253.0/24 22 seconds ago Enforce “ Hide Configuration

Routerlist Eg: 10.2.0.1

05:00:27-CA-AB-BE

Blocklist

Excludelist

Adding Devices to the Allowlist or Blocklist

For quick additions to the Allowlist or Blocklist you can click the ON | OFF controls in the Device
Manager. ON is the technical equivalent of being on the Allowlist, while OFF is the equivalent of being
on the Blocklist. Auto means access is set automatically following the policies defined under Auto Trust
Policy.

e
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When you click the ON button you will be given the option to select an expiration period. Permanent is
the default value.

Add Allowlist

1t Permanent W *

1-hour

4-hours @
&-hours
1-day

2-days @
T-days

30-days @

When adding multiple devices to the Allowlist it can be convenient to add devices via the Device
Manager.

1. Select the device(s) to be added to Allowlist

2. Select the action 2 Add to list = Select Allowlist

3. Confirm the list is Permanent or select an expiration period
4. Click “Apply to selected devices”

Device Manager

All Unique Devices Identified by CGX Access Back Refresh Export Help
Updated at Wed Dec 13 2023 11:20:32

Cover Devices Active in: Past 24 Hours
Show Report Filter 2 4
[ Add to list v ] allowlist v Permanent A Apply to selected devices I
blocklist
routerist
Total # of Devices: 4 excludelist
1 Make it a Custom Report Devices per Page 1o | Page 1of 1. First << [1] == Last
Access Tags IP Address ACCESS
—
[ MAC Hostname T Roles 0s Vendor i Lists 1 IPvE Last Seen Comment Status Grant Access £
. N . . full- Viware Player virual NAT network-infrastructure 2023-12-13 @
00:50:56.EF68:25 full- VM 192.168.253.2
- mETEEs smemmeen uiaceess SCCESS device wars virtual routerlist 112020 --eeeee- ®
a - N . . - 2023-12-12
00:50:56 F0:9F :.9F restricted untrusted  Unknovin Viware virtual 192.168.253.254 13:5251 .
. Windows Server 2008 R2 2023.12-12
00:0c:2g:4c8CEB1 M resticted  untrusied  Enterprise 7601 Service Pack  VMware webserver virtual 192.168.253.100 - [ ] @
ehSkpk2tksh : 13:53:25
2023-12-12
00:50-56.C0O.00.05  1aPtop- resticted  untrusted  Windows 10 ViMware  virlual 1921882531 ® @

jonathan

Note: Devices that are in the Allowlist will be shown as ON. Devices in the Blocklist will be shown
as OFF. Their respective list will also be shown in the Tags / Lists column.
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The Excludelist

Devices added to the Exclude list will be completely unprotected by the Easy NAC solution.
Its typical use would be for handling a compatibility issue. Issues are rare, but one known example is
with the Cisco wireless AP. If the AP is not excluded, it would cause DHCP to fail.

The Exclude list feature can also be used for short-term license management. Devices added to the
Excludelist do not consume a license, so if an organization is exceeding the license, this could be a short-
term way to manage the issue. This feature should be used with care, as excluded devices will also not be
protected from rogue, non-compliant or infected devices.

Note: If the device license is exceeded by more than 10%, new devices joining the network would be
automatically added to this Excludelist and would therefore not be enforced or protected.

The Routerlist

The Routerlist is used to add non-default gateways to the settings. It commonly used if a customer is
using VRRP or HSRP. With redundant gateways, it is required that router's virtual and actual MAC
addresses be added in the "routerlist" for enforcement to work properly.

Device Discovery

Easy NAC use a combination of active and passive detection mechanisms to discover new endpoints
when they join the network.

DHCP

When a new DHCP based endpoint connects to the network for example, it will send out a DHCP
DISCOVER request. This broadcast packet will be seen by endpoints on the same subnet, including the
CGX Access appliance. Once an IP address is assigned by your DHCP server, it will need to send out
ARP requests on the network which is similar to the process described below in the static IP address
devices.

Static 1P

Statically addressed endpoints will send out layer-2 ARP requests, which are broadcast traffic, to locate
endpoints and routers with whom they wish to communicate. CGX Access, being in the same broadcast
domain, would be able to pick up the ARP request packets and immediately detect newly joined network
devices. CGX Access will also periodically scan the network to detect systems that are stealthy
connected to the network but without any DHCP nor ARP requests.
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Device Profiling

Once CGX Access detects a new endpoint on the network, it will profile the device to determine which
operation system (OS) it is running, and which network ports are open by using both active and passive
profiling techniques. Active Profiling includes network scanning such as NMAP, UPnP, NBTScan which
would detect an endpoint’s OS, its open ports and grab the web server banner when it is detected on an
endpoint.

Passive Profiling is accomplished by detecting the DHCP DISCOVER request broadcast packets and
comparing them to the internal DHCP fingerprinting records to match up with the OS’s unique identifier.

Note: Device Profiling information is also obtained from optional agents or integration modules such as
Active Directory or End Point Protection software.

DHCP Profiling

DHCP Profiling is enabled by default, and CGX Access maintains an internal database for common end-
user operating systems such as Windows, Mac OSX, i0S, Android, and Linux. For DHCP profiling of
10T devices, it’s recommended to leverage Fingerbank, a cloud-based DHCP database of 35,000+
devices, which greatly enhances the accurate profiling of IOT devices.

Fingerbank

The Fingerbank Cloud API is operated by Inverse Inc., based in Canada. Easy NAC customers can
leverage this cloud API for DHCP profiling of devices. Inverse allows companies to register for a free
API license for up to 300 queries per hour. To register an account please visit:

https://api.fingerbank.org/users/register
To add this API to CGX-Access:
e Go to Configuration = General Settings
e C(Click on Device Profiler and select Fingerbank tab

Edit Setting x
Device Profiler

MMAP scan DHCP Fingerbank UPnP scan Web scan SMMP scan MNetBios POF LLTD Mac -= Vendor

Fingerprint

Enable Fingerbank

APT Key &

Use the built-in DHCP profiling for typical end-user computing devices.
Recommended to maximize the free API license

Test Connection

e Paste the API key and Click the Test Connection
e [fsuccessful, click Save.
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Note: It’s recommended to use Easy NAC’s built-in DHCP profiling for typical end-user computing
devices. This would save the free API queries for IoT devices, where it’s needed.
Note: Connection is made to api.fingerbank.org:443

NMAP Profiling

NMAP Profiling is enabled by default, and is used for both profiling of devices and detection of open
ports. NMAP profiling is performed every 24 hours, which is the recommend frequency. NMAP
scanning is optional and can be disabled. To review or make changes to the NMAP default settings:

e Go to Configuration > General Settings
e C(Click on Device Profiler and select NMAP scan

Edit Setting x
Device Profiler

m DHCP Fingerbank UPNP scan ‘Web scan SHMP scan MetBios POF LLTD Mac -= Vendor

Fingerprint
Enable NMAF Scan
Rescan Interval 24
(Hours)
Scan Mode Scan 100 well-known ports v
Service Version Don't detect service version A
[J Lock up Hostname from IP address
Max Simultanecus 20

Devices per Scan

IP Ranges to Exclude
from Scan

Ports to Exclude from
Scan -

Save Cancel Help

Note: NMAP scan be disabled entirely or on a subnet-by-subnet basis. To disable on specific subnet, go
to:

e Go to Control = Network Map

e Find the desired subnet and click on the “Show Configuration” link
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Network Map
CGX Access

Default configuration (applied to all subnets) Show Configuration Show timed-out subnets
Subnets
Network Last seen Mode =~
192.168.253.0/24 3 seconds ago Enforce v Hide Configuration
Allowist ;
Eg: 10.2.01
Blocklist 08:00:27-:CA-AB:6E
10.2.0.2/08:00:27:CA-AB:6F
Excludelist
Devices to protect in addition to routers Allowlist All devices with full access
Enable bidirectional capturing Yes & No
[Disable NMAP Scanning ") Yes @ No ]
Disable ARP Scanning Yes @ No

e Select Yes on the “Disable NMAP Scanning”, and it will be disabled on this subnet only.

UPNP Profiling

UPnP Profiling is enabled by default, and can be a source of Operating System and hostname information
from IoT devices enabled for UPnP. UPnP scanning is light weight and is performed every ~5 minutes.
To review or make changes to the UPnP default settings:

e Go to Configuration = General Settings
e Click on Device Profiler and select UPnP scan
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Edit Setting X
Device Profiler

NMAP scan DHCP Fingerbank Web scan SMNMP scan NetBios POF LLTD Mac -= \endor

Fingerprint
Enable UPnP Scan
Rescan Interval 260
(Seconds)
Detect Device &ll device types but media renc w
Description

Detect Device's Host all device types but Android hd
Name

SNMP Scan

SNMP scanning is disabled by default. When enabled, SNMP would query the network devices for the
switch and port a device is connected to. This information can then be used to enhance our ability to
detect and prevent MAC spoofing.

Supported Brands: Cisco, Aruba, Juniper, F5, HP, Palo Alto, SonicWALL, TP-Link, Fortinet, and
VMware.

To enable and configure SNMP Scan settings:

e Go to Configuration = General Settings
e Click on Device Profiler and select SNMP scan

Edit Setting x
Device Profiler

NMAP scan DHCP Fingerbank UPNP scan Web scan MNetBios POF LLTD Mac -= Vendor

Fingerprint
Enable SNMP Scan
Switches or Routers to Rescan Interval(sscs) a00
scan P
Max concurrent scans 5
SNMPVZ2c RO .
Community Strings .
v g L [[] Use CDP/LLDP to discover other
network devices
SMMPv3 Username .
Detect the indirect and closest
switch to an endpoint
SNMPv3 Security Level v

SMMP Trap Port 162

@

o

SHMP Trap Community
Stnng

Test connection and compatibility
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Configuring Device Profiler Policies

Easy NAC collects a lot of profiling information about devices. It can be helpful to use this information
to create custom device profiling policies to automate the tagging of devices.

Device Detail Data

To review the information collected about a device:

e Open Device Manager

e Click on MAC address of the device

Access

M MAC Hostname Roles Lecation
= Group
loud
[ 0:50:58:05:F3:77 QJcbT93554255 restricted untrusted Sl
dema
Cloud
(] S0:58.0CEA 32 JcTE42585455  fullaccess  full-access o
dema
O O0:50-56 870897 full-access  full-access iu::
desktop- Cloud
] 505 A3DE N mited
6fjp5su compliant  demo
Device Detail Data
General NMAP DHCP Web Sophos
TEXT

z

0%

Linu 05

Windows Server
2016 Standard

Fortinet
FortiGata 100D
Tirewall
Windows 10
Entarprise

AD State

Vendor

VMware,

Inc.

VMware,

Ine.

VMware,

Ine.

VMware,

Inc.

DPM

Flags
I Lists

virtual

network-infrastructure
webserver virtual AD-
managad AV-managed
whitedist

netwerk-infrastructure virtual

routerlist

virtual AD-managed AV-
managad AV-off

DM

il

IP Address

10.160.0.223

10.160.0.200

10.160.0.1

10.160,0.222

Last Seen

2022-01-03
101927

2022-01-03
101927

2022-01-03

10:19:27

2022-01-03
10:19:27

Access
Comment
Status

AD Client

Grant Access

Tip: The information contained in the Device Detail Data can be useful when creating custom Device

Profiling Policies.
Device Profiling Policies

In CGX Access GUI:

e Go to Policies = Device Profiler

G
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Device Profiling Policy

Mark devices based on profiling data

Conditions

Actions

Weab data matches 'Apache or Microsoft-115" Flag the device as 'webserver’

@ @
Device vendor matches "Microsoft Hyper-V or VMWare' Flag the device as 'virtual @ @
Device's NMAP scan data contains 'OS CPE.*laserjet’ Flag the davice as 'printer ® @
Device type matches "Switch or Router’ Flag the device as 'natwork-infrastructure @ @
Chack if tha port is cpen - Port: "S060', protocol: "tep Flag the davice as "VoIP @ @

CGX Access has a few of preconfigured Device Profiling Policies, these can be disabled or modified.

e Click Add Rule to create a custom profiling rule

Device Profiling Polic

Conditions Add
Actions Add

e Click Add to create one or more Conditions

Create New Condition

Device select an operation
Check Device Type
Check Dhep Data
Device Flag

Check Host Name
Check MAC Address
Check Vendor
Check NMAP Scan
Device 05

Check MNetwork Port

Check Radius Data

Cancel

e Click Add to create one or more Actions

Device Profiling Polic

Back < Activate Policies | & Restore Policies
Conditions Add

Device vendor matches Tp-Link Technologies Co.,Ltd. x

Check if the port is open - Port: 'S54°, protocel: 'tcp x

Check if the port is open - Port: '2020', protecol: 'tep x

Actions Add
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Create New Action

e | Flag the Device for Attention

Clear Device Flags

Create event Select Flag to Set consultant v

Flag Device consultant

Set Operating System AD-managed
app-control-off
APT-Event
arp-scan-ignering

Notify

V-Config

e Click “Activate Policies”

Device Profiling Polic

Back < Activate Policies | | & Restore Policies
Conditions Add

Device vendor matches "Tp-Link Tachnologies Co. Ltd.' x

Check if the port is open - Port: "554', protocol: "tcp x

Check if the port is open - Port: '2020",_protocol: "tcp x

Actions Add

Flag_the device as 'CCTV' x

Devices matching the all three conditions will be Tagged as CCTV. Then adjusting the Auto
Trust Policy, these devices can be assigned full access to the network.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, managed-device,

Set role to full-access - Assigned trusted managed device tag @z x
patch-managed, XDR-managed
Trusted IOT Device
Has any of these tags VolIP, switch, printer, network-infrastructure, |Set role to full-access - Assigned trusted IOT device tag @ & %
enforcer

Note: The above policy order was changed for illustration purposes. Typically, these rules would

be lower in priority, so non-compliant devices or high-risk devices can be assigned a restricted
role.
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Anti-spoofing Protection

Easy NAC provides a fingerprint feature to protect against MAC address spoofing. All devices on the
network are automatically profiled for their MAC address, IP, DHCP or static assignment, Operating
System, Hostname, and open ports). This information can then be used to set a unique fingerprint for the
device. Once a fingerprint has been set, the device(s) will be protected from spoofing. For example, a
printer can include the host name, IP address, open ports, and Embedded/IoT/Linux as its OS type. If a
Windows or Apple device tries to spoof its MAC address, the spoof would be detected, and the device
can be restricted.

Setting Fingerprints

Fingerprints can be set using the Device Manager

1. Select the device or devices where a fingerprint is desired
2. Select the Action = Set fingerprint
3. Click “Apply to selected devices”

Dashboard

Devices Assigned full-access Back Refresh Export Help

Updated at Sat Jan 01 2022 09:35:47
Cover Devices Active in: [E=FCEA VT T3

Show Report Filter

Select an Action Y | Apply to selected devices 3

Set flag

Clear flag
Clear all flags
Add to list
Remove from list Devices per Page 100 | Page 1of 1. First << [1] >> Last
Set 05 manually 2
Clear manually set 03
Roles oS Fla_ns IR AdMes3 Last Seen Comment User Location S Grant Access (£
I Lists T Status
Fortinet FortiGate network-infrastructure virtual 2022-01-01 Cloud
10160.0.1 o
- 100D firewall routerlist 09:35:42 e demo ®
Remove from database
network-infrastruciure webserver
Windows Server 2016 2022-01-01 Cloud
005056 0CEA c7543585455 virtual AD-managed 10.160.0.200 AD Serv (o]
e ! Standard et ’ 09:35:42 AD Server demo b
desktop- Windows 10 2022-01-01 Cloud @
Ml 00:50:56:AFA3:D8 virtual AD-man; 10.1 Al
IS shpseu Enterprise fiual AD-managed 01600222 pg35:42 LT demo L
virtual 2022-01-01 Cloud
00-50-56:05:F377  CcBTS ux 0.1
00505605F377 c6TOEAZ®E | LinuxOS . 104600223 7 500 o o ) [on]

4. Confirm details to be included in the fingerprint = Save

Set device’s fingerprint x

Check all the fields to be included in the fingerprint

MAC Address

(TP Address
4 o3 Embedded/IoT/Linux v
Hostname

Ports

Switch Port tcp:22
Open Port
Multi-Factor Authentication

User Name

Agent serial number

Cancel Save

Note: To include Switch Port info in the fingerprint, SNMP scanning or the RADIUS Proxy
feature needs to be configured.
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Devices with set fingerprints will have a blue fingerprint icon displayed in the Device Manager. Clicking
on the fingerprint will show the information included in its unique fingerprint.

Flags Access
MAC Hosthame  Roles  OS i IPAAIESS | ast Seen Comment User Location Grant Access ]
I Lists T Status
Ty ful Fortinet FortiGate 2022-01-01 Cloud L
00:50:56:67:85:70 . 100D firewall network-infrastructure virtual 10.160.0.1 101042 eeeeeae demo | Fingerprint Detall x
+ OPENPORT :
network-infrastructure webserver
full- Windows Server 2016 2022-01-01 Cloud
0 EEDO-EA-D | vTRAR - AD-T . ] Y
00:50:56:0CEA32  cT543585455 - Standard ..urtua. AD-managed 10.160.0.200 10.09.41 AD Server demo | 1M
whitelist
deskiop- full- Windows 10 2022-01-01 Cloud
00:50:56:AF-A3:D8 | AD-man. 101 A
6fip5su access  Enterprise WATE AR 0.180.0222 ., 0941 AD Client demo P e | e
full- wirtual 2022-01-01 Cloud 3
00:50:56:05:F377 6793554255 Linux OS5 10.160.0.223 ON
B aCCess e whitelist 10:08:41 demo b4 U

Tip: The gray fingerprint icon can also be clicked to quickly set or change a fingerprint.

MAC Spoofing Detection

Once a fingerprint has been set, any changes in the fingerprint details will causes a mismatch and actions
can be taken. In the example below, a Windows XP device had spoofed the MAC address of the printer.
Since the Operating System and the hostname didn’t match the fingerprint. The fingerprint icon was
changed to red and device was assigned a FP- mismatched tag so actions can be taken.

Access Flags Access

Hi i |

MAC ostname T Roles Location OS 1 Lists P Address Last Seen Status Grant Access
—— oq WIN- - full- Windows Server 2008 RZ Enterprise.  networi-infrastructure —— 2018-01-14 e
C:20:4CBCE full- 192.188.253.100

WOOC2RACHCE oy veprcaTHEH BERE sccess 7801 Service Pack 1 webserves vinusl P2188233100 512338 ®

¥ JSSEFREFACIT |Sales-MEe restricted restricted Microgoft Windows XP prirter FP-mismatched 182188 Fingerprint Detail x

R p—— BMAC . full- " 7 " | an - ssz{ + OS5 : others

D0-0C:28:48:T0:2E  MANAGEDD1 full-access Windows 7 Professional virtual AD-managed 182188 o]
= ‘ . aceess - + MAC : 38:59:F9:6F:AC:37

+ HOSTNAME : BRW3859F96FAC3T

1 4 SALES-MIKE restrict unirusied W xp virt 182188 ] 5
o “ estriced = vinaows ue E21%55 Mismatched values: =
+ 0S : windows,winxp -
e R ful . - P nebeork-infrastructure - i - . &
CO:25:E0:03:TE:S0 full-scoess Linux 2.8.23 - 28,38 e 162188] + HOSTNAME : Sales-Mike @A

9CCRss wabserer

\Change| |Delete| Close
4

IP Spoofing Detection

The fingerprint can also set and monitor the IP address allocation of the endpoints. Options include
checks for: 1) Static [P 2) DHCP assigned IP address or 3) DHCP assigned IP in a specific subnet scope.
Device changing how their IP address is assigned will be tagged as a FP-mismatched.

Set device's fingerprint

Check all the fields to be included in the fingerprint

MAC Address (default) 00:50:56:AF:A2:D8
IP Address(es) DHCP {subnet scope) v
Static IP

DHCP assigned

. ) DHCP (subnet scope)
[C] Operating System
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In the example below, the device’s fingerprint was set for a DHCP assigned address in the 10.160.0.0/24

subnet. When it’s IP changed to a static IP address, even in the same subnet, it was tagged FP-
mismatched.

Dashboard

Devices Assigned High-Risk Back Refresh Export Help

Fingerprint Detail ]
Cover Devices Active in: Past 24 Hours - -
+ HOSTNAME : DESKTOP-6FJP5SU
Show Report Filter + MAC : 00:50:56:AF A3:D8
+IP : dhcp-subnet 10.160.0.0/24
Select an Action VAl Apply to selected devices * 05 - windois
Mismatched values:
+IP:10.160.0.88
Total # of Devices: 1
MAC Hostname  Roles Location OS5 Last Seen  Comment First Seen  Vendor Change Delete Close
High — Windows 10 Enterprise - . T _— wvirtual AD-managed
@ 0s0seAFAzDs OSSKOD- gy Clouwd 6.3 Build 15045 20231213 ADJoined 2020423 WMhware, o cedFP. ®
GfjpSsu i dermo ) 16:42:27 Client 12:28:55 Inc. : )
Event Service Pack None mismaiched

Using Policies = Auto Trust rules, actions can be taken when a FP-mismatched is detected. The policy

below shows the device will be assigned the High-Risk-Event role and alerts will be sent to the network
administrator via e-mail and Teams.

uto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist

Set role to High-Risk-Event - Device failed fingerprint chack

Fingerprint Mismatch
®@ @ x
Send message to: EasyNAC Admin via Email, Microsoft Teams

Failed Fingerprint Check

Fingerprint Rescan Interval

Some device profiling features, like NMAP scanning are run with a default 24-hour frequency. For faster
fingerprint mismatch detection, a faster rescan interval can be set. It’s recommended to only increase the
rescan interval for devices with Fingerprints.

In CGX Access GUI:

e Go to Configuration = General Settings = Device Profiler
o Select Fingerprint tab
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Edit Setting »®
Device Profiler

NMAP scan DHCP Fingerbank UPNP scan Web scan SNMP scan MNetBios POF LLTD Mac - Vendor

Fingerprint

Rescan Interval{secs) 300

Enable Rescanning Devices with Fingerprint

Multi-Factor Authentication

The Fingerprinting feature can also provide 2FA (Something you know (password) and something you
have a (specific device). User credentials will be captured with the use of agents, WMI or 802.1x, and
then associated with a specific device.

Set device's fingerprint ®

Check all the fields to be included in the fingerprint
MAC Address
[T IP Address
0s
Hostname

Windows v

Ports
Switch Port
] Open Port

Multi-Factor Authentication

User Name
Agent serial number

|

easynac\charles

Cancel Save
Y
e Click “User Name” and then select the from a list of available accounts. Up to 5 accounts can be
included in a Fingerprint.
o Ifusing agents, click “Agent Serial number”; If it can’t be selected then the device doesn’t have
and agent installed.
e Save Changes to Fingerprint

Note: If you are unable to select “User Name” then no user names have been detected for this device.

User names are sourced from the use of Agents, WMI, or 802.1x authentication when using the Radius
Proxy feature.

Mismatched Authentication
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Once a fingerprint has been set, any changes in the fingerprint details will causes a mismatch and actions
can be taken. In the example below, Bobby was the authorized Username, but the account Charles was
logged into device. Since there was an authentication mismatch, the fingerprint icon was changed to red
and device was assigned a FP- mismatched tag so actions can be taken.

ACCRES

T MAC Hostname
Group
dasklop-
0:5 AFA3DS 5 resiricted
&lip5su
B 05:F3.7 ciTO3554255 full-access
00:50:56:87: 857! full-acoess

A32  €T343585455  full-access

Roles Location 0%
Cloud WinX54 10 Enterprise
sticled 6.3 Build 19043 Service
demo
Pack Nong
full- Cloud
Ul - oL Linux O3
Gamo
full- Cloud Fortinet FortiGate 100D
= dema firgwadl
full- Cloud Windows Server 2016
demo Standard

Vendor

Wibware

Inc

Wikbware
Ine

Whiware,
Inc.

Vhtware,
Inc

Flags
I Lists

virtual AD-managed FP-
mismatched

virtual

whilelist
network-mirastructure
virtual

routerist
metwork-mfrastructure
‘webserver virtual AD-
managed

whitelist

IP Address

10.160.0.222

10.160.0.223

10.160.0.1

10.160.0.200

ACCRSS

o
Last Seen  Comment o Grant Access (£
2022-01-01 ® @ &
142357 D Client L o)
2022 Fingerprint Detail % |3
14:23 -}

+ USERNAME : easynac\bobby

2072 + AGENTSERIAL : 253519870731101
14231 + HOSTNAME : DESKTOP-6FIPSSU

+ MAC : 00:50:56:AF:A3:D8
+ 05 : windows
Mismatched values:

2022 USERNAME : EASYNAC\charies
1423

Change Delete

If both Bobby and Charles are authorized users, the change button could be clicked, and both usernames
could be added to the fingerprint.

Change device's fingerprint

Check all the fields to be included in the fingerprint

MAC Address
(C) 1P Address
os
Hostname

Ports
Switch Port
(C] Open Port
Multi-Factor Authentication

User Name
Agent serial number

Rogue DHCP Server

Windows v

easynac\bobby | easynac\charles

Cancel Save

Detection

With personal Wi-Fi routers and misconfigured virtual machines, it is not uncommon for rogue DHCP
servers to show up on the network. CGX Access can be configured to detect rogue DHCP servers, so
they can be quickly identified and removed from the network.

Go to Configuration = General Settings.
Click on “Other Servers”

Under DHCP Servers, input the [P addresses of all the authorized DHCP servers on the network.
Select “Detect Rogue DHCP Servers”
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Edit Setting

RADIUS Server Radius Clients DHCP Servers Web Proxy Server SMS Gateway WhatsApp Provider Slack App Teams App

[ Detect Rogue DHCP Servers ]

IP Addresses of 192.168.253.100
Authorized DHCP 192.168.253.101
Servers

Note: Any DHCP server not on the authorized IP list will be tagged as DHCP-rogue.

Using Policies = Auto Trust Policy, actions can be taken when DHCP-rogue is detected. The policy

below shows the device will be assigned a restricted role and alerts will be sent to the network
administrators.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist

Set role to High-Risk-Event - Device acting as DHCP server
Rogue DHCP Server .

Send message to: EasyNAC Admin via Emai ® =z xR
Has any of these tags: DHCP-rogue .

Send message to Syslog
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Time \ Location \ List Policies

It can be useful to use time, location or lists of IP addresses to help determine what access should be
granted. For example, the default settings will allow guests to access the internet at any time, and from
any part of the network. If we wanted to limit where and when they can access the internet, we can use
the Location and Time Policies.

Location Policy

Option 1: Location names can be set by adapter or VLAN under Configuration = Appliance settings

NEtworing:

1P [ Metmask Trateway Hetric WVILAN 1D Lecation Configuration  State VYLAN

ol i [192.168. 250 220/353. 255 3350 I2.164.252.2 L0 - Hansged @ 9 +

18 [ [10.160 02200285 2852550 [10.4608.1 500 HOIT-Dapt = ] ETE +

| |

Option 2: Define location names by IP range.

e Go to Policies = Time/Location/List and click on Location-policy.

Edit Action x

Set Device's Location

Location name Guest WiFi

Device's IP within 192.168.254.1-192.168.254
these ranges 254
One per line
(e.g. 192.168.30.1 -
192.168.39.255)

Location definitions can be based on IP address ranges. Once the Location name has been saved, it
can now be added as a condition for Guest Access in the Roles & Access policy.

e Go to Policies 2 Roles & Access
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Edit Action x

Define Role and Assign Access

Role Name guest

Color - v‘

Grant access group guest-access
during anytime M
Erom Guest WIFI v ]
Grant access group restricted v
during anytime v
from anywhere v

Grant access group

Save | Cancel || Help

The above Roles & Access policy now has two possible Access Groups for for guests. If on the Guest
WIFT access is granted, if at any other location, access is restricted. If we wanted to limited access to
office hours, we could set a third condition based on time.

Time Policy

e Go to Policies 2 Time/Location/List and click on Time-policy.

Time definitions can be adjusted, or new ones created. Below is an example of how work hours
might be defined:

Edit Action x
Set Time Period

Time period name wiork hours (8-6)

Date Requirement Fall within any of the dates below ¥

Dates (one per ling)

A

e.g. mm/dd, mm/dd/yy, mm/dd/yyyy, mm/dd - mm/dd/yy

Time Requirement Fall within any of the hours below ¥

Days of week and M-F 8:00-18:00
hours(one per ling)

P

e.g. M-Th 8:00-12:00, 12:00-17:00. In 24-hour formst, one per line.
Leave hours empty to indicate 24 hours
'From’ day must be earlier than To' day {i.e.F-M not allowed)

Save || Cancel || Help
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Once the Time Period name has been saved, it can now be added as a condition in the Role &
Access policy.

e Go to Policies 2 Roles & Access

Edit Action x

Define Role and Assign Access

Role Name guest

Color R
Grant access group guest-access ¥
[du'ing work hours (8-6) v ]
from Guest WIFI v
Grant access group restricted ¥
during anytime T
from anywhere v
Grant access group v

Save || Cancel | Help

The above Role & Access policy now has both time and location conditions for guest access to be
granted.

Device-Lists Policy

Device-Lists Policies provides an easy method to define a list of IP addresses or MAC addresses to help
determine what access should be granted. It is commonly used to define a group of IP address that needs
to be Allowlisted.

e Go to Policies = Time/Location/List and click on Device-lists.

Device Lists can be adjusted, or new ones created. Below is an example of how to create a device list for
a server farm using IP addresses:

Easy NAC: CGX Access Guide 64



Create New Action ®

Define IP Address List Define IP Address List

Define MAC Address List

List name Server Farm ]

1P addresses or 10.0.0.100-10.0.0.150
ranges 10.0.0.200-10.0.0.250

e.g.10.0.01, 10.0.0.1-10.0.0.255

Save | Cancel Help

Once the Device-List has been saved, it can now be added as a condition in the Auto Trust Policy.

e Go to Policies = Auto Trust

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist
Server Farm o

o Set role to full-access - Server segment @ G x

Device is on Server Farm

The above Auto Trust policy will assign the Server Farm to have full-access.
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Configuring Guest Access

CGX Access supports multiple login methods for guest registration. Typical options include self-service
registration, sponsor registration, or self-service registration with sponsor approval. CGX Access can
support all these methods simultaneous, so different registration processes can be used for different use
cases. Guest Access is a standard feature that is enabled by default, but a few steps are recommended to
customize or enhance the guest experience.

Customize Captive Portal
Go to Configuration > General Settings and click on “Site Information”

e Adjust the Company Title, Welcome Page Title, and any other details as desired.
e Upload a corporate image* and adjust the header and footer colors

*Note: Image must be PNG file and be 385 x 108 pixels. MS paint can be used to create.

Edit Setting %

Site Information
General

Company Title | MyCompany
Copyright MyCompany. Copyright &copy; 2021, All Rights Reserved.

Session Idle Timeout 836400
(Seconds)
Portal Logo

Upload Image

Mote: Image should be PNG file, 385 x 108 pixels, white background

Header Line Color - A
Footer Line Color - v

Texts on Landing Pages

‘Welcome Page Title Welcome to the MyCompany network!

Welcome Page  You have reached this portal because your device needs to be
Message | registered as a guest or employee device.

Additional Message

Save Cancel Help
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Customize Guest Portal
Go to Configuration = General Settings and click on “Guest Registration”:

o Edit the title and message boxes as desired.
o Enable or disable terms and conditions
e Set the number of days to keep guest history details

Edit Setting
Guest Registration

# Show Terms of Use

Login Page Title Welcome to Guest Registration!

You have reached this portal because your device needs to be
validated for guest access.

Login Page Message

Pending Approval Default: Guest Access is Pending
Message Title

Default: Please wait for Approva

Pending Approval
Message

Get Guest's IP from Proxy Header or Client Side
Miscellaneous

How Long to Keep | 30|
Guest History (Days)

Guest Login
# Allow Guest Login by Access Code

# Allow Guest Login by Credential
# Allow Self-serve Guest Registration

Self-serve Guest
Template

1 day guest A

| save | | Cancel | | Help |

e Scroll down to enable your organizations preferred login methods

Edit Setting

the guest history
Guest Login
# Allow Guest Login by Access Code
# Allow Guest Login by Credential
# Allow Self-serve Guest Registration

Self-serve Guest
Template

1 day guest r
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Allow guest login by access code — Enabled by default, this option allows for a guest to use a
sponsor-provided access code to self-register a guest account. Based on Guest Templates, different
access codes can require different registration information or grant different access to the guest \
consultant. Approval can also be required after the guest registers.

Guest Login

{(® |have an access code
{0 Inhave guest login credentials
(O Register for Guest Access

Access Code:

Allow guest login by credential — Enabled by default, this option allows for a guest to use their
guest credentials to login. Guest Credentials can be created and provided by a sponsor or created by
the guest as part of an earlier self-registration process.

Guest Login

Username:

Password:

Forgot Your Password?

Allow self-service guest registration — Enabled by default, this option allows a guest to provide
their contact information required and get immediate guest access without requiring an access code.
Based on the guest template used, approval can be required, and the information they must provide
can be customized.

It also possible to provide the guest with an option to provide their sponsor’s e-mail address for the
approval process and on how long their registration should be active.
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?5 Guest Login

O nave an access code

O Ihave guest Ing entialz

& Register for Guest Access

7 B
Your Sponsor’s Email

.. A
Full Name * :
Email Address = :

Cell Phone = :
Company * :

Expire after:

12h | %
g
&

Automated Guest Registration — CGX Access supports an optional automated guest account
creation feature. Using syslog, third-party systems can send guest information to the appliance. For
example, when a guest registers at reception, the front desk system can send guest details to CGX
Access, which will create a guest account for the user. Contact InfoExpress or your authorized
partner for more information on this enhanced feature.

Guest Registration Templates

As outlined above, Easy NAC supports multiple registration methods to support a variety of guest
registration experiences. To customize these different methods, templates can be used to address unique
registration requirements. For example, some guest templates can require basic guest info and grant
internet access for 1 day. While other templates may require more in-depth information and require
approval before granting 3 days of server access.

A few registration templates are pre-configured on Easy NAC. These templates can be modified, and
new templates can be created. The default templates include:

o Consultant Registers Themselves
o Consultant register themselves using an access code
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Account expiration set for 1 week, with authentication every 12 hours
A consultant tag is assigned, so that the guest would be given consultant access
Approval is not required, but can be enabled
o Limited to 1 device
e 1-day guest — no approval necessary
o A random password \ username is created automatically once user inputs their details
o Account is valid for (12-hours)
o No approval is necessary, but can be enabled
e Automated Guest Registration
o Used only when the custom Automated Guest Registration Feature has been configured.
This feature allows 3™ party servers to send guest accounts details to the CGX Access
appliance.
o Controls the length of time a user is allowed guest access and how often they must re-
authenticate

O O O

Customizing Device Registration Templates for Guests

e Go to Configuration = Device Registration Templates = Guest Registration Templates
e Select an existing template or Click “Add template” to create a new one

Add Action

Guest Registration

= Self-Registration Sponsor Registers Guest
Method Name Description
Username Created Automatically v Username Length a
Password Created Automatically A Password Length 6

Show guest credentials on registration
Select the information that the guest must enter

Guest Name Company Name
Host's Name E-mail Address
Phone Mumber Company Address
Confirm Guest Mo Approval necessary A Flag Guest
Acress Code Type Mone r
Account Expires after Re-authentication after 12h
(e.g. 12h, 1d, 1w) (e.g. 12h, 1d, 1w)

Guest can set Account expiration

Max Devices per Guest 1

Save Cancel Help

The above image shows various fields for the guest registration options. Here administrators can
adjust the user experience, required fields, and account validity, etc.
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The first step is to decide if the template is for guest Self-Registration or Sponsor Registration. With
Sponsor registration, an approved employee(s) will create the account and pass the details to the visitor.
When a sponsor registers a guest, there is no need for the Access Code concept, so this template has less
options.

i® Self-Registration ) Sponsor Registers Guest

Guest Template options (for Self-Registration)

Method Name — Use a name that would be meaningful for the Sponsors who may use it

Description — Optional (can be used to provide more details about the template)

Username Created — Decide if the account name is auto generated by the system or the guest
Password Created - Decide if the account name is auto generated by the system, or the guest

Show guest credentials on registration — After a guest completes the registration process their browser
will show a successful web page. If selected, this checkbox with remind or inform the user of their
credentials on this success page.

Select the information that the guest must enter — Select the boxes that the guests are shown during
the registration process. Additional custom fields can be added under Configuration = General Settings

- Registration Fields.

Confirm Guest — This dropdown box allows you to configure an additional verification check.

Confirm Guest | No Approval necessary ~

No Approval necessary

Approval Required By Sponsor

Send Access code by Email

Send Access code by SMS

Approval Required by Sponsor — With this option a sponsor e-mail is configured in the template. This
sponsor will receive an e-mail when a guest registers using this template. The Sponsor can 1-click a link
in the e-mail to approve the guest. If outside the office, the sponsor can also reply to the e-mail with a
keyword, like (approve, accept, OK, etc.) to also approve the guest. (e-mail approval requires the e-mail
orchestration feature to be enabled.

When using the Self-Service Registration feature, it can convenient to allow the guest to specify their
sponsor. A group of employees or the entire company can be given permission to sponsor a guest.
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Confirm Guest Approval Required by Sponsor ¥

# Allow guest to provide sponsor
ema

Approval Emails *Diex.demo

# Send email to guest after

approving / réjecting réquést

Note: WhatsApp, Slack and Teams can also be used to approve guest accounts when integration has been
enabled.

Send Access code by Email — When using this method, the e-mail provided by the guest during
registration will be sent a code, that must be typed into the guest portal to complete the registration
process. Note: the guest will need access to his e-mail account.

Send Access code by SMS — When using this method, the phone number provided by the guest during
registration will be sent a code, that must be typed into the guest portal to complete the registration
process. Note: an SMS gateway must be configured to use this feature.

Tag Guest — When checked, a Tag can be selected and assigned to the guest’s device. This tag is useful
for assigning a specific type of access to this guest. For example, if assigned a consultant tag, they will be
assigned consultant access. For more details on tags, see the section titled Tagging Devices and
Allowlisting.

Access Code Type — Access codes are useful when using different templates for different types of
guests. This optional setting allows you to configure if the access codes created can be used more than
once (Group use) or one-time only. Group use can be more convenient, while one-time use offers more
security for when access is being provided to sensitive resources.

Code Expires after — This setting allows you to configure how long an Access code, once created, will
still be valid. For Group use codes, you may want to change them on a regular basis. You can provide a
default value, but also choose to let sponsors change this value, when the Access code is first generated.

Access Code Prefix — By default, access codes are randomly generated, with a prefix that can be used to
help you remember what the code is for. For example, if you create a template designed for events, you
may want to use a prefix EV. Then all access codes generated using this template will start with EV. A
simpler approach is to check the box to allow the sponsors to create any code they prefer manually. With
this approach, they can create access code called Dec20-event. This would be easier for both sponsors
and guests to remember.

Account Expires After — Sets the duration of the account once it has been created using this template.
Once the account expires, the guest will need to complete the registration process again, if necessary.
Using the checkboxes provided, the administrator can choose to allow sponsors or guests to adjust the
length of time their account should last.

Max Devices per Guest — Sets the max number of devices that a guest can use with their account.
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Setting up Sponsors

Easy NAC can query the Active Directory server to validate permissions for sponsors to access the

management Ul. Approved sponsors would only be given access to guest management functionality.

Using the "Active Directory Users and Computers" MMC:

e Add the group “GRM-Sponsor”

Note: upper/lower case is significant when creating AD groups.

i File Action View Favorites Window Help

E_ server Manager

I EREIEEEEN G

ia Server Manager (WIN-EHSKPKZTKSH)

=] ﬁ‘ Roles
g Active Directory Certificate Services
= %' Active Directory Domain Services

= # iex.demo
| Builtin
& [ Computers
3| Domain Controliers
| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
[ Active Directory Sites and Services
DHCP Server
i DNS Server
%% Metwork Policy and Access Services
5 Web Server (II5)
il Features
i Diagnostics
& Configuration
{25 storage

e

4] |

= : Active Directory Users and Computers [ WIN-EHSKPK2TKSH

|

Users 41chjects [Filter Activated]

Name

Type

Description

%, con_sap

2, Denied RODC Password ..

52, DHCP Administrators
52, DHCP Users
E{Dnsndmins
%DnsUpdat&Pruxy
SE‘Domain Admins
.!EDomain Computers
%Domain Controllers
%Domain Guests
.!EDomain Users
%Enterpr\se Admins

.g!‘ Enterprise Read-only Do..

-uGRM-Spcnsor

82, Group Policy Creator Ow..

3; Guest

2, IME_ADMIN

2, IME_USER

?_, InfoExpress

SE‘RAS and IAS Servers

.!ERead-onIy Domain Contr..

82, rRD

?_, rnd01

?_, rnd02

Sf,sales

?_, sales01

?_, sales02

82, 5ap_Consultant
.gf‘sdﬂema Admins

82 s0Lserver 200550LErow. .

User

. Security Group ...

Members in this group can...

‘GRM-Sponsor Properties ﬂﬂ
General | Members | MemberOfI Managed E)'I
% GRM-Sponsor
Group name {pre-Windows 2000): IGF!M—Sponsor
Description: I
E-mail I
—Group scope Group type
. Domain local @ Security
1+ Global " Distribution
" Universal
Notes
[ [
ok | cancel | s |
Security Group ... Designated administrators...

Security Group ...

Members in the group hav...

Once the GRM-Sponsor AD group has been created, staff can be given sponsor rights (by adding their

user-id to the GRM-Sponsor group).

By default, sponsors can sponsor all types of guest accounts. To limit sponsors to only certain guest types
(for example, if the reception staff is only permitted to create daily visitors), please follow these steps:

¢ Go to Configuration = Device Registration Methods
e Verify the types you want the sponsor to be able to administer
¢ Go to Configuration = Permission Manager and select the GRM-Sponsor Role (or another role

you may have created)

e Select the appropriate Registration Methods the sponsor should be allowed to administer
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Guests/BYOD devices
Access to Device Registration Templates @ Moaccess (O Readonly (O RAW
Allow to Sponsor
Al guesttypes
Consultant Register Themselves
1 day guest

Access to Device Registration Manager @ MNoaccess (O Readonly () RW

Sponsoring Users

Creating a “Consultant Registers Themselves” Access Code

e A user who has either GRM-Sponsor or CGX-Admin permissions can go to Visibility = Guest
Registration Manager. If a user only has sponsor access, they can log in to the main CGX Access
web GUI and will have limited access to the Sponsor Guest pages.

e Choose “Consultant Registers Themselves” from the pick list and click on “Create a
Sponsorship”:

CGX Access

Remote Server

Visibility ~

Sponsor Guest Guest Accounts Report Guest Request

Sponsor a Guest's Access to MyCompany's Network

Select a registration template:

Consultant Register Themselves Create a Sponsorship
Consultant Register Themselves
1 day guest

e Complete the fields as desired and click “Save™:

CGX Access

Remaote Server

Visibility ~

CGX Access / Registration Manager

Sponsor Guest  Guest Accounts  Repot Guest Request

Sponsor a Guest's Access to MyCompany's Network

Period Valid Expire * : +1 weeks
Access Code Expire : 2021-05-31 05:43:35
Authentication Interval * : 43200
Access Code * AVTdays
Back

To create other types of access codes, follow the process outlined above. When additional
information is needed, the web UI will request them.
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Configuring Device Registration

Easy NAC supports device registration and is commonly used to support Bring Your Own Device
(BYOD) initiatives. Employee’s or student devices are checked by validating their credentials against
Active Directory, Azure AD, or a Radius database. When a new device joins the network, it will be
redirected to the captive portal. Staff would then be able to register the device, and this registration would
be valid for days, weeks, or months. Several configuration options allow administrators to have access
control of the BYOD devices. Administrative options include:

e  Which AD groups are allowed to register BYOD device(s)
¢ Quantity of BYOD devices allowed per user (by group)

e Type of BYOD devices allowed

e Role-based access granted

Customizing the Device Registration portal

e Go to Configuration = General Settings and click on “Employee Device Registration”.

Edit Setting x

Employee Device Registration

Show Terms of Use

Login Page Title Welcome to Employee Device Registration!

Login Page Message You have reached this portal because your device needs to be
validated. p

Employee Device Employee Device Registration
Registration Title

Save || Cancel || Help

e Edit the title and message boxes as desired.
e Opt-in or Opt-out to show Terms of Use
e C(Click on save to accept any changes to the configuration.

Confirm Active Directory settings
To validate AD credentials, the AD server must be configured correctly. To verify settings, use the GUI.

e Go to Configuration = General Settings.
e C(Click on Active Directory Servers
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Edit Setting

Add Mew Active Directory Server

Host or IP
Account Suffix

LOAP Query User
Narme

LDAP Query Password
Encryption
Group Query From

Query Timeout

10.160.0,200

@easynac.demo

event

None

Domain Groups

&0

Computer Query Settings

Test Computer Query

Test LDAP Connection

Save Cancel Help

e Under Active Directory Server, confirm the host or IP address of the AD domain controller and
the Account suffix in the "Account Suffix" field. The @ symbol should proceed the Account
Suffix.

By default, all domain users with valid credentials will be able to register their BYOD devices. It is
possible to limit which groups can register their devices, and to set different policies for different
groups. The enable granular AD registration, the AD groups must be specified in the CGX Access
server.

e Go to Configuration = General Settings.
e Click on “Names Used by Policies”

Edit Setting »

Names Used by Policies

Note: All names are case sensitive

Access Groups(ACLs) byod-access AD/LDAP User Groups Sales
consultant Finance
full-access IT-Dept
guest-access
limited
restricted
excluded
restrict-FaceB
restrict-Azure
restrict-agent
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Add the Active Directory groups that would need to register their devices. Groups that are added will
be shown as a configurable option when customizing Device Registration methods.

Customizing Device Registration Methods

¢ Go to Configuration = Device Registration Templates = Device Registration Templates

Employee Registers Personal Devices - Employee registers their own device.
Must enter full name, phone #, location
Access expires atter 365d
Users must re-login after 365d
Max device(s) allowed for useris 2
Will be flagged as "byad”
MsAzure AD Employes Registration - MsAzure AD Employee Registration
Account expires after 12h
Employes must re-login after 12h

Max device(s) alowed for employes is 1

There are two default templates for employee device registration, one for customers use cloud-based MS
Azure AD, and another for traditional AD servers. To make changes to a typical registration...

e Click on the “Employee Registers Personal Device” registration type:

Edit Action x
Employee Device Registration

Salact the groups that this template is applicable to

All user groups e

Select the information that the user must enter during registration

Fu|| Name

[~ organization
[JE-mail Address
Phone Number

DDepartrnent Flag
[Jaddress byod v
Location

Access Expires after (e.g. 12h, 1d, 1w)

z65d

User Must Re-login after (e.g. 60m, 12h, 3d)

=0d

Max Device(s) Allowed for User

=

Save Cancel Help

The above defines various parameters that can be customized for the device registration method. The
default method is configured to apply to all users with valid credentials.

Additional device registration methods can be created for different AD groups to have different
parameters. This can be useful in situations where different length of access, device quantity allowed, or
different information needs to be gathered on the user.
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To modify:
e Change the top pulldown box to 'Any of the groups checked'
o Select the AD groups that the template will be applied to:

Edit Action

Employee Device Registration

Select the groups that this template is applicable to
any of the groups checked w
&ll user groups
Any of the groups checked

Sales
[C] Finance

[ IT-Dept

o Change the parameters for information gathered, access expiration, etc.
e Click 'Save' and Activate changes.

Note: When you have multiple Device Registration Methods, they are evaluated from top to bottom.
Methods can be re-arranged by dragging and dropping them in order they should be evaluated.

User Experience

When a user is connected to the network, the browser will be redirected to a page like this:

iInfoexpress

Easy NAC

Welcome to the MyCompany network!

You have reached this portal because your device needs to be registered as a guest or employee
device.

g Employee Device Registration

& Guest Access

Users can click on the Employee Device Registration link to be presented with a login screen:
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infoexpress

Easy NAC

Welcome to Employee Device Registration!

You have reached this portal because your device needs to be validated.

n Device Self-Registration Login

Please enter your Active Directory (employee) credentials

Username:

Password:

At this point, the employee will enter their AD credentials. Depending on the configuration they may be
prompted to complete an information form such as Full Name, Organization, Location, etc. After
completion the appropriate access will be assigned.

This device will be remembered by the system based on the timeout specified in the device registration
template. The user will not be asked for credentials until the device ages out of the database or the timer
for login requests has expired.

Note: If a user exceeds the number of devices they are allowed to registered, they will be shown their list
of devices, and can choose to deregister one of more devices.
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Integration: Anti-Virus \ Endpoint Management

Easy NAC supports integration with enterprise AV, XDR and endpoint management vendors. By
leveraging the integration with the management server, CGX Access can enforce compliance with
security policies, without the use of agents. Devices out-of-compliance can be restricted, and an
administrator(s) alerted.

Supported Solutions:
» Bitdefender GalaxyZone
= Carbon Black Cb Response — 6.x +
= (Cabon Black Cloud
= Cortex XDR
* CrowdStrike Falcon
» (Cybereason
= ESET Antivirus - 6.5+
» Elastic XDR
* FireEye HX Integration
» HCL BigFix - 9.x +
* Ivanti Security Controls —2019.3 +
= Kasaya VSA
» Kaspersky Antivirus - 10.x+
* Managed Engine Desktop Central
» Managed Engine Patch Manager
*  Microsoft Intune
*  Microsoft SCCM \ WSUS —4.x +
* Microsoft Windows Management Instrumentation (WMI)
» Moscii StarCat 2013 and StarCat 10
= OKTA Verify
= Sophos Enterprise Console - 5.x +
= Sophos Central (cloud)
* Symantec Endpoint Protection Manager - 14.x
» Symantec Endpoint Protection Cloud
* Trend Micro OfficeScan - XG+
» Trend Micro Apex Central (cloud)
= Trellix ePO-5.x +
=  Webroot (cloud)
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Bitdefender Integration

In CGX Access GUI go to Configuration - Integration
Click on "Bitdefender"

Check “Enable Integration”

Enter Access URL and API Key

Edit Action »

Bitdefender
# Enable integration

Configuration
Access URL | https:/feloud. gravityzone bitdefent Test connection
Show guery result data
APl Key T T T T )
Quisfy ifkera 150
{seconds)
Policies
VITIONS FLAG

# Flag devices running B tdefender Agent AN -mranaged v

# Flag devices that are offline Av-afflhne L

# Flag devices that have not reported in 30 days AV-stale v

# Flag devices with AV signature older than 30 days - out-of-date v

# Flag dewvices that are infected by malware nfected L ¥

Sawe | Cancel | Help

The URL and API key can be obtained by logging into GravityZone - MyAccount - API

Notes:
1. The access URL should be lower case and match what’s specified in the Control Center

Control Center API

Access URL: https://cloud.gravityzone.bitdefender.com/api

2. The Network API needs to be enabled
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APl key X
Key ae73d4ed8165808d30396ci0e3214dThAc2bboadB5bad 1a665(T467228dcS5T
Enabled APls:

Companies AP| Reports API

Lln;n-ng-.lng ARl Accounts API

Packages APl Incidents AP

MNetwork AP Quarantine API

Integrations AP Event Push Service APl

Policies API
“ Cancel

e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Bitdefender cloud have been
successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Paolicies

CONDITIONS FLAG
¥ Flag devices running Bitdefender &Agent A\-managed v
# Flag devices that are offline Av-offline ¥
# Flag devices that have not reported in 30 days A\-stale v
¥ Flag devices with &V signature older than 30 days A\-out-of-date v
# Flag devices that are infected by malware infected v
# Flag devices if Advanced Threat Control is disabled Av-Config ¥
# Flag devices if AntiMalware is disabled A\-Config v
¥ Flag devices if Content Control is disabled A\-Config v
¥ Flag devices if Device Control is disabled AV-Config v

# Flag devices if Firewall is disabled

I=

W-Config v
# Flag devices if Encryption is disabled AV-Config v
There are several conditions you can select to monitor. When selected CGX Access will set tags on

specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowilist
Device is on blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . . - :
i . Set role to non-compliant - Device is NOT compliant with the corporate
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) @ G %
~ ) endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device
Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ G x

device, patch-managed, XDR-managad

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-oft,
AV-out-of-date, etc. The placements of the rules are important and are evaluated top-down. The first
rule that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Carbon Black Cb Response Integration

e In CGX Access GUI go to Configuration = Integration
e Click on "Carbon Black"

Edit Action

Carbon Black Integration

Enable Integration

Server Configuration

Yersion Cb Response hd
Cb Response
Host or IP ..d_c_ucl_ S - Token ®
Port 443 Timeout (Seconds) &0
Test Connection
O] Show Query Result Data
Query Interval 150

(Zeconds)
Policy
CONDITION TAG

Tag devices enrcolled in Carben Black

managed-davice -
Save Cancel Help
e Check “Enable Integration”
e Select Version: Cb Response
e Enter Hostname or IP / port
e In Cb Response console go to Admin—=> My Profile > API Token
84
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APl Token - Cb Respans: 3

<« C Y | & MNotsecure | bHE710.20.0.12/#/ profi 1
E My Profile Notifications
o AP Token
e :
67548e02f0aa5f4b3001a615ae731003a6076% | copy
=3
Carbon Black. 5 rbon B
e Copy API Token and Paste into Token field
Edit Action
Carbon Black CbResponse
# Enable integration
ChResponse Server
Host or IP 10.20.0,12 Token T L e T FJaSTe
Port 443 Timeout (seconds) &0
Query interval 150 Test connection
{seconds)

Policies

INDITIONS

# Flag devices enrclled in Carbon Black ChResponse managed-device

| Flag devices that have not connected in the past 30 days

stale-device

Save | Cancel

e Use "Test connection" button to validate settings and connectivity

Help

iz | | o | (o]
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Setting and Enforcing Compliance Policies
Once the communications between the CGX Access appliance and Cb Response server have been
successfully tested, policies can be set to enforce endpoint devices have been installed with the Cb

Response agent and connecting to the server regularly.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
Flag devices enrolled in Carbon Black Cb Response managed-device ~
Flag devices that have not connected in the past 30 days stale-device ~

When selected CGX Access will set tags and automatically grant access to devices being protected by Cb
Response. While devices that have not connected in the past x days can be tagged as a stale-device.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Dy routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) B o )
. . e . h Set role to non-compliant - Device is NOT compliant with the corporate -
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) ) @ T x
. endpeint security pelicy
Sensor-off, Sensor-out-cf-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @  x
device, patch-managed, XDR-managed

The policy above shows a device will be assigned full-access if tagged as managed-device. However, it
would be given a non-compliant role if it has been tagged as a stale-device. The order of the rules is
important, as they are evaluated in descending order.

Tip: The managed-device tag is helpful in expediting deployments. Any device that is being protected by
the Carbon Black will automatically be granted access to the network.
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Carbon Black Cloud Integration

¢ In Carbon Black Cloud web management go Settings = API Access

e Define a new Access Level

Note: only Read access for Device - General Information is required

Edit Access Level

* Name * Description

Easy NAC Easy NAC API Call
CATEGORY a PERMISSION NAME <
Device Bypass

> Dewce General information
> Dewvice Policy assignment

Dewvice Background scan

m cancel

Copy permissions from

NOTATION NAME ~~ CREATE READ

device.bypass

device

device.policy

device.bg-scan

UPDATE

DELETE

EXECUTE

O

e Add an API Key with the custom Access Level create above

Add API Key

* Name

Easy NAC API

Description

* Access Level type

Custom

Authorized IP addresses

Save Cancel

* Custom Access Level

Easy NAC
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e Once APl is created — Copy API ID and API Secret key

i API Credentials X

APRIID

AHPK7WTPWS

AP| Secret Key

| _ -

In CGX Access GUI go to Configuration = Integration
Click on "Carbon Black"

Check “Enable Integration”, select Cloud version

Enter Access URL, API ID, API Secret Key and Org Key

Edit Action

Carbon Black Integration

Enable Integration

Server Configuration

Version Cloud >
Host or IP defense.conferdeploy. net org Key 'DESISGN
Port 447 Timeout (Seconds)
APLID  AHPK7WTPWS Test Connection
Show Query Result Data
Query Interval 150
Seconds)

Save Cancel Help
e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration
88

Easy NAC: CGX Access Guide



Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and Carbon Black Cloud have been
successfully tested, policies can be set to enforce compliance with policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policy
Flag devices enrolled in Carbon Black managed-device ~
Flag devices with deregistered or uninstalled sensor MNo-AV v
Flag devices with sensor being in bypass mode AV-offline w
Flag devices with inactive sensor AV-off v
Flag devices with out-of-date sensor Sensor-out-of-date v
Flag devices that are in quarantine infected ~
Flag devices that have not connected in the past 7 days stale-device ~

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) . ) ) )
. o . ) Set role to non-compliant - Davice is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, @ & x
- endpoint security policy

Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ G x
device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as stale-
device or Sensor-out-of-date. The placements of the rules are important and are evaluated top-down. The
first rule that applies takes precedence.

Tip: The managed-device tag is helpful in expediting deployments. Any device that is being managed by
the organization’s Carbon Black deployment can automatically be granted access to the network.
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CrowdStrike Integration

e In CrowdStrike web management go Support and Resources = API Client and Keys
e C(Click on “Add new API Key”

Add new API client

CLIENT NAME

Easy NAC Appliance

DESCRIPTION

Integration with Network Access Control for automated trust and compliance checks

Vi
API SCOPES
Read Write
Alerts O O
Detections O O
Device control policies O O
Hosts O
Actors (Falcon XD O —
Indicators (Falcon X) O — it
CANCEL ADD

Note: only Read access to Hosts in required

e Complete form and Click ADD

API client created

v API client created

CLIENT ID

b6732f5435e74d66872e2b81d215f6bT 0D
SECRET
I 0
BASE URL

https://api.us-2.crowdstrike.com rD

Copy this to a safe place

This is the only time we'll show you this secret

DONE
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Note: Once API is created — Copy Client ID, Secret, and Base URL

e In CGX Access GUI go to Configuration = Integration
e Click on "CrowdStrike"

e Check “Enable Integration”

e Enter Access URL, Client ID and Client Secret

Edit Action ®

CrowdStrike Integration

# Enable integration

Server Configuration

Access URL https://api.crowdstrike.com Test connection
Shew query result data
Client ID ac0dogh23 048445400098 7hibd6:

Client Secret 2XPO)a1%iNms3g45cSkTuWPbEQp

Query Interval 150

(Seconds)
Policies
« Flag devices running CrowdStrike Agent managed-device v
¥ Flag devices that have not reported in 30 days stale-device v
« Flag devices with Sensor update older than days Sensor-up-to-date v
¥ Flag devices with Device Control disabled dev-control-off v =

Save || Cancel | Help

e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and CrowdStrike cloud have been
successfully tested, policies can be set to enforce compliance with policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Policies

CONDITIONS FLAG
#| Flag devices running Crowd5Strike Agent managed-device v
#| Flag devices that have not reported in 14 days stale-device v

#| Flag devices with Sensor update older than 7 days Sensor-out-of-date v
#| Flag devices with Device Control disabled dev-control-off v
#| Flag devices with Firewall disabled Fw-off v

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowilist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . . . )
. . Set role to non-compliant - Device is NOT compliant with the corporate .
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, . @ & =
~ : endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ E %X
device, patch-managed, XDR-managad

The example above shows a device will be assigned a non-compliant role if it has been tagged as stale-
device or Sensor-out-of-date. The placements of the rules are important and are evaluated top-down. The
first rule that applies takes precedence.

Tip: The managed-device tag is helpful in expediting deployments. Any device that is being managed by
the organization’s CrowdStrike deployment can automatically be granted access to the network.
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Cybereason Integration

e In CGX Access GUI go to Configuration = Integration

e Click on "Cybereason"
e Check “Enable Integration”

Edit Action
€
eLERS
earnt ®

Cybereason Integration

Enable integration

Server Configuration

Host or IP customer.cybereason.net

Port 443
Query Interval 120
(Seconds)

Policy

Flag devices running Cybereason Agent

M1 Flan deviras that ara nfflina

Save this configuration

Setting and Enforcing Compliance Policies

Username

Password

user@infoexpress.com

[EEETTT TR Y ]

Test connection

Show query result data

AV-managed

M nffline

Save Cancel

Enter Hostname or IP (should be the same as your management console)
Specify Username and Password (should also work on management console)
Use "Test connection" button to validate settings

You may leave Query interval the default or adjust

Help

Once the communications between the CGX Access appliance and Cybereason have been successfully

tested, policies can be set to enforce compliance with policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions. CGX Access
will set tags on specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with

specific tags can be assigned different roles.
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CONDITION FLAG

Flag devices running Cybereason Agent AV-managed w
Flag devices that are offline Av-offline w
Flag devices that are isolated infected hd
Flag devices with Device Control disabled dev-control-off A
Flag devices that have not connected in 30 days AV-stale W
Flag devices that have not updated in 30 days AV-put-of-date w
Flag devices with Sensor out of date Sensor-out-of-date hd
Flag devices with Firewall disabled FWw-off v
Flag devices with Anti-Malware disabled Av-off W
Flag devices with Prevention mode disabled Av-Config w
Flag devices with Anti-Ransomware disabled AV-Config -
Flag devices with Anti-Exploit disabled Av-Config v
Flag devices with PowersShell mode disabled AV-Config v
Flag non-compliant managed devices non-compliant e

Add Rule _
Conditions Actions taken when conditions are met

Device is on routerlist 'Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) ) . . §
Set role to non-compliant - Device is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) @ E x
. ; endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ @ x

device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. Tip: The AV-managed tag is helpful in expediting deployments. Any device that is
being managed by the corporate AV server can automatically be granted access to the network.
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ESET Antivirus Integration

In CGX Access GUI go to Configuration = Integration
Select the “ESET Antivirus”

Edit Action H

ESET Antivirus

# Enable integration

@L Server Configuration \

Host or IP 10.10.0.230 Username sa
Port 1433 Password LTI I
Database | era_dbl Test connection

Query interva 150

\ (seconds) /

Policies
# Flag devices running ESET Antivirus Agent AM-managed ¥
# Flag devices with AV signature older than 10 days AV-out-of-date v

# Flag devices that have not connected in days aN-stale ¥

Save | Cancel Help

CGX Access communicates with the ESET Security Management Center by querying the SQL database.

Setup the SQL Server used by ESET to support SQL queries over TCP 1433. See prerequisites
below.

Check “Enable Integration”

Enter Hostname or IP, database port, database name, and database Username & Password

Use "Test connection" button to validate settings = Save changes

ESET SQL Prerequisites:

Configure the MS SQL Server on the Administration Server to enable TCP/IP and specify a port
such as 1433

Use MS SQL Server management studio to create an account with permission to read the era_db
database. The default database name use by ESET is era_db.

Configure the firewall on the ESMC to allow CGX Access to communicate with the MS SQL
Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing

the specific version used by your ESET Security Management Center.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and ESET Security Management Console
have been successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies

# Flag devices running ESET Antivirus Agent a\-managed r
# Flag devices with AV signature older than 10 days AV-out-of -date v
# Flag devices that have not connected in 7 days a\-stale v

There are a few conditions you can select to monitor. When selected, CGX Access will set tags on
specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is an routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . ) )
i . e . . Set role to non-compliant - Device is NOT compliant with the corperate N
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, . . @ G x
. endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ = =%
device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-
out-of-date. The placements of the rules are important and are evaluated top-down. The first rule that
applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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FireEye HX Integration

e In FireEye HX management console go to Admin - Appliance Settings = User Accounts
e C(Create a New User and select the “API Admin” role for the account.

Settings Accounts

Add/remave users ar reset account passwords below.
NOTE: When setting up for the first time, please update passwords for the built-in 'admin’, 'monitor’, ‘analyst', ‘oper.

User Accounts Add New User

User Name Role

EasyNAC_API Api Admin

Create Password

Confirm Password

In CGX Access GUI go to Configuration = Integration

Click on "FireEye Integration"

Check “Enable Integration”

Input the Access URL. It’s the same URL used by the FireEye management console

FireEye Integration

Enable integration
Server Configuration
Access URL https://fireeyeserver Test connection
[C) Show query result data
Username EasyNAC_API

Password sssssssssnsense

Query Interval
(Seconds)

Save Cancel Help

e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Easy NAC: CGX Access Guide 97



Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and FireEye have been successfully
tested, policies can be set to enforce compliance with policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Edit Action

Flag devices running FireEye Agent

AV-managed v
Flag devices with Antivirus update older than |7 days AV-out-of-date v
Flag devices with Malware Guard update older 7 days AV-out-of-date v
than
Flag devices with Antivirus disabled AV-off v
Flag devices with Malware Guard disabled AV-off v
Save Cancel Help

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on

specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) . . , )

i . o, Set role to non-compliant - Device is NOT compliant with the corporate N

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) @ & =
. _ endpoint security policy

Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assignad trusted managed device tag @ G =
device, patch-managed, XDR-managad

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the organization’s FireEye deployment can automatically be trusted on the network.
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HCL BigFix Integration
In CGX Access GUI go to Configuration = Integration
e Select “HCL BigFix”

Edit Action ]

HCL BigFix Integration

Enable Integration

Server Configuration

Host or [P 192.168,253.100 Username SA
Port 1433 Password sEsRssEEREREEE p
Database | BFEnterpriss Test Connection

Query Interval 150
(Seconds

Policy
Tag devices enrolled in HCL BigFix patch-managed -
Tag devices that have not reported in patch-stale -
Tag devices that failed an update more than 30 days ago patci-faled =
Tag devices with updates pending for more than 30 days paich-_uencing =
Source Seventy Category —
Save Cancel Help

Check “Enable Integration”

Enter Hostname or [P / database port / database name
Enter Username / Password to connect to database
Use "Test connection" button to validate settings
Save changes

BigFix SQL Prerequisites:

e Verify the MS SQL Server on the BigFix server was enabled for TCP/IP and specify a port such
as 1433.

e Use MS SQL Server management studio to create an account with permission to read the
BFEnterprise database. BFEnterprise is the default database name used by BigFix.

e Configure the firewall on the BigFix server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your BigFix Server.
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and BigFix server have been successfully
tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policy

Tag devices enrolled in HCL BigFix

patch-managed -

Tag devices that have not reported in 30 days g -

Tag devices that failed an update more than 30 days ago patch-failed -

Tag devices with updates pending for more than 30 days patch-pending -
Source Severity Category

There are four conditions you can select to monitor. When selected CGX Access will set tags on specific
devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is an blocklist

Endpoint Security Non-Compliance (agent-less checks) _ L )
Set role to non-compliant - Device is NOT compliant with the corporate

Has any of thesa tags: AV-off, AV-out-of-date, No-AV, non-compliant, : : ; @ @ =x
i endpoint security policy

Sensor-off, Sensor-out-cf-date, stale-device

Patch Non-Compliance (agent-less checks) Set role to non-compliant - Device is NOT compliant with the corporate e el x

Has any of these tags: patch-failed, patch-pending, patch-stale patch management policy

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ &z %

device, patch-managed, XDR-managad

The policy above shows a device will be assigned a non-compliant role if it has been tagged as patch-
failed, patch-pending, or patch-stale. The order of the rules is important, as they are evaluated in
descending order.

Tip: The patch-managed tag is helpful in expediting deployments. Any device that is being managed by
the BigFix server can automatically be granted access to the network.
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Ivanti Security Controls
In CGX Access GUI go to Configuration = Integration
e Select “Ivanti Security Controls”

Edit Action x

Iwvanti

¥ Enable integration

@L Server \

Host or IP 10.100.20.150 Username SA

Port 1433 Password LTI

Database Protect Test connection

Query interva

\ (seconds) — /

Policies
¥ Flag devices managed by Ivanti patch-managed v
# Flag devices that have not reported in 30 days patch-stale ¥
¥ Flag devices with missing patches greater than 10 patch-pending v
# Flag devices with missing product levels greater than 10 patch-pending v

Save || Cancel | Help

Check “Enable Integration”

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection" button to validate settings
Save changes

Ivanti SQL Prerequisites:

e Verify the MS SQL Server on the Ivanti server was enabled for remote connections and specify a
port such as 1433.

e Use MS SQL Server management studio to create an account with permission to read the Protect
database. Protect or SecurityControls are the default database names used by Ivanti.

e Configure the firewall on the Ivanti server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your Ivanti Server.
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and Ivanti server have been successfully
tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
¥ Flag devices managed by Ivanti patch-managed v
# Flag devices that have not reported in 30 days patch-stale v
# Flag devices with missing patches greater than 10 patch-pending v
# Flag devices with missing product levels greater than 10 patch-pending Y

There are four conditions you can select to monitor. When selected CGX Access will set tags on specific
devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Dwevice is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) _ L )
Set role to non-compliant - Device is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, @ & x
5 endpoint security policy

Sensor-off, Sensor-out-of-date, stale-device

Patch Non-Compliance (agent-less checks) Set role to non-compliant - Device is NOT compliant with the corporate el x

Has any of these tags: patch-failed, patch-pending, patch-stale patch management policy

Trusted Managed Device

Has any of thesa tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ %

device, patch-managed, XDR-managed

The policy above shows a device will be assigned a non-compliant role if it has been tagged as patch-
pending or patch-pending. The order of the rules is important, as they are evaluated in descending order.

Tip: The patch-managed tag is helpful in expediting deployments. Any device that is being managed by
Ivanti can automatically be granted access to the network.
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Kaseya VSA Integration

e In CGX Access GUI go to Configuration = Integration

e C(Click on "Kaseya VSA"

e Check “Enable Integration”

e Enter Hostname or IP / port

e Enter Username / Password to login to Kaseya management console

Edit Action

Kaseya VSA Integration
Enable Integration

Server Configuration

Host or IP saasxx.kaseya.net Username admin@example.com

Port 443 Password e see see

Test Connection

Query Interval Qo0
(Seconds)
Matching endpoints Hostname v
based on

Note: Username used for integration should have System Role and System Scope
e Use "Test connection" button to validate settings

e You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and Kaseya VSA server have been
successfully tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policy
Flag devices enrolled in Kaseya VSA patch-managed v
Flag devices that have not reported in 30 days patch-stale ~
Flag devices with missing approved + missing manual patches patch-pending v

greater than

Flag devices with pending patches greater than patch-pending v

Easy NAC: CGX Access Guide 103



There are four conditions you can select to monitor. When selected CGX Access will set tags on specific
devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks)

= E Y Set role to non-compliant - Device is NOT compliant with the corporate
Has any of thesa tags: AV-off, AV-out-of-date, No-AV, non-compliant,

: . : @ & %
i endpoint security policy
Sensor-off, Sensor-out-cf-date, stale-device
Patch Non-Compliance (agent-less checks) Set role to non-compliant - Device is NOT compliant with the corporate e el x
Has any of these tags: patch-fziled, patch-pending, patch-stzle patch management policy
Trusted Managed Device
Has any of thess tags: AD-managad, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ x

device, patch-managed, XDR-managad

The policy above shows a device will be assigned a non-compliant role if it has been tagged as patch-
pending or patch-stale. The order of the rules is important, as they are evaluated in descending order.

Tip: The patch-managed tag is helpful in expediting deployments. Any device that is being managed by
Kaseya VSA can automatically be granted access to the network.
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Kaspersky Antivirus Integration

e In CGX Access GUI go to Configuration = Integration
o Select the “Kaspersky Antivirus”

Edit Action ®

Kaspersky Antivirus

# Enable integration

SQL Server Canfiguration

Usarmams

Fort 1433 Fagsord

Test connection

Policies

# Flag devices running Kaspersky Antivirus Agent
¥ Flag devices with inactive on-asccess scanner
# Flag devices with AV signature clder than 10 days

o Fleg devices that have not connected in 7 dayd Av-gtale

Save | Cancel | Help

CGX Access communicates with the Kaspersky Administration Server by querying the SQL database.

e Setup the SQL Server used by Kaspersky to support SQL queries over TCP 1433. See
prerequisites below.

e Check “Enable Integration”

e Enter Hostname or IP, database port, database name, and database Username & Password

e Use "Test connection" button to validate settings = Save changes

Kaspersky SQL Prerequisites:
e Configure the MS SQL Server on the Administration Server to enable TCP/IP and specify a port
such as 1433
e Use MS SQL Server management studio to create an account with permission to read the KAV
database. KAV is the default database name used by Kaspersky.
e Configure the firewall on the Kaspersky Administration Server to allow CGX Access to
communicate with the MS SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your Kaspersky AV Server.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Kaspersky Administration Server
have been successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
#| Flag devices running Kaspersky Antivirus Agent AV-managed v
# Flag devices with inactive on-access scanner AV-off v
#| Flag devices with AV signature older than 10 days AV-out-of-date v
#| Flag devices that have not connected in 7 days AV-stale v

There are several conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is an routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . . ) )
i _ P . Set role to non-compliant - Device is NOT compliant with the corperate .
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) @ G x
. endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ E =%
device, patch-managed, XDR-managad

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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ManageEngine Desktop Central Integration

e In CGX Access GUI go to Configuration = Integration
e Click on "ManageEngine Desktop Central"

e Check “Enable Integration”

e Enter Hostname or IP / port

e Enter Username / Password to login to ManageEngine

Edit Action x
ManageEngine Desktop Central ~
Enable Integration
Server Configuration
Host or IP 10.10.200.102| Username admin
Port 8383 Password [TTTT]
APT Version 1.3 v Upload QR Code image
Test connection
Query Interval 900
(Seconds)
Policy
Flag devices enrolled in ManageEngine Desktop Central managed-device v
Flag highly vulnerable devices non-compliant v
Flag devices that have not reported in 30 days stale-device v
Save Cancel Help
e [fenabled for Multi-Factor Authentication, Upload QR Code image
e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration
107
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and ManageEngine server have been
successfully tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies

#| Flag devices enrolled in ManageEngine Desktop Central

managed-device r
# Flag highly vulnerable devices non-compliant r
# Flag devices that have not reported in 30 days stale-device r

There are three conditions you can select to monitor. When selected CGX Access will set tags on specific
devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist

"

et role to full-access - Device is on allowlist

Device is on blocklist

[T

»et role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks)
@ @ x

i . o Set role to non-compliant - Device is NOT compliant with the corporate
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant,

endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device + S =

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ E %X
device, patch-managed, XDR-managed

The policy above shows a device will be assigned a non-compliant role if it has been tagged as non-
compliant or stale-device. The order of the rules is important, as they are evaluated in descending order.

Tip: The managed-device tag is helpful in expediting deployments. Any device that is being managed by
the ManageEngine server can automatically be granted access to the network.
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ManageEngine Patch Manager Integration

e In CGX Access GUI go to Configuration = Integration

e C(Click on "ManageEngine Patch Manager"

Check “Enable Integration”

Select ManageEngine Type: On-premise or Cloud

Enter Hostname or IP / port

If On-premise: Enter Username / Password to login to ManageEngine
If Cloud: Enter OAuth Client ID, Secret and Token

Edit Action

geEngine Patch M ger Integration
Enable Integration

ManageEngine Type Patch Manager Plus On-Premise A

Patch Manager Plus On-Premise

Patch Manager Plus Cloud: Self-Client
Server Configuration

Host or IP Username
Port 6383 Password FERENI RSN NN EES

API Version

w
L4

Test Connection

Query Interval 300
(Seconds)

Policy

Save Cancel Help

e Use "Test connection" button to validate settings
e You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and ManageEngine server have been
successfully tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policy
Flag devices enrolled in ManageEngine Patch Manager patch-managed v
Flag highly vulnerable devices non-compliant v
Flag devices that have not reported in 30 days patch-stale v

There are a few conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions \ctions taken when conditions ars met

Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on zllowlist

Device is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) _ - )
- ) , Sat role to non-compliant - Davice is NOT compliant with the corporate -

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, @ @ x
- endpoint security policy

Sanser-off, Sensor-cut-cf-date, stale-device

Patch Mon-Compliance (agent-less checks) Set role to non-compliant - Device is NOT compliant with the corporate el x

Has any of these tags: patch-failed, patch-pending, patch-stale patch management policy

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @z %

device, patch-managed, XDR-managed

The policy above shows a device will be assigned a non-compliant role if it has been tagged as patch-
stale or non-compliant. The order of the rules is important, as they are evaluated in descending order.

Tip: The patch-managed tag is helpful in expediting deployments. Any device that is being managed by
the ManageEngine server can automatically be granted access to the network.

Easy NAC: CGX Access Guide 110



Microsoft Intune Integration

Integration with MS Intune requires an application be registered in MS Azure.

Step 1: Register a new application in Azure directory

e Go to Azure Directory = App registration = New registration (Screen 1, 2 & 3)

Home > InfoExpress Inc | Overview

o InfoExpress Inc | Overview

Azure Active Directory

|;; Search (Ctrl+ /) | y @ Switch directory [ Delete directory -+ Create adirectory [ What's new

@ overview
'l Getting started o Azure Active Directory can help you enable remote work for your employees and partne|

# Diagnose and solve problems

Overview
Manage —_—
A users InfoExpress Inc
S8 Groups easynac.onmicrosoft.com Your role Glabal adm
8E Organizational relationships Tenant ID 569:31ba—OS?c—414e—9?8f—58db29ba4436 Azure AD Premium P2

& Roles and administrators

o : ) @ Azure AD Connect
% Administrative units (Preview)
#5 Enterprise applications Status Enabled
CN Devices

Last sync Less than 1 hour ago
#5 App registrations

(&} Identity Governance

Scfeeﬁ- 1“
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= Microsoft Azure R search resources, services, and docs (G+/) i o jmabie@easynac.onmic|
. INFOEXPRESS |

Home > InfoExpress Inc | App registrations

InfoExpress Inc | App registrations

Azure Active Directory
|/.’) Search (Ctrl+/) ‘ « + Newregistration & Endpoints 2 Troubleshocting @ Got feedback?
O Oveniew - a Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. =

# Getting started All applications Owned applications

X Diagnose and solve
| P Start typing a name or Application ID to filter these results

Manage

ue .

& Groups

dE Organizational relationships
&k, Roles and administrators

& Administrative units (Preview)
i enterprise applications

[l Devices

# App registrations

{& |dentity Governance

Display name Application (client) ID Created on Certificates & secrets

Screen-2

Home > InfoExpress Inc | App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I Demo-MSGraph|

Supported account types

Whao can use this application or access this API?

@ Accounts in this organizational directory only (InfoExpress Inc only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Modicnct LIM fmmdime sy

By proceeding, you agree to the Microsoft Platform Policies =

Screen-3

Step 2: Set Client secret and copy ‘client ID’, ‘tenant ID’ and ‘client secret’ (Screen 4, 5 & 6)

Easy NAC: CGX Access Guide

112



Home

...i Demo-MSGraph

(Ctrl+))

,
F

8 overview

& Quickstart

Integration assistant (preview)

Manage
E Branding

-:’) Authentication

Certificates & secrets

Token configuration

=9 APl permissions

& Expose an API

Owners

Roles and administrators (Pr...

W Manifest

> InfoExpress Inc | App registrations > Demo-MSGraph

«

i Delete @ Endpoints

Display name : Demo-MSGraph Supported account types : My organization only

Application (client) 1D : c0d99ee6-cc90-4aed-b71d-feae6014f9c3 Ty Redirect URIs : Add a Redirect URI

Directory (tenant) ID  : Seec31ba-087c-414e-973f-d8db2ebad436

=

Application 1D URI : Add an Application 1D URI

Object ID : f76db94a-01b1-4cbe-9baf-228e8682a59d Managed application in ... : Demo-MSGraph

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

Call APIs

‘@} m:u
H 5. &

Build meore powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

Screen-4

Home >

InfoExpress Inc | App registrations » Demo-MSGraph | Certificates & secrets

Demo-MSGraph | Certificates & secrets

B

Search (Ctrl

| « Add a client secret

in
&

'
r

N

Cverview

Quickstart

Integration assistant (preview)

Manage

Branding
Authentication
Certificates & secrets
Token configuration
AP| permissions
Expose an API

Owners

Roles and administrators (Pr...

B ooifocs

Description

Expires

@ In 1 year
O In 2 years
O Never

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to

New client secret

Description Expires Value

Mo client secrets have been created for this application.

Screen-5

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

 New client secret

Description

easynac

Expires Value

5/14/2021 QYBH s e aaseaksnrsas D

Screen-6

Step 3: Set API permissions as shown (Screen 7 & 8)
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Home > InfoExpress Inc | App registrations

) Demo-MSGraph | API permissions

‘((

# Overview
& Quickstart
;,_' Integration assistant (preview)
Manage
E Branding
E) Authentication
Certificates & secrets
I! Token configuration
9 AP| permissions
& Expose an API
¥ owners
.'. Roles and administrators (Pr...

Hl Manifest

» Demo-MSGraph | API permissions Request APl permissions

— Microsoft Graph
() Refresh @ https://graph.microsoft.com/ bo_;s_{j

What type of permissions dees your application require?

Configured permissions

Delegated permissions Application permissions
Applications are authorized to call APIt Your application needs to access the APl as the signed-in user. Your app n runs as a background service
all the permissions the application nee signed-in u
Add a permission Gra .
Select permissions
API / Permissions name ‘ Type to search
Microsoft Graph (1) Permission Admin
UserRead g email
View users' email address (D
D offline_access
Maintain access to data you have given it access to (@
O openid
Signusersin @
O profile

View users' hasic orofila (7

Screen-7

e Ensure permission name, type and Admin consent is granted for each permission

Home > InfoExpress Inc | App registrations

‘«

I# overview

[

Quickstart

?.' Integration assistant (preview)

Manage
B Branding
D Authentication
Certificates & secrets
!l Token configuration
-2 APl permissions
& Expose an API
¥ Owners
& Roles and administrators (Pr...

M Manifest

> Demo-MSGraph | APl permissions

%)~ Demo-MSGraph | API permissions

) Refrash

@ successfully granted admin consent for the requested permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission ‘ | Grant admin consent for InfoExpress Inc

API / Permissions name Type Description Admin consent requi... Status

~ Microsoft Graph (3)

DeviceManagementManagedDevices Read.All Delegated  Read Microsoft Intune devices Yes @ Granted for InfoExpress Inc o
Directory.Read All Delegated  Read directory data Yes @ Granted for InfofxpressInc  +++
User.Read All Delegated  Read all users' full profiles ‘Yes @ Granted for InfoExpress Inc R

Screen-8

Step 4: Go to CGX Access > Configuration - Integration - Microsoft Intune.

e Paste the required details, copied in step-2 above (Screen 9)
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CGX Access

Remote Seqver

Configuration = Policies -

Edit Action

Microsoft Intune

Enable integration

Configuration

Tenant ID

Client ID

Client Secret

Query interval
(seconds)

Policies

CONDITIONS

NAC =

Visibility ~

Seec31ba-087c-414e-978f-d8dbz

c0d99eef-cca0-4aed-b7 1d-feaes

1VBVHLU-Sgyl)_J-ywlLXBaT5..~Yji

200

Flag Azure AD registered/joined devices

Username

Password

Enforcement is disabled on 5 of 5 su

jmabie@easynac.onmicrosoft.com

Test connection

Show query result data

FLAG

AD-managed

Save canci

el

Screen-9

Home > Microsoft Intune > Users | All users >

2 Surendra | Assigned roles

User

A Diagnose and solve problems

Add assignments

X Remove

ments 'T_) Refresh

Administrative roles

Input Azure credentials — Account must have a role of "Intune Administrator (Screen 10)

7 Got feedback?

Manage Administrative roles can be used to grant access to Azure AD and other Microsoft services. Learn

4h Profile Search Type

. ) | Search by name or description | | All \/

&l Assigned roles

& Administrative units (Preview) Role TL  Description Resource Mame T)  Resource Type T, Type
2 Groups D ¢ Intune administrator Can manage all aspects of the ... Directory Organization Built-in
i Applications

@ Licenses
Screen-10

Use "Test connection" button to validate settings and connectivity (Screen-11)
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Edit Action ®

. A
Microsoft Intune
Enable integration Alert
X . Connection test was successful.
Configuration Time elapsed: 4 seconds
Number of entries: 7
Tenant ID 5eec31ba-087c-414e-978f-d8dbz Data:
: _ _ {
Client ID c0d99ee6-0c90-4aed-b71d-feaes . -
Entries™: [
{
Client Secret 1VBVHLU-8gyU_J-ywILXBaT5..~Yj "id": "5&7bBe&B-Eb28-4551-béle-Sbblddbaled 7",
"deletedDateTime™: null,
X "accountEnabled™: true,
Query interval | 300 "approwimatelastSignInDateTime”: "Wed May 13 2020 12:08:37 CMT+0530 (IS
(seconds) Ty
"complianceExpiraticnDateTime™: null,
"deviceId": "db344807-00b7-414f-al5b-a4cad6l8eald3”,
Policies "deviceMetadata™: null,
ion™s 2,
"displayName™: "WinlOx€4-E",
"isCompliant™: null,
Flag Azure AD registered/joined devices "1lsMznaged”: null,
"Manufacturer™: null,
| Close
St S ss_wnio s x
Screen-11

Setting and Enforcing Compliance Policies
Once the communications between the CGX Access appliance and MS Intune have been successfully
tested, policies can be set to enforce endpoint devices have been enrolled and compliant with Intune

device compliance policy.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
#| Flag Azure AD registered/joined devices AD-managed v
#| Flag managed devices managed-device v
#| Flag non-compliant managed devices non-compliant v

When selected CGX Access will set tags and automatically grant access to devices being managed by
MS-Intune. While devices out of compliance can be tagged as a non-compliant.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.
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Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) o . N
Set role to non-compliant - Device is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) @ @ %
. . endpeint security policy

Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @  x

device, patch-managed, XOR-managed

The policy above shows a device will be assigned full-access if tagged as AD-Managed or managed-
device. However, it would be given a non-compliant role if it has been tagged as a non-compliant. The
order of the rules is important, as they are evaluated in descending order.

Note: The AD-Managed tag is applied to both Azure AD-joined devices and AD registered devices.
While the managed-device tag is only applied to Azure AD-joined devices.
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Microsoft SCCM \ WSUS Integration

CGX Access communicates with the WSUS server by querying the SQL database. By default, WSUS
uses the Windows Internal Database, so it may be necessary to first update the WSUS server to use SQL.
See WSUS SQL prerequisites below.

e In CGX Access GUI go to Configuration = Integration
e Select the “Microsoft WSUS”

Edit Action

Microsoft WSUS
« Enable integration

SQL Server

Host or [P

Port

Database

Query interval
(seconds)

Save changes

WSUS SQL Prerequisites:

10.0.20.200 Username sa

1433 Password | essssss

5uUsDB

150

Check “Enable Integration”

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection" button to validate settings

Test connection

e By default, WSUS uses the Windows Internal Database. For integration with CGX Access, it 1s
required to use an SQL database.
e Verify the MS SQL Server on the WSUS server was enabled for TCP/IP and specify a port such

as 1433.

e Configure the firewall on the WSUS server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your WSUS Server.

Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and WSUS server have been successfully

tested, policies can be set to enforce compliance with patch policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Policies

CONDITIONS

#| Flag devices enrolled in Microsoft WSUS

#| Flag devices that have not reported in 30
#| Flag devices with failed updates greater than 30
#| Flag devices with pending updates greater than 30
#| Flag devices with updates with errors greater than 5
#| Flag devices with updates needed greater than 5
#| Flag devices with updates with no status greater than 5

days

days

days

FLAG

patch-managed

patch-stale

patch-failed

patch-pending

patch-failed

patch-pending

patch-nostatus

There are several conditions you can select to monitor. When selected CGX Access will set tags on

specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions
Device is on routerlist
Device is on allowlist
Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks)

Has any of thesa tags: AV-off, AV-out-of-date, No-AV, non-compliant,

Sansor-off, Sensor-out-cf-date, stale-devica

Actions taken when conditions are met

Set role to full-access - Device is on routerlist

Set role to full-access - Device is on allowlist

Set role to restricted - Den

Set role to non-compliant

endpoint security policy

vice is on blocklist

- Device is NOT compliant with the corporate

[Pa-tch Non-Compliance (agent-less checks)

Has any of these tags: patch-fziled, patch-pending, patch-stzle

Sat role to non-compliant
patch management policy

- Davice is NOT compliant with the corporate

Trusted Managed Device
Has any of thess tags: AD-managad, AV-managed, enforcer, managed-

device, patch-managed, XDR-managad

Set role to full-access - Assigned trusted managed device tag

@ & %
Jo &
@G %

The policy above shows a device will be assigned a non-compliant role if it has been tagged as patch-
pending or patch-failed. The order of the rules is important, as they are evaluated in descending order.

Tip: The patch-managed tag is helpful in expediting deployments. Any device that is being managed by
the WSUS server can automatically be granted access to the network.
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Microsoft Windows Management Instrumentation (WMI)

CGX Access can query endpoints directly using Windows Management Instrumentation (WMI). WMI
allows for Windows endpoints and Windows Servers to be queried over the network for compliance

requirements.

e In CGX Access GUI go to Configuration = Integration

e Select the “Microsoft WMI”

Edit Action
Microsoft Windows Management Instrumentation (WMI)
#| Enable integration

Domain Admin
Account

iex\administrator

Password | sesssses

Test Device 192.168.253.54

Policies

# Flag devices manageable by WMI

Werify device is domain joined

| Flag devices with local account login

e Check “Enable Integration”
e Enter Username and Password

X
Query interval 14400
(seconds)
Test connection
managed-device v
local-legin v e

Save || Cancel || Help

The account requires permissions to perform WMI queries on client computers. A Domain
Admin Account is often necessary. Use domain\username syntax for the Domain Admin account.

e Use "Test connection" button to validate settings

Alert ®

WMI test passed successfully.

Query result:
Name: Microsoft Windows 7 Professional
CSMName: MANAGEDO1

Build Number:|7601

Close

e Save changes
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WMI Troubleshooting:

Windows contains a number of security features that may prevent the use of WMI on a remote system.
Therefore, it may be necessary to modify your system's Active Directory and Windows Firewall settings
for WMI to work.

As WMI is a pre-installed component on Microsoft Operating systems, it’s recommended you use
Microsoft resources from troubleshooting WMI on your network.

https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-remotely-starting-with-
vista

Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and endpoint devices have been
successfully tested, policies can be set to detect compliance with policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
# Flag devices manageable by WMI managed-device ¥
Verify device is domain joined
¢ Flag devices with local account login ocal-login r
# Flag devices with AV installed AV-managed T
# Flag devices with no AV installed MNo-AV T
¥ Flag devices with inactive on-access scanner A\ -off r
¢ Flag devices with old AV-signatures AV-out-of-date ¥
¢ Flag devices with personal firewall off FW-off r

¢ Flag devices with running process

dropbox.exe, onedrive.exe, googledrivesync.exe non-compliant r
¢ Flag devices without running process

bdagent. exe non-compliant r

There are several conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.
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Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is an routerlist Set role to full-access - Device is on routerlist
Device is an allowlist Set role to full-access - Device is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . o ) )
. P . Set role to non-compliant - Device is NOT compliant with the corporate -
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, @ & x
. i endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ =%
device, patch-managed, XDR-managead

The policy above shows a device will be assigned a non-compliant role if it has been tagged as AV-Off
or non-compliant. The order of the rules is important, as they are evaluated in descending order.

Configuring ACLs for WMI access
When a device has full access or enforcement is disabled, WMI remote queries should always work.
However, when a device is quarantined, it would be necessary for the endpoint device to be able to

communicate with the AD server to validate the WMI query.

Below is a sample ACL that should be assigned when a device is out of compliance to allow the WMI
query to work. In this example, the AD server has IP address 192.169.253.100.

ALLOW WHEN PROTO=="UDP' AND PORT==53
ALLOW WHEN PROTO==TCP' AND PORT==53
ALLOW WHEN PROTO=="UDP' AND PORT==67
ALLOW WHEN PROTO==TCP' AND PORT==67
ALLOW WHEN ADDR=="192.168.253.100"
HTTPREDIRECT(RemediatePortal)

DENY WHEN TRUE

The ACL example below should be used if DNS Redirection is also required. In this example the AD
server has FQDN host name: WIN-EH9KPK2TKSH.iex.demo with IP address 192.168.253.100

ALLOW WHEN PROTO==TCP' AND PORT==67

ALLOW WHEN ADDR=="192.168.253.100"

DNSALLOW WHEN DNSTYPE==33

DNSALLOW WHEN HOSTNAME=="WIN-EH9KPK2TKSH.iex.demo"
DNSREDIRECT(RemediatePortal)

DENY WHEN TRUE
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Moscii StarCat Integration

In CGX Access GUI go to Configuration = Integration

e Select “Moscii StarCat”

Edit Action E S

Hoscii StarCal

# Enable Integration

SOL Server

Hest or [P 192.168.253.140 Uarmarme

1433 Paswword CEEE R

Catabase  StarCab Test connection

Quary inferva
seconds]

Policies

¥ Flag devices senrolled in Mosch StarCat managed-cevice v

¥ Flag devices that have not conmacted in tha past ; days stale-devee v

Save || Cancel | Help

Check “Enable Integration”

Enter Hostname or [P / database port / database name
Enter Username / Password to connect to database
Use "Test connection" button to validate settings
Save changes

StarCat SQL Prerequisites:

e Verify the MS SQL Server on the StarCat server was enabled for TCP/IP and specify a port such
as 1433.

e Use MS SQL Server management studio to create an account with permission to read the StarCat
database. StarCat 2013 doesn’t use a default database name, so check the SQL server for the
correct name.

e Configure the firewall on the StarCat server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your StarCat server.
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Setting and Enforcing Compliance Policies
Once the communications between the CGX Access appliance and StarCat server have been successfully
tested, policies can be set to enforce all Windows devices have been installed with the StarCat agent and

connecting to the server regularly.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policies
#| Flag devices enrolled in Moscii StarCat managed-device v
#| Flag devices that have not connected in the past 30 days stale-device v

When selected CGX Access will set tags and automatically grant access to devices being managed by
StarCat. While devices that have not connected in the past x days can be tagged as a stale-device.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is an routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) N . )
. . . . Set role to non-compliant - Device is NOT compliant with the corporate
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, P - @ E x
endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device ¢ e
Trusted Managed Device
Has any of these tags: AD-managad, AV-managed, enforcer, managed- Set role to full-access - Assignad trusted managed device tag @  x
device, patch-managed, XOR-managed

The policy above shows a device will be assigned full-access if tagged as managed-device. However, it
would be given a non-compliant role if it has been tagged as a stale-device. The order of the rules is
important, as they are evaluated in descending order.

Tip: The managed-device tag is helpful in expediting deployments. Any device that is being managed by
the StarCat server can automatically be granted access to the network.
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Okta Integration

e In CGX Access GUI go to Configuration = Integration
e Click on "Okta"
e Check “Enable Integration”
e Enter Access URL and API Key
Edit Action

0Okta Integration
Enable integration

Server Configuration
Access URL

https:\\trial 398553462, okta.com

Api Token

PR RR RN IR R RAR R RN REE

&

Query Interval
(Seconds)

Policy

CONDITION
Tag devices running Okta Verify

Tag devices with Encryption disabled

The Access URL is the same as Okta organization URL

Test connection

] show guery result data

TAG

managed-device -
drive-encryption-off =
Save Cancel Help

The API key can be created by logging into Okta with Admin privileges: Okta = Security = API

- Token
1. Click Create Token
API

Authorization Servers Tokens

A Create token

Trusted Origins

Token types O Token name Created Expires

All 4]

@ Help

Searchby | Lastused: Mostrecent ~

Last used Actions
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Create token

Token created successfully!

Please make a note of this token as it will be the only time that you
x will be able to view it. After this, it will be stored as a hash for your

Create token protection.

What do you want your token to be named?
Token Value

I Easy NAC| l

00edHd8Yo__wfhOETxsGhglEXT-trYGEoxRzjgfFI3

The token name is used for tracking API calls.

2. Copy token to clipboard and paste to CGX Access

e Use "Test connection" button to validate settings

Edit Action x

Okta Integration
Enable integration

Server Configuration

Access URL https:\\trial 398563462, okta.com Test connection

(] Show query result data
Api Token T T T

Query Interval 150
(Seconds)

¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Note: The API token has a 30 days expiry time. This value cannot be changed. However, if the token
is used, the expiration timer is reset each time so the token will remain available.

Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and Okta have been successfully tested,
policies can be set to auto detect devices running Okta Verify. Select the tags that should be assigned to
devices that meet or fail the specific conditions.

Policy

CONDITION FLAG
Flag devices running Okta Verify managed-device ~
Flag devices with Encryption disabled drive-encryption-off w

When enabled, tags will automatically be set on specific devices that meet or fail the conditions. Auto
Trust Policy will reference these tags to set the appropriate access for the devices.
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Palo Alto Cortex XDR Integration

e In Cortex XDR management console go Settings > Configurations = Integrations = API Keys

e C(Click “+ New Key” button

Generate API Key

General
Security Level Role
Advanced %o Viewer
APl key must be hashed with nonce and timestamp (suitable for
Comment

proprietary scripts and intended ta prevent replay attacks)

o Standard Easy NAC integration

AP key can be used as-Is (suitable for curl).

Enable Expiration Date

e Select a Standard Security Level and select Viewer Role
e Click Save to generate API key
e Copy API Key

Generated Key

dnSvhkQ%xllogFVkr)ZEfScEal78A
nBVhQFLyYsZb3LWitvtY YuyCrRDFi
nXscF 7ISNdQHggel LOuEplsi4DCs ﬁ"
QMOTws3ZtvsmZ SftKVZMylorals?

PzGeyul UeMulwi)

Motice! This key will not be accessible once you close this
window
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e In CGX Access GUI go to Configuration = Integration
e Click on "Cortex XDR” Integration"
e Check “Enable Integration” and paste the API Key

Edit Action ®

»

3
eARVY QELER®

Cortex XDR Integration
Enable integration

Server Configuration

Access URL Test connection

(C) Show query result data

API Key ID
[T Use the hostname for finding

and flagging devices

APL Key ssssssssssssssssnssssne &

Query Interval 120
(Seconds)

e Return the Cortex XDR Management screen and copy the API URL, and take note of the API ID

API KEYS s o
CRIATION TIME | T mn T CRIATID BY T COMMINT T SICuRITY LEVE T ROLE T EXPIRATI
Cict 29th 2023 15:41:24 15 Janathan Mabie Easy MAC integration Standard Wiewer Meve
e Return to CGX Access GUI and paste the API URL and type to API ID value
Edit Action x
€ -
eLerS
A
Cortex XDR Integration
Enable integration
Server Configuration
Access URL | https://api-easynac.xdr.sg.paloaltc Test connection
] Show guery result data
API Key ID 15
[C] Use the hostname for finding
and flagging devices
APT Key sssssssssssssssssenes | @
Query Interval 120
(Seconds)
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e Use "Test connection" button to validate settings

Alert x

Connection test was succassful.
Time elapsed: 1 seconds
MNumber of test entries: 8

Close

¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and Cortex XR have been successfully
tested, policies can be set to enforce compliance with policies.

Select the Tags that should be assigned to devices that meet or fail the specific conditions.

Policy
Tag devices running Cortex XDR Agent XDR-managed w
Tag devices that are offline Sensor-offline v
Tag devices with Cortex XDR protection disabled Sensor-off v
Tag Cortex XDR. izolated device infected v
Tag devices that have not been reported in 7 days Sensor-stale v
Tag devices that have not updated in 90 days Sensor-out-of-date v

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust policies, devices with specific tags
can be assigned different roles.
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Auto Trust Policy

Add Rule

Ceonditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist

ndpoint Security Non-Compliance (agent-less checks
v ty il (a9 ) Set role to non-compliant - Device is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, i @ =z =
i endpoint security policy

Sensor-off, Sensor-out-cf-date, stale-device

XDR Sensor offline

Has any of these tags: Sensor-offline Sat role to non-compliant - XDR Sensor is not connected @ ] x

Device's last DHCP broadcast request more than 5 minutes age

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ B %

device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as sensor-
stale, Sensor-out-of-date, or Sensor-offline, or Sensor-off. The order of the rules is important and are
evaluated top-down. The first rule that applies takes precedence.

Tip: The Sensor-offline tag may not be set when a device 1% joins the network, as the device may be just
starting up, and not connected to the server. To avoid an initial restriction, a recent DHCP request
condition can be used to provide the endpoint a 5-minute grace period. The grace period should be at
least 1 minute longer than the configured query interval.

Tip: The XDR-managed tag is helpful in expediting deployments. Any device that is being managed by
the organization’s Cortex XDR deployment can automatically be trusted on the network.
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SentinelOne Integration

¢ In SentinelOne management console go Settings = Users = Service Users
e Create a New Service User

Create New Service User

Name *

Easy NAC

m Mame of Service User cannot be edited after creation

Description

Compliance integration

Expiration Date *
2 Years v

Oct 28, 2024 12:11:27

Cance' m

e Select Appropriate Access Level

Select Scope of Access

Set the Scope of Access manually or Copy The Scope From A Different User

Access Level

W | ok

Account Site

Q

1 /1 Account selected All Accounts w Clear Selection

ﬂ Infoexpress Inc. Viewer
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e Once API is created — Copy API Token

API Token for Easy NAC

() This is the last time you can see this token.

API Token:

mmuajgRaggZ2VUu8WdaMcObg39NjKgBKgj6 THRsz3euDoFCYjémihtsn7lIMLjcByvl
BAe1KCOMyCILitSIW

This APl token will expire on Oct 28, 2024 12:11

Ol Copy API Token 4, Download API Token

e In CGX Access GUI go to Configuration = Integration
e Click on "SentinelOne Integration"
e Check “Enable Integration” and paste the API Token
e Input the Access URL. It’s the same URL used by the SentinelOne management console
Edit Action x
SentinelOne Integration -
Enable Integration
| Server Configuration
Access URL | https://useal-partners.sentinelone Test Connection
] Show Query Result Data
API Token PR NN NN NRRIRERRIES
Query Interval 150
(Seconds)
Policy
i
CONDITION FLAG
Flag devices running SentinelOne Agent AV-managed A <
Save Cancel Help
e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration
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Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and Sentinel One have been successfully
tested, policies can be set to enforce compliance with policies. Select the tags that should be assigned to
devices that meet or fail the specific conditions.

Flag devices running SentinelOne Agent AV-managed w
Flag devices that are offline AV-offline w
Flag devices that have not reported in 7 days AV-stale w
Flag devices with SentinelOne Agent out of date AV-out-of-date w
Flag devices that are infected by malware infected w
Flag devices with Apps Vulnerability not up to date patch-pending w
Flag devices with Network Quarantine disabled AV-Config w
Flag devices with Firewall disabled FWw-off w
Flag devices with Encryption disabled drive-encryption-off w

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Awuto Trust Policy

Add Ryle

Conditions Actions taken when conditions are mat
Device is on rowterlist Zat role to full-access - Device is on routerlist
Davice is on allowlst Sat rola to full-access - Device is on allowdist
Device is on blockdist Set role to restricted - Device is on blocklist

Endpoint Security Mon-Compliance (agent-less checks)
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant
endpoint security policy

Sensor-off, Sensor-out-of-date, stale-device

AV offline
Has any of these tags: AV-cffling Sat rola to non-compliant - &Y is off-line 2 = 4
Device's last DHCP broadcast request more than 5 minutes ago

Trusted Managed Davice

Sat role to non-compliant - Device i NOT compliant with the corporate
Q0 & x

Has any of these tags: AD-managed, AV-managed. enforcer, managed- Sat role to full-access - Assigned trusted managed device tag @ &= X

davice, patch-managaed, XDR-managaed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-
offline or AV-out-date. Rules are evaluated top-down. The first rule that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the organization’s SentinelOne deployment can automatically be trusted on the network.
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Sophos Integration

Easy NAC supports integration with the on-premise Enterprise Console or the Sophos Central cloud
version. Either option can be enabled individually or together to support a migration to the cloud.

Configuring Enterprise Console:

e In CGX Access GUI go to Configuration = Integration
o Select Sophos
e Check “Enable integration” and select the “Enterprise Console (SQL Server)”

Edit Action ®

Sophos
# Enable integration

Configuration

# Enterpnse Console (SQL Server)

Host or IP 192.168.253.100 Username

Port 1433 Password  ssssssss

Test connection

[
[=]

Query interval
(seconds)

CGX Access communicates with the Sophos Enterprise Console by querying the SQL database.
e Setup the SQL Server used by Sophos to support SQL queries over TCP 1433. See below.
e Enter Hostname or IP / database port / database name
e Enter Username / Password to connect to database
e Use "Test connection" button to validate settings = Save changes
Sophos SQL Prerequisites:
e Configure the MS SQL Server on the Sophos server to enable TCP/IP and specify a port such as
1433
e Install and use MS SQL Server management studio to create an account with permission to read
the Sophos DB
e Sophos uses different schemas. Check which schema/database name Sophos is using: Examples
include: SOPHOS540 (Sophos EP 5.4), or SOPHOSS521 (Sophos EP 5.2)
e Configure the firewall on the Sophos server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your Sophos Server.
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Configuring Sophos Central:

e In Sophos Central go to System Settings = API Token Management
e Create an API Token for CGX Access

CGX Access
System Sertings | AP Token Mansgemer
[ Ontee |
1
Name CGX Access
Expires@ Dec 18, 2019

APl Access URL E .
hitps://api3 central sophos. com/gatewsay

Headers

x-api-key: [ZAyzTgeXTd3s3c30rCvalwNwaZHWdbZNxyKjs

Authorization: Basic

NmZIMzOxM 22U TBh Yy 002G kL TROY) YtNZE 4ZmY 3N 202MDBI0KZDUTZPWUJIF SUNDOOJKVEFFNOtTS1dJUDVO
QUSSSFIUK 2pa0XiGN 2d10\'|:| AZDNzM2Mz T3JDdjkxd 05 3Y T laldkMNl pOeHILanM=

APl Access URL +
H rl o url: hitps://apid.central sophos. com/gateway, x-api-key: [ZAyzTgcdXTdIs Ic30rCvIlwiNwaZHiWdEZMNy ks,
eaders

Authorization: Basic
MNmZIMz0xMZUZ TBhYy00ZGJk L TROY | YiMzE 4ZmY 3N 202MDBIOKZDUTZPWUIF SUNDOOJEVEFFNOtTS1dJUDVO
QUESSFJUK 2paQxieN 2dj0Vg 3Z0NzM2Mz T 3. 0djkxd 053Y T laldkNLpOeHILanM=

e Copy the API Access URL + Headers

e In CGX Access GUI go to Configuration = Integration

e Select Sophos

e Check “Enable integration” and Check the “Sophos Central”

e Place cursor in API field and right-click to paste the API Access URL + Headers

Edit Action

Sophos

#| Enable integration

Configuration

Enterprise Censcle (SQL Server)

¥ Sophos Central
API Access URL + ||
Headers
Ctrl+ Test connection
Query interva 20 Pasts Cirl+V
(seconds) i

e Test the Connection
o If'test is successful, save changes
o Iftest is unsuccessful, check that the CGX Access appliance has access to the Sophos Cloud.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Sophos server have been successfully
tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policles
¥ Flag devioes runming SAY AV-mansged v
¥ Flag devices with inactive on-Bccess SCanner AN-off v
¥ Flag devices infected with makvare rfgcted L
=|J'§ Dvicas wikh in-active apploation gontrg app-conkrgl-off L
Flag Devicas with in-active device control dew-control-off L
¥ Flag devices with AV signature clder than i0 days Av-put-cf-date L
* Flag devices that have not connected in 7 days Alfestale L
-

Save || Cancel || Help

There are several conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Devica is on allowlist
Device is an blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) _ o . N
. . e i Set role to non-compliant - Device is NOT compliant with the corporate
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) ) @  x
. . endpeint security pelicy
Sensor-off, Sensor-out-cf-date, stale-device
Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ @ x
device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Symantec Endpoint Protection Manager

e In CGX Access GUI go to Configuration = Integration
e C(Click on "Symantec Endpoint Protection Manager"

e Check “Enable Integration” and select 14.x

e Enter Hostname or IP / port

e Enter Username / Password to login to SEPM

Edit Action

Symantec Endpoint Protection Manager

#| Enable integration

Version 14.x v

Configuration

Host or IP 10.20.0.31

Port 8446
Query interval 150
(seconds)

Policy

CONDITION

#| Flag devices running SEP

#| Flag devices with inactive on-access scanner

#| Flag devices that have not connected in

days

Username

Password

Domain

-14.x

admin

sessssseee

Test connection

FLAG

AV-managed

AV-off

AV-stale

| Save || Cancel || Help |
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Edit Action

Symantec Endpoint Protection Manager

«| Enable integration

Version 14.x v

Configuration

Host or IP 10.20.0.31 Username admin
Port 8446 Password sesssssnese
Query interva.l 150 Alert ®
(seconds)

Connection was established successfully Trm corraTiae

Poli
& Close
A
#| Flag devices running SEP AV-managed v
#| Flag devices with inactive on-access scanner AV-off v
#| Flag devices that have not connected in 7 days AV-stale v

Save || Cancel || Help

e Use "Test connection" button to validate settings
¢ You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Symantec server have been
successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Policy

CONDITION FLAG
#| Flag devices running SEP Av-managed A
#| Flag devices with inactive on-access scanner Av-off v
#| Flag devices with AV signature older than 7 days AV-put-of-date v
#| Flag devices if Proactive Threat Protection is disabled AW-Config v
#| Flag devices if Firewall is disabled FW-off v
#| Flag devices if Network Intrusion Prevention is disabled AW-Config v
#| Flag devices if Browser Intrusion Prevention IE is disabled AW-Config v
#| Flag devices if Browser Intrusion Prevention FF is disabled AW-Config v
#| Flag devices if Memory Exploit Mitigation is disabled AW-Config v
#| Flag devices if Tamper Protection is disabled AW-Config v

There are several conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist

Endpoint Security Non-Compliance (agent-less checks) B o )
Set role to non-compliant - Device is NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, . ) @ & x
. _ endpeint security policy

Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ %

device, patch-managed, XOR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Trend Micro Integration

Easy NAC supports integration with the on-premise enterprise console or the Apex Central cloud
version. Either option can be enabled individually.

Configuring Enterprise Console:

e In CGX Access GUI go to Configuration = Integration
e Select the “Trend Micro”
e Check “Enable integration” and select the “On-premise” server type

Edit Action "

Trend Micro Integration

Enable Integration

Server Configuration

Server Type On-premise -

o Y
( Host or IP Username \
Port 1433 Password FEREE AR

Database Test Connection
5\ _/_.l

Query Interval
(Seconds)

Policy

Save cance Help

CGX Access communicates with Trend Micro by querying its SQL database.
e Setup the SQL Server used by Trend Micro to support SQL queries over TCP 1433. See
prerequisites below.
Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection" button to validate settings
Save changes

Apex One SQL Prerequisites:

e For integration with CGX Access, it is required to use an SQL database. If SQL is not in use,
Trend Micro provides a migration tool to make this easy:
https://success.trendmicro.com/solution/1059973-migrating-officescan-osce-server-database-to-
an-sql-server

e Verify the MS SQL Server on the OCSE server was enabled for TCP/IP and specify a port such
as 1433.
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e Configure the firewall on the APEX One server to allow CGX Access to communicate with the

MS SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing

the specific version used by your Apex One Server.

Configuring APEX Central:

e In Apex Central, use Automation API Access Settings to generate an Application ID and API

Key
e In CGX Access GUI go to Configuration = Integration
e Select Trend Micro
e Check “Enable integration” and select the “APEX Central”
e Add Host or IP address
e Copy the Application ID and API Key to CGX Access

Edit Action

Trend Micro Integration
Enable Integration

server Configuration

Hast or 1P Application 1D

Port APT key

Tast Connection

Show Query Result Data

Query Interva
(Seconds)

Palicy

Save

Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Trend Micro server have been

successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Policy

Flag devices running Apex One Security Agent AV-managed hd
Flag devices that Apex One Security Agent is offline AV-offline v
Flag devices with inactive on-access scanner AV-off v
Flag devices with AV signature more than 10 days old AV-out-of-date ad
Flag devices that have not connected in 7 days AV-stale v

There are multiple conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions.

Note: when using APEX central, they may be less options, due to Trend Micro’s API limitations.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Awuto Trust Policy

Add Ryle

Conditions Actigns taken when conditions are mst

Device is on routerlist Zat role to full-access - Device is on routerlist

Davice is on allowlist Sat rola to full-access - Device is on allowdist

Device is on blocklist Zet role to restricted - Device is on blocklist

Endpoint Security Non-Compliance {agent-less checks) ; _ R

. s St role bo non-compliant - Device i NOT compliant with the corporate

Has any of these tags: AV-off, AV-out-cf-date, No-AV, non-comipliant, @ = o
_ - . endpoint security policy

Sensor-off, Sensor-out-of-date, stale-device

AV offline
Has any of these tags: AV-cffline Sat rola to non-compliant - &Y is off-line @ 4
Device's last DHCP broadcast request more than 5 minutes ago

Trusted Managed Device

Has any of these tags: AD-managed, AV-managed. enforcer. managed- Sat role to full-access - Assigned trusted managed device tag 2 5 x

device, patch-managed. X0R-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off,
AV-out-of-date or AV-offline. The placements of the rules are important and are evaluated top-down.
The first rule that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Trellix ePolicy Orchestrator Integration

e In CGX Access GUI go to Configuration = Integration
o Select the “Trellix ePolicy Orchestrator”

Edit Action ®

Trellix efolicy Orchestrator Integration
Enable Integration

ér—ver Configuration \

Host or IP | 10.20.0.95 Username | SA
Fort 1433 Password L T T T -
Database  ePOZKARZSFL-IELD Test Connection

CQuery Interva

\ (Seconds /

Palicy

Tag devices running ePO Agent Av-managed =

Fl Tag dewvices with inactrve on-acoess scanner !
B Tag devices actnve BcCess scanng A -off

Save Cancel Help

CGX Access communicates with the ePolicy Orchestrator by querying its SQL database.

Setup the SQL Server used by ePO to support SQL queries over TCP 1433; See below.
Check “Enable Integration”

Enter Hostname or IP / database port / database name

Enter Username / Password to connect to database

Use "Test connection" button to validate settings = Save changes

ePO SQL Prerequisites:
e Configure the MS SQL Server on the ePO server to enable TCP/IP and specify a port such as
1433
e Configure the firewall on the ePO server to allow CGX Access to communicate with the MS SQL
Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your ePO Server.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and ePO SQL server have been
successfully tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.

Policy
¢ Flag devices running ePO Agent A\V-managed A
¢ Flag devices with inactive on-access scanner A\ -off A
Flag devices that Endpeoint Security Web Control is not installed web-control-off A
Flag devices that Drive Encryption is not installed drive-encryption-off v
Flag devices that Data Loss Prevention is not installed DLP-off A
¢ Flag devices with &V signature older than 10 days A\-out-of-date v
¢ Flag devices that have not connected in 7 days A\ -stale A

There are seven conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions.

Using Auto Trust Policy, devices with specific tags can be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) . . L . )
i . oL ) i Set role to non-compliant - Device is NOT compliant with the corporate .
Has any of these tags: AV-off, AV-out-of-date, No-AV, non-compliant, ) ‘ @ G =
. endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device

Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ = x
device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Webroot Integration

e In Webroot web management go to Settings = Unity API Access = New
e Create New Client Credential
o The Event notification API will not be used

CREATE NEW CLIENT CREDENTIAL

Do you plan to use the event notification API?
Motification APl allows you to subscribe to a set of events on different domain levels, and receive related
notifications in near real-time (for example WebThreatShield.UrlAction or Endpoint.FileDetection).

QO ves
@ no

CLIENT CREDENTIAL RECORD

Important! This is the client identifier and the client secret for the client credential record listed below.
The client secret is not persisted and it is your responsibility to remember the client secret and treat it as
sensitive information. If you lose the dient secret you need to generate a new secret in order to continue
using the affected client identifier in your application.

Name

Easy NAC

Description

Integration with Webroot and Easy NAC

Client ID

client_YAIIWKX@infoexpress.com

Client Secret

‘ EN;ht!1*Fa3#azy ‘

‘ @ Please make note of your client secret ‘

| Have Made Note Of The Client Secret

e Once created — Copy Client ID and Client Secret key
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e In CGX Access GUI go to Configuration = Integration
e Click on "Webroot"

e Check “Enable Integration”

e Paste Client ID and Client Secret key from above steps

e Enter details:
o Access URL: https://unityapi.webrootcloudav.com
o Username and password used to authenticate to the Webroot Management Console
o Key Code — Use Webroot Key Code under Settings = Downloads

Note: Don’t use Parent Keycode — Connection would be successful but no results will be retrieved

Edit Action x

Webroot Integration

Enable Integration

Server Configuration

Access URL https://unityapi.webrootcloudav.c Key Code C320-GSMT-9D4E-80A9-4720
Username support@infoexpess.com Client ID client_YAIIWKX@Infoexpress.com
Password ssssssssssse Client Secret sssssssssssssne

Query Interval 150 Test Connection
(Seconds)

[ Show Query Result Data

Policy
Flag devices running Webroot Agent AV-managed v
Flag devices with Real-time Shield disabled AV-off v
Flag devices infected with malware infected v

Save Cancel Help

e Use "Test connection" button to validate settings
e You may leave Query interval and tagging conditions as default or modify as required
e Save this configuration

Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Webroot API have been successfully
tested, policies can be set to enforce compliance with AV policies.

Select the tags that should be assigned to devices that meet or fail the specific conditions.
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Policy

CONDITION FLAG
Flag devices running Webroot Agent AV-managed W
Flag devices with Real-time Shield disabled AV-off v
Flag devices infected with malware infected W
Flag devices USB shield disabled dev-control-off w
Flag devices that have not connected in 7 days AV-stale W
Flag devices with Firewall disabled FW-off w

There are several conditions you can select to monitor. When selected CGX Access will set tags on
specific devices that meet or fail the conditions. Using Auto Trust Policy, devices with specific tags can
be assigned different roles.

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Device is on blocklist Set role to restricted - Device is on blocklist
Endpoint Security Non-Compliance (agent-less checks) N o : :
i . . Set role to non-compliant - Device is NOT compliant with the corporate -
Has any of these tags: Av-off, AV-out-of-date, No-AV, non-compliant, i ) _ @ @ =
. _ endpoint security policy
Sensor-off, Sensor-out-of-date, stale-device
Trusted Managed Device
Has any of these tags: AD-managed, AV-managed, enforcer, managed- Set role to full-access - Assigned trusted managed device tag @ G =
device, patch-managed, XDR-managed

The example above shows a device will be assigned a non-compliant role if it has been tagged as AV-
out-of-date. The placements of the rules are important and are evaluated top-down. The first rule that
applies takes precedence.

Tip: The AV-managed tag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Orchestration with Syslog

Firewalls, APT solutions, and other security solutions that are designed to monitor devices and network
traffic can send event-based alerts for administrative action. CGX Access can receive event-based syslog
messages from all types for security devices and take immediate action when necessary. If CGX Access
receives an alert that a device has malware or misbehaving, we can restrict it immediately.

Any solution that can send event-based syslog messages can be configured to work with CGX Access.

e In CGX Access GUI go to Configuration = Integration
e Click on "Syslog - Orchestration”

Edit Action »
Syslog Integration

« Enable syslog integration

Listen on port(s) [« UDP (514)
TLS Cwer TCP (6514)

Enable Event Name Event Source IPs
o SonicWall IPS-PortScanning v 192.168.253.100
" SonicWall IPS-TCPXmasTree v 192,168.253.100
C SonicWall IPS-EICAR-Test r 192.168.253.100
T SonicWall IPS-TCPNullFlag v 192.168.253.100
Select v
Select v
Select v
Select v -

| Save || Cancel | | Help |

From this screen, an Event can be enabled. The event source IP is the IP address of the security appliance
that is sending the syslog message to CGX Access. Multiple IP addresses or IP ranges can be entered.
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Syslog Event Creation

CGX Access can work with any solution (Firewall, APT, IPS, SIEM, etc.) that can send event-driven
syslog messages. To create new Events

e In CGX Access GUI go to Policies = Orchestration Events
e Click on "New Event”
e Select “Device event from syslog”

Create New Action x

Device event from an emalll  Define a device event from syslog
alert

Device event from syslog Listens and handles Syslogs messages except those containing the skip pattern. If the search pattern is
found, the event is triggered for the IP noted in the syslog and the device is flagged as specified

[ Event Name SoncWall IPS-PartScanning ]

[Sear{h syslogs for Possible Port Scan Detected ]

Case sensitive while searching for pattern

Skip syslogs
containing
Case sensitive while searching for axclusion
Type of information ® [P Address
extracted Hoctname
Extract IP from SRC:[%IP)
Case sensitive while searching for IP
Flag the device as IPS-Event v ]

Save | Cancel | Help

This dialog box defines how a device event can be triggered from a syslog. If the search pattern is found,
this event is triggered for the IP found in the syslog message. To set up an event four sections must be
configured

Event Name
Give this event a name that explains which device is sending the syslog and what is looking for.
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Search syslogs for
The system will search for Syslog messages that match the keywords specified here. For example:
"I[D=attack detected". Regular expressions can be used but don't include "/" at the beginning and the end.

Type of Information Extracted
Select whether the syslog message should be scanned for an IP address or Hostname.

If using IP: The system will extract the [P address of the offending endpoint using the predefined macro:
(%lIP) for the IP address's position. For example, we will specify: "SRC=(%IP)" if the IP value can be
found after SRC:=..."

If using Hostname: The system will extract the hostname of the offending endpoint using after a

keyword. For example, hostname:

Tag the Device as
Choose a tag that should be assigned to the offending device if the event is triggered. Using Device
Classification policy, the device can then be automatically quarantined.

Custom tags names can be created under Configuration = General Settings - Names Used by Policies
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Orchestration - Email Alerts

CGX Access can receive e-mail messages from all types for security devices and take immediate action
when necessary. If CGX Access receives an email alert that a device has malware or is misbehaving, we
can restrict it immediately.

Any solution that can send email messages can be configured to work with CGX Access.
e Verify an inbound e-mail server has been configured — See Page 19

e In CGX Access GUI go to Configuration = Integration
e Click on "Email - Orchestration”

Edit Action x

Email Alert Integration

# Enable email alert integration

Sender's addresses

Query interval 120

(seconds)
Enable Event Name
s Sophos -Infection v
Select r
Select T

—_1_ -

Save || Cancel || Help

e From this screen, an Event can be enabled.
e To limited which e-mail addresses are allowed to send an e-mail alert to the CGX Access
appliance, specify the approved e-mails in the Sender’s Address section. When blank all

addresses are allowed.

e The Query interval specifies how often CGX Access checks the mail server for new e-mail alerts.
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Email Event Creation

CGX Access can work with any solution (Firewall, APT, IPS, SIEM, etc.) that can send e-mail messages.
To create new Events

e In CGX Access GUI go to Policies = Orchestration Events
e Click on "New Event”
e Select “Device event from an email alert”

Edit Action x

Define a device event from an email alert

Lizstens and handies email alerts except those containing the skip pattemn. If the search pattern is found an
event is triggered. When triggered, the IP or hostname noted in the email will be tagged as specified.

Event Mame Sophes -Infection

Search email alerts for Virus/spyware

[_] Case sensitive while searching for pattern

Skip email alerts legular Expression describing the pattern

containing

[_] Case sensitive while searching for exclusion

"{I'ype of information (O IP Address ™

extracted @ Hostname
Extract Hostname Machine:

L from Vi

[[] Case sensitive while searching for keyword
Tag the device @ Add Tag
() Remove Tag
infected -
Save Cancel Help

This dialog box defines how a device event can be triggered from an e-mail. If the search pattern is
found, this event is triggered for the IP or hostname found in the e-mail message. To set up an event four
sections must be configured:
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Event Name
Give this event a name that explains which device is sending the e-mail and why.

Search email alerts for
The system will search the email messages for keywords specified here. For example: "Virus/Spyware".
Regular expressions can be used but don't include "/" at the beginning and the end.

Type of Information Extracted
Select whether the email message should be read for an IP address or Hostname.

If using Hostname: The system will extract the hostname after reading a keyword. For example, if
Machine: is specified as the keyword, any name following it will be assumed as the hostname.

If using IP: The system will extract the [P address of the offending endpoint using the predefined macro:
(%lIP) for the IP address's position. For example, we will specify: "SRC=(%IP)" if the IP value follows
after SRC:=.

Tag the Device as
Choose a tag that should be assigned to the offending device if the event is triggered. Using Device

Classification policy, the device can then be automatically quarantined.

Custom tags names can be created under Configuration = General Settings - Names Used by Policies
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Advance Security

Malware Lateral Spread Protection - Zero-Day

With its layer-2 visibility, CGX Access can detect devices making connection attempts to other devices
within the same segment. If an end-user device suddenly attempts to connect to an excessive number of
devices on the same subnet or tries to connect to Dark IPs that at not active on the network, this is
suspicious behavior. This behavior is indicative of a network scan being performed or malware trying to
probe the network in an attempt to spread. Easy NAC can detect this behavior and immediately
quarantine this device so it can’t spread malware laterally on the network.

e In CGX Access GUI go to Policies = Advance Security
e C(Click on "Malware Lateral Spread Protection — Zero-Day”

Edit Action »

Malware Lateral Spread Protection — Zero Day

Enable Integration

Query Interva 60
(Seconds)

Tag devices trying to connect to excessive # of used IPs

Scan-detected -
50 different IPs within one minute is considered excessive
F Tag devices trying to connect to excessive # of unused IPs
o Tag dev Hnd Dark-IP-scan =
10 different IPs within one minute is excessive
Save Cancel Help

When enabled. devices making connection attempts to an excessive number of hosts will be tagged as
“Scan-detected”. While devices attempting connection attempts to unused IP addresses will be tagged as
“Dark-IP-Scan”
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Policy-Based Response

When the “Scan-detected” tag and “Dark-IP-Scan” tag is assigned to a device, the CGX Access can take
quarantine actions based on Auto Trust Policy.

e In CGX Access GUI go to Policies = Auto Trust
e Add Rule to take action when a device is tagged “Scan-detected” and “Dark-IP-Scan”

Auto Trust Policy

Add Byle

Conditigns Actions taken vwhen conditions arg mat

Device is on routerist Sat role to fullaccess - Device is on routerist
Davice is on allowlist Sat rola to full-access - Davice is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist
Deception Event - Honey Pot hit detected Set role to High-Risk-Evant - Suspicicus bahavicr detected =
Has all of these ags: Deception-Event, Honeypak-hit Send message tor Admin via Emai G} G Ll

Malware Lateral Spread Risk - Scan Detected

Set role to High-Risk-Event - Excessive network scanning activity was
Has all of these tags: Dark-IP-scan, Scan-datected

datactad @ &

The new rule should be dragged near the top of the list, so it has higher priority over other sets of
conditions

Tip: By specifying “All tags” both the “Scan-detected” tag and “Dark-1P-scan” tag needs to be
present. Requiring both tags to be present can reduce false positives.

Clearing Zero-day Events

Once a device has been restricted, it will be necessary to clear the event so the device can have network
access again.

e In CGX Access GUI go to Visibility = Alerts and Notifications
e C(Click “Devices with Events”

e Select the device(s) that should be cleared, Select the “Clear event” option and Apply

Alerts and Notifications

Devices with events

[ Clear avents

Total # of devices: 1

Back Refresh Export Help

ly to selected devices ]

Make it a custom report [l Add a schadule report VRIS TEIT I SF AR 5 R 2 H R R R

ACCess

MAC Hostname  Events Foles Location IP Address OS5 Fags L ACCESS o nt Accass &
Group I Lists Seef S1alus
2020-08-04 183340
= Hish [er Windows 7 Profesciona virtual AD-Mana g A 2020-D5-
r.-:- 0C:204B:T02E  managedtl  det resmcted 5 10216825354 6.1 Buld 7601 Senics  managed Sca 04 s} @ B
Pack 1 Diark-IE-5can 18:32:48
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Handling Exceptions

For network monitoring, it may be necessary to configure exceptions on some devices. To ignore Zero-
day behavioral detection, you can tag the allowed devices as “arp-scan-ignoring” and “darkip-scan-
ignoring”. These tags can be set using the Device Manager or Device with Events report.

e In CGX Access GUI go to Visibility = Alerts and Notifications
e Click “Devices with Events”

e Select the device(s) that should be exempted, Select the “Ignore Zero-Day Behavioral Detection”
option and Apply

Alerts and Nofifications

Devices with events Back Refresh Export Help

updated at Thu Jun 04 2020 1842 55
Show Repart Filter

[ gnore Zero-Day Behavioral Dele * Eoth r Apply to selected devices ]

Total # of devices: 1

Access Flags Last Access
MAC Hostname  Events i Roles Location 1P Address 05§ i Lisin Soom Stoigs 21Ot Access e
20-05-04 18:34:59
afpscan (Scan- e, | oo Windows 7 Professional  wirtal AD-managed AV-  2020-06-
E]UE‘JC 294B:TZE  managedd! detecied resinctad B = l;l‘:'ﬂﬂ 162.168.253.54 .1 Buid TE01 Sanice managed Scan-detacted 04 L] e ]
H020-08-04 183459 Pack 1 Dark=P=gcan 184245

anrkip (Dark-1P-280

Note: by default, devices tagged as Network Infrastructure are exempt from scanning checks.
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Deception — Hacking Detection

With its layer-2 protection, the Easy NAC solution will host fake services such SSH, Telnet, FTP, etc. on
every VLAN or subnet it’s protecting, creating a distributed honeypot. Theses fake services serves no
real business purpose, so if any person or bot tries to login to these fake services, it’s a strong indicator of
hacking activity. With virtual honeypots on every VLAN, it provides early detection of hacking activity

before hackers reach the core of the network.

Data Center

AD Server, i

4 _____
o |
& \{;;, i
I

Cloud EPP |
2] |

i

Patch server.

A

v ¥ Trunk Porl S
- CG)}X ACCESS J/

e In CGX Access GUI go to Policies 2 Advance Security

e Click on "Deception — Hacking Detection”

Edit Action

Deception - Hacking Detection

Enable Integration

Protocols SEH
Telnet
FTP
[7) Windows File Sharing

IP Ranges to Exclude

Tag devices that have attempted connections to fake
services

Tag devices that have attempted to login to fake services

Honeypot-hit

Deception-Event

Save

Cancel

Help

i VLAN C
—pEa
A Q
TT—lEs VLAN B
§ a1
- -,.,,__;(Eg VLAN A
Honeypot on every VLAN g
u‘ (i)
Honeypot hit ‘
-~ .
x
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The “Honeypot-hit” tag will be assigned to any device that attempts to connect to any of the fake
services. To avoid false positives, exclude IPs that are allowed to scan the network.

The “Deception-Event” tag would be assigned after the user attempts to login into the fake services. For
near-zero false positives, it’s best practice to quarantine a device only when both flags are present.

Policy-Based Response

When the “Honeypot-hit” tag and “Deception-Event” tags are assigned to a device, the CGX Access can
take quarantine actions based on Auto Trust Policy.

e In CGX Access GUI go to Policies = Auto Trust
e Add Rule to take action when a device is tagged “Honeypot-hit” and “Deception-Event”

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist

Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist
Deception Event Set role to High-Risk-Event - Suspicious behavior detected 0 %
Has all of these tags: Honeypot-hit, Deception-Event Send message to: EasyNAC Admin via Ema

Credentials used

The Deception feature will record the credentials used in the detected hacking attempt. To view:
e Click the MAC address of the restricted device
e Click the Honeypot Tab

Tags IP Address  Access
(] MAC Hostname  Roles Location 0% Last Seen  Comment  First Seen  Vendor = Grant Access ()
- I Lists { IPvi Status
High Windows 10 Enterprise
Cloud 2023-12-18 2022-04-23  VNtware A\
O Risk- ‘ 6.3 Build 19045 Service .- .0 AD Joined Lk 01600222 @ @ 2
s demo i 16:45:17 Client 12:28:55 Inc
Event Pack None :

Device Detail Data

General NMAP DHCP FingerBank Web Sophos AD ARP

State CGA DPM DM

Agent Audit Access Changes
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Edge Protection — Layer-2 Security

With its layer-2 visibility, the Easy NAC solution can help detect configuration issues (IP conflicts and
ARP storms) or security risks (ARP spoofing) occurring at the edge of the network.

Edit Action x

Edge Protection - Layer 2 Security

Tag devices with IP-conflicts

ip-conflict >
Devices to exclude
Tag devices detected as ARP Poisoning !
arp-poisoner -
Sensitivity Level: () Low @ Medium O High () Custom G
3 Tag devices sending excessive Gratuitous ARP
€ Tag " arp-storm -
Sensitivity Level: O Low @ Medium O High O Custom 1
Save Cancel Help

Policy-Based Notifications

2% ¢

When an “ip-conflict”, “arp-poisoner” or “arp-storm” tag is assigned to a device, the Easy NAC solution
can send notifications based on Device Monitoring Policy.

e In CGX Access GUI go to Policies = Monitoring = Device-Monitoring-Policy
e Add Rule to send alert when a device is tagged “ip-conflict”, “arp-poisoner” or “arp-storm”

b

Monitoring Policies >> Device-Monitoring-Policy

Add Rule

Conditions Actions taken when conditions are met

Excessive Access Changes

- . Send message to: Admin via Email @ E %
Above 10 Access Changes/Hour
Edge Monitorin -
2l . g . . . Send message to: Admin via Email, Microseft Teams @ G x
Has any of these tags: ip-conflict, arp-storm, arp-poisoner
New Device on the Network ) .
Send massage to: Admin via Email @ (e x
Device 1st seen less than 2 minutes ago
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Agent Support

Easy NAC was designed to be an agentless solution. However, agent licenses are optional and can be
used for more in-depth compliance checks, automatic remediation, and other capabilities. Agents are
only required for VPN protection. When using agents, you can also consider a hybrid deployment
model, where laptops needing stronger security checks use the agents, while desktops use the agentless
approach. The table below summarizes the differences in these approaches.

Detection

CGX Access - Agent

Agent would detect changes within 10
seconds

CGX Access — Agentless

Compliance check with integration
module depends on the re-check
interval

Supported OS

e Microsoft Windows
e Apple MacOS
e Linux

The Operating Systems supported by
Integration solution(s)

Compliance checks

Compliance check can be customized to
Include but not limited to the followings:

e Running Process

e Registry values

e Files and locations

e Inifiles and contents

e Machine names and OS check
e Authentication

Agentless solution — Integrations with
AD, 3"-party AV, Patch, and WMI

End-user compliance
communication

Pop-up Message

HTTP Redirection

Real-time Wi-Fi adapters
control

When connected to any wired network
that has connectivity to CGX-Access (ie.
Corporate Network). The wireless
network adapter can be disabled
automatically.

It would be re-enabled once wired NIC is
disconnected

N/A

Can use Windows Connection Manager
as a substitute

Automatic Remediation

When a compliance check fails, a
remediation action can be kicked in. It
includes running scripts or binary in the
host that has the agent installed. With or
without administrative rights.

N/A
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Working with Agents

Easy NAC virtual appliances come with default agents and default polices that can be used for testing or
as a baseline to start building your custom compliance policies.

By default, Auto Trust Policy will assign a device passing an agent audit with full access. While a device

failing audit would be assigned a failed-agent-audit role. The order of the policies is important, so in
some environments, it may be necessary to drag these policies up for higher priority.

e In CGX Access GUI go to Policies 2 Auto Trust

Auto Trust Policy

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist
Davice iz on blocklist Set role to restricted - Davice is on blocklist
Deception Event - Honey Pot hit detected Set role to High-Risk-Event - Suspicious behavior detected G x
o
Has all of these tags: Deception-Event, Honeypot-hit Send message to: Admin via Email
Malware Lateral Spread Risk - Scan Detected Set role to High-Risk-Event - Excessive network scanning activity was | x
Has all of these tags: Dark-1P-scan, Scan-detectad detected
Fingerprint Mismatch
. B Set role to High-Risk-Event - Device failed fingerprint check @ E =
Has any of these tags: FP-mismatched
Orchestration Event . .
R ) N R . _ |Set role to High-Risk-Event - Malware or suspicious behavior has been -
Has any of these tags: SIEM-Event, IPS-Event, infected, FW-Event, APT- @ & x
detected
Event
Passed Agent Audit < 1 .
o X X Set role to full-access - Passed agent audit @ x
Passed Agent Audit
Failed Agent Audit
g Set role to failed-agent-audit - Failed agent audit G x
Failed Agent Audit

When assigned a “failed-agent-audit” role the device will be assigned “restrict-agent” ACL. By default,
restrict-agent ACL blocks all traffic except DNS, DHCP, and the agent traffic over port TCP 11698.

Edit Action x

Configure NAC rules for access group

Access group restrict-agent
Condition Apply ACL ~

ACL rules |ALLOW WHEN PROTO=="UDP' AND PORT==53
ALLOW WHEN PROTO=="TCP' AND PORT==53
ALLOW WHEN PROTO=="UDP" AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==11698
DENY WHEN TRUE

It is recommended the default “restrict-agent” ACL be edited to allow access to approved remediation
resources such as the AV server, patch server, etc.
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Hosting Agents

Easy NAC virtual appliances come with default agents that will meet most customer requirements. To
make these agents available for use:

e In CGX Access GUI go to Configuration = Global Settings = CyberGatekeeper Agents
e Adjust your Captive portal settings to allow the download of the agents

Edit Setting %

CyberGatekeeper Agents :

URL Others

Download Links
Agent Hosting [ On CGx Access (Remediation 1 v ]

| Upload Files |

Prefix https:/f10.160.0.102/static/

Windows x64 /

)

cgasd.msi
Windows 86 )
coa32.msi =
MacOs h )
cgainst.zip -
Linwg
cga -
On-dernand

QnDemandAgent.exe v/

Mote: When hosted on CGX Access, the agents will be accessible using the Remediation IP address. This IP

| save || cancel || Help |

To host agents on the appliance, it will be necessary to use the Remediation IP address. Once the above
settings are configured; you can decide when to show the agent installers to your end-users.

Show Links

After successful guest
registration / authentication.

After employee registers device,
0On the main landing page.
¥/ On Remediation page.

Show all configured agent links.
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Based on requirements, you can choose when to display the agent installers. This would be helpful for
special situations where you require guest, consultant or BYOD devices to install agents for network
access.

The appliance will only show the agent type appropriate for the Operating System, so a guest with a
MAC computer will only be shown the OSX agent. If you want to display all the available agent
options, you can check “Show all configured agent links”.

[=]=] = ]
@ Network Status b =+ v
&« C A Notsecure | 192.168.253.222/ss/grm/notification = ¥ O
o
Infoexpress
Easy NAC

You have reached this page because your device is non-compliant. For assistance please contact the
helpdesk.

[ P ‘ Access restricted

. ‘E, Download Agent x64

\®

¥, Download On-demand Agent

Installing Agents

The CyberGatekeeper Agents are designed to install silently. Once the installer is run the agent will
install silently with no configuration options or reboots required. The Windows installers are
approximately 8-10 MB in size. The MAC OSX agent installer is approximately 4 MB. These sizes
make is quick to download and install. When installed and running the agents will use 4-6 MB or RAM
and utilize ~1% CPU every 30 seconds.

Most organizations choose to use a software deployment tool or AD Group policy with a computer
startup script to install the agent automatically for their managed devices. Contact InfoExpress support
for a sample script.

In the case of manual deployment, local administrative rights are required.

e Right-click the installer file and chose to “Run as administrator”
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Mame Date modified Type Size

ffii cgamsi32 110090 312 Phi Application 8,339 KB
Open
'5' Run as administrator
Troubleshoot compatibility
e There will be no prompts or confirmations. Allow 30-60 seconds for the install to be completed in
the background

e When finished an icon in the system tray will be visible. When double clicked the agent viewer
will show the current status

Tools  Help

Status:  Auditing [Monitor bMode]
Server  cgx-access

CGA S 947444421 283055
CGAIP: 192.168.253.54

Mezzage from lazt sezzion attempt at 2020/07/19 15:39:56 +0800GMT STD

Successful, -

For help, support or infermation on updating your system, please click on the
Help URL for more information.

Help URL

On-demand Agents (Recommended for Consultants)

The normal CyberGatekeeper agents are designed to be installed on managed devices, and requires
administrative rights to be installed. Once installed, this agent will be started in the background to
provide transparent and continuous checks. However, it may be desirable to perform similar compliance
checks on unmanaged computers used by consultants. For this requirement, you can the on-demand
agents.

A key difference with the on-demand agent, is that it doesn’t require admin rights to install, because it
doesn’t get installed. The on-demand agent is 2-3 MB executable that runs in memory until the agent
viewer is closed. Once the agent viewer is closed, the agent checks are stopped, and the consultant will
need to run the executable again if she needs to reconnect to the network. By default, a device passing
audit will continue to be passing audit for 5 minutes, after this agent has been closed.

Requirements \ Limitations:
e Supported on Windows 64-bit Operating Systems only (Windows 7 and Windows 10)
e Supports Windows Security Center and Windows Update plug-ins
e Nic Manager Plug-in or any plug-in requiring admin rights is not supported
e Automatic Remediation is not supported
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Agent Compliance Policies

Easy NAC virtual appliances come with default agent compliance policies that have been pushed to the
appliance. These default policies will provide checks for common AV solutions:

Anti-Virus Installed
Anti-Virus Running

AV Up-to-date

Real-time scanning enabled
e Windows Updated Enabled
e Recent Microsoft updates

These policies are a good starting point, but it would be recommended every customer adjust these
policies to meet their specific requirements. For example, if your organization’s endpoint security is
TrendMicro, then it may only be necessary to check for this brand.

To adjust the policies, it will be necessary to install a CyberGatekeeper Policy Manager. Contact
InfoExpress support or your partner for a copy of the CGPM installer and a copy of the of the Easy NAC
Default Settings installer.

1. Install Policy Manager
2. Keep Policy Manager closed
3. Run Easy NAC Default settings

Note: If you plan to use the default agents, it will be necessary to run the Easy NAC Default settings
installer to ensure the agents and Policy Manager have the correct shared settings.

Policy Manager

Policy Manager, also called CGPM (CyberGatekeeper Policy Manager) is a Windows-based application
that can be installed on any 64bit Microsoft Windows Operating System.

The Policy Manager application is used for:

Creating compliance tests

Creating compliance policies

Uploading compliance policies to CGX Access appliances
Building agents for different operating systems

The sections below will serve as a QuickStart guide and Best Practices Guide on how to make use of
policy manager to create the desire agent checks.

Tip: For complete details of the CyberGatekeeper Policy Manager, please refer to the Policy Manager
Reference Manual.
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Policies

The Policies creates and edits audit policies. Audit policies let administrators specify what applications,
configurations, and systems should be allowed or denied into the corporate network.

ox 4 10-Windows x64.def <

|_Recent Windows pdates

—wWhen to Use This Policy [&l Conditions Must Be Met)

T 10Windows 164

|| 10windows =BE WHEM dnw windaws [#64] < Ywihen |
| 15-5upported-mac05-10-13

|| 20-5uppaorted-Linuw05 <--"when Mot |
__| 33-Deny &l Delete |

Al -]

 Requirements to Pasz This Palicy (2l Must be Met]

DESIRE Report Hosthame and Username
DESIRE Wit : sutomatic Updates Enabled =64
REQUIRE &ntiirug Installed =64 ¢-- Prohibit
REQUIRE &ntitvinus Runking ©64
REQUIRE %iruz Definitions Current x64 ¢ Desire
REQUIRE Real-Time Scanning Enabled <64

<-- Require

<-- Mot Dezire

Delete

U

| w|

Remediation Message Edit

tessage: Windows Automatic updates not enabled
Pop up Meszage on User's System: Mo

K IL\_

A policy consists of a When Section and a Requirements section. Each requirement section can have
their own remediation section. The When Section indicates which remote systems should be governed by
this policy.

If this policy's When Section does not match the audit information from the remote system, the next
policy will be checked. If the When Section matches the audit information from the remote system, the
Requirements Section is checked to see whether the remote system should be given access to the
corporate network.

When to Use This Policy...

The When Section contains conditions consisting of WHEN or WHENNOT commands followed by test
conditions. The WHEN command passes if the test condition is true. The WHENNOT command passes
if the test condition is not true. All of the When Conditions in the policy must match the audit
information for the policy to be valid (All conditions are ANDed).
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Ordered policies are policies starts with a number in their names. They are arranged in alphanumerical
order. The order in which policies will be evaluated can be seen in the list of policies on CGPM. An
agent can take only 1 ordered policy at a time. Once a match is found in the When Section, the policy
would be taken by this agent and no other policies would be checked.

Policies Best Practices

e tis a best practice to name the polices with a numbered prefix. This way, you would be able to
change the priority of when a policy gets evaluated by changing its prefix number easily.

For example, an ordered policy named 80-Windows.def would be evaluated before another
policy named 90-Windows.def because the system would evaluate the policies in alphanumeric
order.

e The more conditions that you have defined in the When Section, the policy should be evaluated
first. You can do so by changing the name of the policy as suggested above.

For example, if your 90-Windows.def has two When conditions defined (When Any Windows
and When in IP range 192.168.0.0/24) and your 80-Windows.def has 1 When condition defined
(When Any Windows).

In this case, all your agents would be getting the 80-Windows.def because it has a more generic
When condition (only 1).

The correct way to do it, is to rename the 90-Windows.def to, for example, 70-Windows.def.
This would make the policy list higher alphanumerically and hence be evaluated first.

e If you have a mixed 32bit and 64bit of Windows OSes that still need to be supported. It would be
best to separate them into two sets of policies. Ie. One for 32bit and another one for 64bit.

e Policies created are stored in the Policy Manager installation folder, it is recommended to have a
backup of the whole policy manager folder which is in C:\Program
Files\InfoExpress\CyberGatekeeper Policy Manager.

Requirements to Pass a Policy

The Requirements Section contains requirements consisting of REQUIRE, PROHIBIT, DESIRE or
NOTDESIRE commands followed by test conditions.

The REQUIRE command is used to ensure certain conditions are present and passes if the test
condition(s) are true. If any REQUIRE command is not met, the agent would FAIL to pass this policy
and hence the audit.
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The PROHIBIT command is used to prevent certain conditions and passes if the test condition is not
true. If any PROHIBIT command is not met, the agent would FAIL to pass this policy and hence the
audit.

The DESIRE command is used to check if certain conditions are present. If the test condition(s) are true,
it would pass the policy. However, even in the case the DESIRE command is not met, it would still pass.
This is helpful if compliance information is desired, but no quarantine action should be performed.

The NOTDESIRE command is used to check if certain conditions are not present and passes if the test condition

is not true. However, eve in the case the NOTDESIRE command fails, it would still pass. This is helpful if
compliance information is desired, but no quarantine action should be performed.

Requirements Priority

All the tests, when added to the policy, would be the requirements. These requirements would all be
evaluated from top down.

— Requirements to Pags Thiz Policy [Al kust be Met]

DESIRE “windows Automatic Updates Enabled x64 <-- Require
REQUIRE Anti Yiruz Inztalled x54

REQUIRE Anti-viruz Running =64 £ - Prohibit
REQUIRE “irus D efinitions Current x54

REQUIRE Real-Time Scanning Enabled =64 <-- Diesire

<-- Mot Desire

Delete

O

| |

For example, as per the screenshot above, DESIRE “Windows Automatic Updates Enabled” would be
checked first, then followed by REQUIRE Anti-Virus Installed, then REQUIRE Anti-Virus Running, etc.

When a REQUIRE or PROHIBIT test fails, the audit would be marked as FAIL and any tests that sit
below would not be checked.

However, because of the nature of the DESIRE or NOTDESIRE command, it would still be pass audit,
even if it fails this test, so the next requirement would still be checked.

For example, if REQUIRE Antivirus Running failed, it would be marked as failing this test. The agent
would not check for any test below, in this case the REQUIRE Virus Definitions Current and the
REQUIRE Real-Time Scanning Enabled would not be checked.
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Requirement Best Practices

It is recommended to put the DESIRE and NOTDESIRE commands in the requirements to the top
by using the arrow button. This way, we ensured all these tests are checked properly before
REQUIRE and PROHIBIT commands.

A v

You can change the command type by right-clicking on a command. For example, change from
DESIRE to REQUIRE.

R equirements to Pazs Thiz Policy [Al Must be bet]

Change Type to ... REQUIRE

REQUIFE AntivVius Funning #68 | PROMIBIT
REQUIRE “iruz Definitions Curent =64 NOTDESIRE

REGUIRE Real-Time Scanning Enabled «64

Please check if there are perquisites for tests and arrange the order of these tests accordingly.

For example, a test check for Antivirus running should be checked first before the Antivirus
signature is not older than 7 days. It is because the antivirus program might not be able to update
the signature if it is not even running.

Remediation

If an agent fails a policy requirement, the administrator has the option of running a remediation action,
displaying a remediation message to the user or both.

The remediation action can be configured to bring the device back into compliance so that it can
successfully audit against the policy.

The remediation message pops up a dialog box with informational or instructional information to
users.

A unique remediation action and/or pop-up message can be configured for each of the
requirements set in a policy.

To configure the remediation, please highlighted the corresponding test in the requirement section and
then click the Edit button. This would bring the Edit Remediation Option dialog box.
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Edit Remediation Option

X
Remediation Mezzage 0k, I
Anti-irs not running ;I Cancel |

¥ Pop up Message on User's Spstem

Remediation Link [e.g. http: /A Sheerveripathifile]
Ihttp:a’ﬂ 92163, 253.1 00w startzophos. vbs

Bemediatian Link MHame Shaown on dgemt Yiewer

Command Arguments

¥ Fun Bemediation for Deskiop Agent

¥ Fun Femediation with Admin Fights
[ Bun Bemediation for Web Agent [for Windows anly]
[ Fun only once a user has logged in [for Windows only]

[~ Show Download Progress Bar

Advanced Options [for Windows anly]

Pop-up Messages

The Remediation Message box can be edited to include any remediation message that the administrator
deems appropriate. For example, "No authorized antivirus software is found".

Messages do not pop up by default. In order to have the message displayed on the agent upon a failed
requirement, the “Pop up Message on User's System” check box should be selected.

An URL can be embedded in the remediation message to direct the user to further resources to help
provide further information or this URL can be put in the Remediation Link box.

Remediation Actions
The remediation action must be entered under the Remediation Link input box. It can contain either a

URL tag or UNC tag (Universal Naming Convention). The tag points to a file that will be run on the end
user system if that endpoint fails the requirement.
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The file that the tag points to can be any file type that can be run on the hosts system: common file types
include executables (.exe), Windows scripts (.vbs, .bat, .cmd). If the remediation scripts or executables
require parameters (arguments) they can be entered under "Command Arguments". Multiple parameters
should be separated by spaces.

For example:
URL Tag: http://192.168.253.128/fix/ResShieldOn.bat
UNC Tag: \\server\path\ResShieldOn.vbs

Even if you defined a remediation script URL in the Remediation Link, it may still require the user to
click on the link to download and run the script manually.

Auto-remediation

To provide a better end user experience, the remediation action can be configured to run automatically
without any user intervention.

Also, the user privilege that the remediation script runs would also be configurable.

To allow the remediation script to run automatically with the current logged on user privilege, select the
Run remediation for Desktop Agent.

To allow the remediation script to run automatically but with local administrative rights, select both the
Run remediation for Desktop Agent and Run Remediation with Admin Rights.

Note: Only standard Windows Agent and Mac OS Agent support remediation actions.

Remediation Best Practices

e [tis recommended to configure the remediation action via an URL instead of a UNC path.
Because the agent runs with the local system account on the endpoint. If a network resource is
accessed, it might not have the sufficient privilege. You can host the remediation scripts on the
CGX Access appliance or Central Visibility Manager

e The remediation action is best to configure to run without any user intervention.

For example, running a batch file (.bat) as a remediation script is supported but it might trigger a

command prompt to be shown on the user’s endpoint. It would look malicious to users. However,
when running it with a VB Script, it can do the same remediation action but can be configured in

the script to hide any user feedback (more transparent user experience).

e Depending on the nature of the remediation script, the necessary privilege would need to be
configured properly for the script to run properly. For example, if the script requires
administrative privilege (restarting a service), running the script automatically with the user
privilege alone might not work for everyone.
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Using Active Directory User Group in Auto Trust Policy

It is possible to use Active Directory User Group of a current logged on user in an agent installed device
as a condition for the Auto Trust Policy.

Prerequisites

DNS server and Domain Settings for CGX Access

Configure Active Directory User Group

CGX Access to be joined as a Domain Member

Additional “Authentication Plugin” in CyberGatekeeper Agent

DNS server and Domain Settings for CGX Access

The DNS server, hostname and domain name of CGX Access should be properly configured as the
Active Directory Server. It is necessary for the CGX Access to be joined as a Domain Member.

Configure Networking:

Adapters IP / Netmask Gateway 1
Adapter #1 .
MAC: 00:50:56:24:04:12 10.160.0.100/255.255.255.0 | [10.180.0.1 | |
Speed: 10 Gb/s 1
Adapter #2
MAC: 00:50:56:24:89:0c
Speed: 0 Gb/s

DNS Servers [ 10.160.0.200 \

Hostname | cox-access ‘

Domain Name |eas-,-rac.de-rn ‘

In the example above, the CGX Access’s hostname is configured as cgx-access and the Domain Name of
the Active Directory is configured as “easynac.demo”. The DNS server is pointing to the Active
Directory Server’s IP address.

Configure Active Directory User Group

To configure the Active Directory User Group, the following steps are required
1) Below is an example of a User Group called “Tech” to be used in CGX Access. Add Active
Directory Users to the corresponding Active Directory Group.
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File Action View Help

i ?
e 20 40 XE Tech Properties ? X
] Active Directory Users and Com e
_| Saved Queries
v 33 easynac.demo Q_j Tech
~ Builtin
- CDmp}.l e Group name (pre-Windows 2000): I |
= Domain Controllers
% ForeignSecurityPrincipal Description: |Inf05q3ress |
_ Managed Service Accour
~ Users E-mail: | |
2 HR
Group scope Group type
Domain local (®) Security
(®) Global (O Distripution
() Universal
Notes:
< > | Cancel Apply

2) Add the Group Name of AD to be used in the CGX Access.
a. In CGX Access GUI go to Configuration = General Settings
b. Click the “Name used by Policy” of Configuration Settings
c. Add the Active Directory User Group to be used as follow

Edit Setting

Names Used by Policies

Note: All names are case sensitive

Access Groups(ACLs)  byod-access “ AD/LDAP User Groups  Sales
consultant Tech
excluded Consultant
full-access HR
guest-access
High-Risk
limited

d. Click Save to confirm
Joining CGX Access to Active Directory

e In CGX Access GUI, goto Configuration > Appliance Settings

CGX Access | confiowation = | Policies ~ *  Visibilty * elcome ad [ sign Out ]
Active Directory Domain Settings:
CGX Access is not joined to Active Directory Domain Configure

e Click Configure under the “Active Directory Domain Settings” and configure the Domain
NETBIOS name and Doman Controller.
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Active Directory Domain Settings

CGX is not Joined to Active Directory DOMAIN.

Parameters
Hostname: cgx-access * Can be set only on CGX Management page
Domain name: easynac.demo * Can be set only on CGX Management page

Domain NETBIOS name: ‘EASYNAC ‘

Domain Controller: ‘10.150.0.200 ‘

| Join domain | | Leave domain | Test domain Join | | Show keytab |

e Click Join Domain and type the Domain Administrator credential into the dialog box.

Domain login and password x

Please enter domain admin username and
password.

Login: [administrator |

[ |

Password:

OK Cancel

e Click OK to confirm.
CyberGatekeeper Agent Authentication Plugin

When building the CyberGatekeeper Agent installer in Policy Manager, please kindly add the
“Authentication Plugin” as shown below before building the agent installer.

Qii Configure and Build Agents - [
File Edit View

=1 (7w

DesktopAgentMsi64 ~ | Authentication Plugin v. 8.1.11210

- Session - MAIN

Audit conditions The authentication plugin monitors the local system and trigger:
authentication requests in response to system changes.

i User Interface
Agent Behavior

= Plugins
WinUpdate Plugin
WSC Plugin

fitnenicaton lginl

NIC Manager

i Dynamic NAC Configuration

To confirm the Authentication Plugin has been added to the agent installer, goto CyberGatekeeper Agent
GUI, click Help > About to ensure the AuthPlugin has been added.

About CyberGatekeeper Agent

‘\-\.’1 CyberG atekeeper Agent

“-‘L.!') Copyright © 2022 InfoE xpress, Inc.
9.2.22018
Evaluation License
AuthPlugin Version 8.1.11210
NICManager Version 8.1.11210
WS5CHelperb4 Version 8.1.11210
Winllpdate64 Version 20.03.19
EMA Version 4.0
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Add the User Group as a condition in Auto Trust Policy

To create a rule under the Auto Trust Policy with the “User Group” added as a condition. Select the User
Group that you would like to check and assign it to the corresponding device role.

Create New Condition
Device Authentication

Device Access Criteria Match any of the groups checked w

Device Flag

Check All Applicable ] Sales

Device IP Address ,AHDDI =8
User Groups Tech
Device List —
[] Consultant

Device MAC Address O HGM
Device 0S M HR
Check Device’s Online
Status
User Group

Device Status

The Auto Trust Policy rules are examples of how the User Group can be used be use assign to different
roles based on the user logged on.

Auto Trust Policy

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set role to full-access - Device is on routerlist
Device is on allowlist Set role to full-access - Device is on allowlist

Device is on blocklist Set role to restricted - Device is on blocklist

ales VPN access

Device location matches any of VPN IP Range

Set role to Sales CR
User is 2 member of any of these groups: Sales - - @@
Passed Agent Audit
Tech VPN Access
Device lecation matches any of VPN IP Range

i ] i B ; i T, Set role to Tech @ G x
User is a member of any of these groups: Tech

assed Agent Audit

Troubleshooting Agents
Installation Issues

Sometimes users can face problems with installing the agent on a windows PC for various reasons which
may be specific to user environment. You can use the following command line options to troubleshoot
installation issue.

From the admin command prompt type:

cgamsi32.exe or cgamsi64.exe and use any of the options below:

-debug Generates installation log at $tmp%\cgainstall. log. You can send this log to support
when requiring assistance for installation issues

-log Enables agent debug logging in agent install dir [filenames=IEXCGAxxxxx.log]

-manual Interactive install. Shows install window and progress.
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For Example:

> cgamsi6d.exe -manual -debug

This is will start a manual installation with install progress & enable installation debug logging file
at %tmp% \cgainstall.log

Fil Home Share View

'p‘ » info » AppData » Local » Temp v O o

~ Narhe Date modified Type

3 Quick access

Fay
led cgainstall.lo

8 Desktop b
15 cgamsi

4 Downloads

Zln .
ﬁ CyberGatekeeper Agent v9.2.20029 Setup - X

Welcome to the CyberGatekeeper Agent
v9.2.20029 Setup Wizard

The Setup Wizard will install CyberGatekeeper Agent
v9.2.20029 on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

==

Once agent is installed, you can check if agent service is running.
>tasklist | find /i "cga"

BN Administrator: CVWINDOWShsystem32iemd.exe — O et

Microsoft Windows [Version 18.8.18363.988]
(c) 2819 Microsoft Corporation. All rights reserved.

Console
Console
6968 Services
65688 Services
6492 Services

C:\Users\info>g

Note: For problems installing Linux agents, please contact support for the Linux agent install guide.
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Connection Issues
Outbound Ports use by CyberGatekeeper Agent:

TCP 11698: Agent Connections to CGX Access appliance
TCP 11697: Agent (NIC Manager) to CGX Access appliance

Once agent is installed correctly, there may be problems with agent connecting to the CGX Access
appliance. The easiest way to check error messages is to open the agent window and note the
message/warning. By default, the CyberGatekeeper agents are configured to talk with hostnames cgx-
access and cgx-access.local. These values can be changed when building agents. Take note of the CGX-
Access [P-address and/or Hostname configured in the agent. (Henceforth referred to as CGXA]

Error/warning seen on CGAgent Command to Objective Resolution
window execute on
end point
CLI/Shell
Failed. Cannot resolve > nslookup To check if DNS is Check is your DNS
hostname <CGXA> <CGXA> correctly resolving CGXA | is configured to

hostname. [if hostname is | resolve CGXA

used while agent building] | hostname
Failed. Unable to > Ping <CGXA> | to check CGXA Check if agent or
connect to reachability that network

CyberGatekeeper <CGXA>

(if your firewall allows

ICMP)

segment can reach
CGXA appliance

Failed. Unable to
connect to
CyberGatekeeper <CGXA>

> telnet CGXA
11698

To check if agent can

connect to audit port TCP

11698 on CGXA

Check if Anti-Virus
or firewall is
blocking TCP port
11698

Cannot establish
session with a server
from a different
administrative domain
or server is disabled.

See “different
administrative
domain error”
below.

Failed. CyberGatekeeper
indicated failure in
audit session.

Agent has failed
compliance. Check
rules that agent
should pass.
Checking Device
Manager - Reports
would help
identify why this
agent failed
compliance.
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Different Administrative Domain error: This error occurs when the agent and the policy on the CGX
Access were built from a different Policy Manager. It can also occur if no policy has been pushed to the
CGX Access appliance. The agent and the appliance share a secret key, and this key is generated and
provided by the Policy Manager. It is included when the agent is built, and when the policy is uploaded
to the appliance. If the keys do not match, the client cannot connect to the appliance.

This can be fixed by any of the following:

e Uploading the policy to the appliance, from the same Policy Manager that built the agent.
e Import the correct Shared Settings into the Policy Manager and re-upload the policies to CGX
Access. (If using default agents, contact support for the default Easy NAC shared settings).

e Re-building and re-distributing the agent from the same system that uploaded the current
policy.

Once agent connects to CGX Access appliance successfully, you should see “successful” message in
agent window.

e When passing audit (compliant)

5il CyberGatekeeper Agent >
Teols  Help

Statuz:  Auditing-Forced On [Monitor Mode)
Server  rlan_cybergatekeeper.com

CGA SN: BO2E33 82123027

CGAIP. 10.20.0.37

teszage from last session attempt at 2020/07/08 12:59:26 +0500GMT STD

Successful.
For help, support or information on updating your system, please click on the

Help URL for more infermation.
Help URL

e When failing audit (non-compliant)

o

Tocls  Help

Statuz:  Auditing-Forced 0On [Connection iz clozed)
Server:  rlan.cybergatekeeper.com

CGA SH: BO2E33182123027

CGAIP. 10.20.0.37

Meszsage from last zession attempt at 2020407 /08 12:53:47 +0500GMT S5TD

Failed, CyberGatekeeper indicated failure while monitoring sessicn.
PROHIBIT Notepad ALL....

For help, support or information on updating your system, please click on the
Help URL for maore information,
link
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Advanced Configuration Options

Administration Permissions

CGX Access can query the Active Directory server to validate permissions for administrators to access
the management GUIL. CGX Access uses management accounts stored in Active Directory. Different
levels of access are given to admin users based on their AD group membership.

Administrator roles

Initially there are three roles for administrators configured on a CGX Access: CGX-Admin, CGX-
AdminRO and GRM-Sponsor. “CGX-Admin” is a default role that cannot be modified. It has full
privileges. "CGX-AdminRO" is the one shown below and can be used for limited administrative
privileges. GRM-Sponsor is a group allowed to sponsor guest access. Each permission role can be
configured with different access rights. Permission roles may be deleted or added. These roles
correspond to groups in Active Directory.

Roles correspond to groups defined in Active Directory, i.e. the administrative user uses their Active
Directory credentials to authenticate and is given access based on the group they are a member of in
Active Directory. In order for an Active Directory user to be placed into the CGX-Admin role on the
CGX Access, the user must be member of an AD group of the same name.

e Go to Configuration = Permission Manager

Permission Manager

Role | CGX-AdminRO Y| Add Delete Help
Permission
Accounts
Can create Account, sat Permission Mo access  (® Readonly RV
Can force other users out on conflict Yes  ® Mo
System/Operations
Configuration Mo access Readonly RAV
Policies No access (@ Readonly RV
Guests/BYOD devices
Access to Device Registration Templates Mo access  (® Readonly RAV

Allow to Sponsor
All guest types

Consultant Register Themssalves

1 day guest
Access to Device Registration Manager Mo access * Readonly RAN
Profiler
Access to Policies No access @ Readonly RiW
Reports
Device Manager No access @ Readonly RIW
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Create CGX Access admin groups in Active directory
Using the "Active Directory Users and Computers" MMC:

e Add the groups CGX-Admin, CGX-AdminRO and GRM-Sponsor. Please note that upper/lower
case is significant when creating these groups.

File  Action Miew Help
e | MM 40X d= | BHED TREPIR

| Active Directory Users and Comput | Name | Type | Description ]
| Saved Queries ﬂCGX-Admin Security Group ..
[l Z2 DemoCGH.infoexpress.com 8 Cai-adminRO  Security Group ...

_ Builtin g |
— ; -Admi i X
l Computess P CGX-Admin Properties EHE

:_ Domain Controllers i General |M " ] o Dfl M IB_vl

| ForeignSecurityPrincipals &

[+ | Managed Service Accounts g {{2 CExAdi

i I
| Users 1‘1‘, L |

8
i aroup name [pre-windows 2000];
% D escriphion: J
i
i E -rnail: J
i
i Group scope - Group type
11: " Domai local i+ Security
: * Global " Distribution

i " Universal
i

e As a minimum add one account (your own) to the CGX-Admin group

If you create a new account, make sure it's not set with "User must change password at next logon" as
that will prevent the account from being used on the CGX Access until the user changes the password.

Test AD connection
e Log out of the CGX Access admin GUI
e Log in with your AD domain account

If you can authenticate using your AD credentials, then the CGX Access is successfully communicating
with the AD domain. If your AD credentials do not work double check that the address of the LDAP
server and the account suffix was entered correctly. Also, double check that the changes/additions you
made to AD groups have been synchronized to the DC that the CGX Access is connecting to (i.e. the host
or IP entered).
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Configuring 2FA for CGX Admin Login

Two-factor authentication can be enabled on CGX-Access accounts, using Time-based One-Time
Password (TOTP) apps. To Enable:

e After logging in to the CGX Access GUI, click on your user name.

|_n:i 1&| 3 |
E InfoExpress - CGX Access Admin p3 +

“— A Notsecure | hitps://192.168.253.220/index. php?r=site/index T B

CGXAccess  confgumation = Policies ~  Control = Visibilty = [ Sign Out |

e C(Click Edit button

User Information X

Username: admin

Email Address: Not Set

Two-factor Disabled Edit
Authentication: '

Roles: CGX-LocalAdmin

Online users: 1

# Display Name Login Time From IP

1 admin 20231220 08:58:34 192.168.253.100

= -

e Reconfirm your password

Enable Two-factor authentication X

Please enter your password to continue

| Enter current password |
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e Select preferred Authentication App and complete the process

Authentication App (TOTP) Setup X

Scan this QR code with your app

Scan the QR code below with the two-factor authentication app on your
phone.

Provide the used 2FA app's name to
remind yourself.

Google Authenticator -

Google Authenticator

Duo Mobile (Cisco)

I you can' use QR code, entel Microsoft Authenticator

Enter the six-digit code “™¢'

After scanning the QR code, the app will display a six-digit code that you
can enter below.

Enter six-digit code

Please enter your password to continue

e When complete — you will be shown a list of backup codes. Keep these codes in a secure place in
case your TOTP application is no longer available.
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Configuring Radius for CGX Admin Login or BYOD
Authentication

Radius Server Configuration

Note: Free RADIUS server was used in this guide. For specific instructions for Microsoft NPS Radius
server please see Appendix F

e On Radius, Configure CGX Access as a client to allow query
e Add VSA id 2939 in dictionary with following attributes

VENDOR InfoExpress 2939
BEGIN-VENDOR InfoExpress

ATTRIBUTE iexgroup 11 string
END-VENDOR InfoExpress

e Add user, and assign a group. See more on groups in CGX settings later in this guide.

zeeshan Cleartext-Password := "zeeshan”
Service-Type = Framed,
Framed-Protocol = PPE,
iexgroup = CGX-AdminRO

CGX-Access Configuration

e Go to Configuration = General = Servers = Radius Server
e Configure your Radius Server details (PAP or MSCHAPV2)

Edit Setting x
Active Directory Servers RADIVS Server DHCP Servers Mail Server Web Proxy Server SMS Gateway

RADIUS Server
Host or IP radius.sl.com

SECret ssssssssssssnsssssseses
Authentication type MSCHAPY2 v

Use for BYOD Authentication

# Use for CGX Access-ADMIN Authentication

Save Cancel | Help
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For assigning group level permissions, you can either use predefined groups or create your own group
with custom permissions.

e Go to Configuration = Permission Manager

Permission Manager

Role | COX-AdminRD ¥ | Add Delete Help
CEX-Admin
0 CaXcAminRO
GRM-S
ACCO -
Can Create Account, Set Permission Moaccess @ Readonly RN
Can force other wsers out on condlict Yas % Mo
SystemiDperations
Canfiguration Moaccess ™ Readonly R
Policies Moaccess % Readonly RN

Guesis'BYOD devices

Accass o Device Regestration Templates Mo access % Readonly RN
Note: The same group should be assigned and returned with radius VSA 2939 discussed above

e Save changes and log out
e Login in with user defined on Radius server
e Verify the permissions granted to the user

« c @ © & o hitpsy/ 1020013 index.phpln

CGX Access

Configuration = Policies = NAC = sibllity ~ Enforcement is disabled on 4 of 4 subnets

Edit Setting x

Names Used by Policles

Note: All strings are case sensitive

Con
Access Controd Lists  byod-access Active Directory or  AD-student
Servi names  consultant LDAP User Groups  AD-itstaff
5 excuded
o full-access
R guest-access
Nam« limited
u Restrict-Azure
) Restrict-FaceB
A Restrict-limit
Conts restricted
N
N
Devic

n Device Flags

Eop R User Defined Flags  consultant uk Reserved Flags  AD-managed e
De.: flagi app-control-off
— flag2 APT-Event
| flag3 AV-Config
- flagd v AV-managed
capl skynet-device Av-off
AV-offline v
Site 1 AV-out-of-date
{ =]
d
A
s
Apphi
&
Gues
u Cancel
Le

In the above example, user “zeeshan” is a read-only user and cannot make any changes to the above
settings.
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Customizing Landing Pages
CGX Access provides customization in two ways. Text fields can be edited through the main
configuration interface (see Configuration > General Settings). The styles of the landing pages by

modifying the CSS (cascading style sheet). Steps to create such a CSS can be found below.

CSS files govern the look and feel of the landing pages only. The GRM theme (landing page theme) is
generated from LESS source files (see: http://lesscss.org for additional info on LESS).

Obtain a LESS editing program

LESS files are text-based files and any text editor can be used. "Crunch" (www.cruchapp.net) is
recommended, as it includes a CSS compiler for LESS files. Other options, such as "Sublime"
(www.sublimetext.com) + less2css plugin and an accompanying compiler can be used as well.

Download LESS files

A basic set of LESS files can be obtained from Infoexpress support. It will contain a base set of LESS
files which can be compiled into a main.css and accompanying image files (see below)

Edit .less files as desired

After downloading and decompressing the less files, open them in the editor and make changes as
desired. Below are some locations of parameters that can be changed

File Description

main.less Main file that links to sub-files with additional settings

variables.less | This file contains many of the default colors and images used

header.less | Contains settings for the top part of the pages

footer.less Settings for the bottom of pages

button.less | Settings for buttons

mobile.less | Settings for pages in a small browser

Settings for individual pages can be found in the /page directory.
"Crunch" (compile) main.css files

When satisfied with the changes made, the main.less file should be compiled (it will invoke all the other
files specified). The output file should be called main.css

Note: The compiler may place the main.css file in the same directory as the .less files.

Upload CSS and images to CGX Access
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When done, the main.css file, as well as the images directory should be uploaded to the CGX Access
through FTP using the cguser account. Below is the directory structure that should be present on the
CGX Access

Path Contents

/updates | /grm-theme | /css contains the main.css file

/images | contains the images referenced by the css file

Only the main.css file and images are needed on the CGX Access, The .less files do not need to be
uploaded

After uploading the files, the CGX Access will automatically pull these files and update the landing
pages. No further commands are needed to update the pages. Please allow a few seconds for this
action to complete.
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High Availability

Overview

The High Availability option provides redundancy in the event an appliance or virtual appliance was to
fail or be offline. HA is provided using a two-box design, where the Primary appliance syncs its database
and configuration with a passive Backup appliance. If the Backup appliance determines the Primary
appliance is offline, it will become active.

When the Primary appliance comes back online, the Backup will sync the configuration and database
back to the Primary, and the Primary will become active again.

Pl‘imary Configuration BaCkup

CGXACCESS) DR CGX ACCESS)

_______ Health Status_______

In environments that have Centrally Managed Appliances, the Central Visibility Manager can be
configured to be an arbiter to participate in the decision of which appliance should be active.

Pl‘imal‘y Configuration BaCkup

LEGXZ cC ESS} < Database Replication LEGX )—\CCESST

_______ Health Status_______.

y _ I
LEG)(‘ ?-\CCESSI

Central Visibility Manager

Requirements

e An HA license is required

The Backup appliance must use the same physical appliance type or same hypervisor. Mixing and
matching of physical \ virtual appliances is not supported.

The appliances trunk port configurations should be similar, but with unique IP addresses

The Primary and Backup appliances should be deployed on the same VLAN

Appliances must be able to ping its default gateway

Appliances should not be configured for Inline Enforcement (a different HA design is
recommended for Inline appliances)

e If configured with the CVM as the arbiter, each appliance pair will use a unique arbiter port
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Configuration — Standalone Appliances

These configuration steps for setting-up HA with two appliances are simple, but must be done in the
correct order.

Disable Enforcement (Use monitor mode on each VLAN)
Configure the Primary unit

Configure the Backup unit

Re-enable enforcement (as desired)

b s

Tip: Before configuring HA, have a recent backup of the Primary Appliance.
Configure the Primary unit
The Primary unit is the main appliance where configurations are made.

Note: If the Primary unit is already in production, then Enforcement should be placed in Monitor mode
until the HA setup is complete.

e In CGX Access GUI go to Configuration = Appliance Settings
e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Appliance
to Standalone Appliance - HA mode

Site Settings:
CGX Access Server Mode: Standalone Appliance - HA mode v |
ik Configueniion: Standalone Appliance

'
Primary CGX Access Server Centrally Managed Appliance
Peer CGX Access Address Centrally Managed Appliance - HA mode

Central Visibility Manager
Central Visibility Manager - HA mode
MSP Manager

| MSP Manager - HA mode

e Check box to make Primary CGX Access Server
e Configure the IP address of the backup appliance (Peer CGX Access Address)

Site Settings:

CGX Access Server Mode: Standalone Appliance - HA mode r

HA Configuration:

Primary CGX Access Server td
Replacement for existing primary

Peer CGX Access Address 192.168.253.245
External Arbiter: *' Mone -/ Other designated
Manual failover Mong

Submit Server Mode
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e (Click Submit Server Mode. You will be warned that the Backup should not already be
configured. It’s OK for the backup unit to be on the network, but it should not yet be configured
for HA.

Site Configuration x

Define a new HA configuration

Prerequisites:

s Backup unit should not be configured for HA until primary
configuration is finished.

CGX ACCESS may become unresponsive for a while.
Please wait a few minutes...

OK Cance

e You will be logged out of CGX-Access and the changes will take effect. Please wait 2-5 minutes
before logging back in.
e Within 2-5 minutes the Primary appliance will be in HA mode.

CGX Access

Standalone - HA

Configuration ~ Policies = Control = Visibility -

Site: Singapore
Cover Device Primary: 192.168.253.220 (active)
Backup: 192 168.253.245 (unreachable)
Arbiter: 192.168.253.220 (self)

How

-

Note: The Backup will not be reachable until it has also been configured for HA

Configure the Backup unit

The Backup unit will pull its configuration from the Primary unit, so only IP Addresses and network
configurations need to be pre-configured. Except for the appliance’s IP addresses, other network settings
should be identical.

Note: Before configuring the Backup unit, the Primary unit must first be configured for HA, as instructed
above.

e In CGX Access GUI go to Configuration > Appliance Settings
e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Appliance
to Standalone Appliance - HA mode
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Site Settings:

CGX Access Server Mode:

HA Configuration:
Pnmary CGX Access Server
Peer CGX Access Address

] Standalone Appliance - HA mode v
Standalone Appliance
Centrally Managed Appliance
Centrally Managed Appliance - HA mode
Central Visibility Manager
Central Visibility Manager - HA mode
MSP Manager

| MSP Manager - HA mode

e In the “Peer CGX Access Address” configure the IP address of the Primary appliance

Site Settings:

CGX Access Server Mode:

HA Configuration:
Pamary CGX Access Server
Peer CGX Access Address

Standalone Appliance - HA mode v

 [192.168.253.220 |

| Submit Server Mode |

e Click Submit. You will be warned that the Primary unit should be in HA mode and in working

state.

Site Configuration

Join an existing HA configuration

Prerequisites:

state.

Please wait a few minutes...

« Primary must be accessible and HA set can't be in ERROR

CGX ACCESS may become unresponsive for a while.

| ok | cancel

¢ You will be logged out of CGX-Access and the changes will take effect. The configuration and
database will be sync’d from the Primary. This will take some time, so please wait 5-10 minutes

before logging back in.

e Within 5-10 minutes the appliance will be in HA mode and show the Primary as Active.
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Configuration -

C(;u}( Access

tandalone - HA al

Site: Singapore

Cover Device Primary:  192.168.253.220 (active, reachable)
Backup: 192.168.253.245
Arbiter: 192 .168.253 220 (active peer,

Restricted reachable) f

Note: When in Backup mode, only the Configuration menu will be available.

Configuration — Centrally Managed Appliances

These configuration steps for setting-up HA with Centrally Managed appliances are simple, but must be
done in the correct order.

Configure the CVM to be an Arbiter (optional)

Disable Enforcement (Use monitor mode on each VLAN)
Configure the Primary unit

Configure the Backup unit

Re-enable enforcement (as desired)

Nk W=

Tip: Before configuring HA, have a recent backup of the Primary Appliance.

Configure the CVM to be an Arbiter (optional)

In environments that have Centrally Managed Appliances, the Central Visibility Manager can be
configured to be an arbiter to participate in the decision of which appliance should be active.

Note: In environments with reliable network connectivity to the CVM, having the CVM provide this
independent arbiter functionality is recommended. However, if connectivity is inconsistent this
could prevent the fail-over to the backup unit from occurring. Therefore, in environments with
inconsistent connectivity, it’s best not to use the CVM as an arbiter.

e In CVM go to Configuration > Appliance Settings

e Scroll down to Site Settings and click "Configure"

Site Settings:

CGX Access Server Mode: Central Visibility Manager v
Site Name Cantral Visibility Manager

Inter-CGX Access Communication: Configure(for old version CGX Access to connect to)
Arbiter Instances: Configure

Submit Server Mode
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e Select “New Arbiter Instance(s)”

Arbiter Instances: Eﬂ{ New Arbiter Instance(s) ]

Submit Server Mode |

e Configure a unique port for each appliance pair. If there will be 3 HA sets of appliances, then
configure 3 unique ports, starting from port 27019.

&P |New Arbiter Instance(s) |

bort [Bowndto [Status | Action

27019 Listen [7]
27020 Listen [7]
27021 Listen (]
| Submit Server Mode |
e Click “Submit Server Mode” to save changes
Site Settings:
CGX Access Server Mode: Central Visibility Manager bl

Site Name Central Vigibility Manager

Inter-CGX Access Communication: Coenfigure{for old version CGX Access to connect to)

Arbiter Instances: Configure27019,27020,27021

[| Submit Server Mode ]

Configure the Primary unit
The Primary unit is the main appliance where configurations are made.

Note: If the Primary unit is already in production, then enforcement should be placed in Monitor mode
until HA setup is complete.

e In CGX Access GUI, go to Configuration = Appliance Settings

e Scroll down to Site Settings and change "CGX Access Server Mode" to Centrally Managed
Appliance - HA mode
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Site Settings:

CGX Access Server Mode: Standalone Appliance v |
Standalone Appliance
Standalone Appliance - HA mode

 Centrally Managed Appliance
Services: [Centrall Managed Appliance —HAmode |
L f (111 r
. Central Visibility Manager - HA mode
AR aeTice MSP Manager
SNMP Server MSP Manager - HA mode
¢ Input a Site Name (often a location name)
e Input the correct CVM IP address
e Check box to make Primary CGX Access Server
e Configure the IP address of the Backup appliance (Peer CGX Access Address)
e Ifusing CVM as an Arbiter than specify one unique port that had been configured on the CVM.

(optional)

Site Settings:

CGX Access Server Mode: Centrally Managed Appliance - HA mode A
Site Name rSinga;:-urE

CWM or MSP Manager host or IP, (For HA, separate hosts or IPs with a comma) t_il:l.io.il:l.!ﬂ-:l

HA Configuration:

Primary CGX Access Server i )

Replacement for existing primary

Peer CGX Access Address |192.168.252.245 |

External Arbiter: Mone '® CyM ) Other designated

Arbiter Port [2 7019 ]

| Submit Server Mode |

e Click Submit Server Mode. You will be warned that the Backup should not be configured. It’s
OK for the backup unit to be on the network, but it should not yet be configured for HA.

Site Configuration »

Define a new HA configuration

Prerequisites:

+ Backup unit should not be configured for HA until primary
configuration is finished.

« The arbiter instance on CWM{10.10.10.100:27015) must be
running for this HA.

CGX¥ ACCESS may become unresponsive for a while.
Flease wait a few minutes...

o [
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e You will be logged out of CGX-Access and the changes will take effect. Please wait 2-3 minutes
before logging back in.

e Within 2-3 minutes the Primary appliance will be in HA mode.

CG?{‘ ACCE}%S' Configuration - Policies ~ Control - Visibility ~
Site Singapare
Cover Devica Primary:  192.168.253.220 (active) oo
Backup 192.168.253.245 (unreachable)
Arbiter 10.10.10.100:27019 CVM,
Restricted reachable) & by Access G

e Confirm the Arbiter is reachable.
Note: The Backup will not be reachable until it has also been configured for HA.

Configure the Backup unit
The Backup unit will pull its configuration from the Primary unit, so only IP Addresses and network
configurations need to be pre-configured. Except for the appliance’s IP addresses, other network settings
should be identical.
Note: Before configuring the Backup unit, the Primary unit must first be configured for HA.

e In CGX Access GUI go to Configuration = Appliance Settings

e Scroll down to Site Settings and change "CGX Access Server Mode" to Centrally Managed
Appliance - HA mode

Site Settings:

CGX Access Server Mode: | Standalone App“gncg T |
Standalone Appliance
Standalone Appliance - HA mode

Services: Centrally Managed Appliance - HA mode

Central Visibility Manager
Central Visibility Manager - HA mode
MSP Manager

SNMP Server MSP Manager - HA mode

S5H Service

e In the “Peer CGX Access Address” configure the IP address of the Primary appliance

Site Settings:

CGX Access Server Mode: Centrally Managed Appliance - HA mode ¥

HA Configuration:

Primary CGX Access Server

Peer CGX Access Address [1‘3:.153.253.22!:- ]

| Submit Server Mode |
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e (Click Submit Server Mode. You will be warned that the Primary unit should be in HA mode and

in working state.

Site Configuration

Prerequisites:

state.

Please wait a few minutes...

Join an existing HA configuration

« Primary must be accessible and HA set can't be in ERROR

CGX ACCESS may become unresponsive for a while.

| ok | cancel

e You will be logged out of CGX-Access and the changes will take effect. The configuration and
database will be sync’d from the Primary, so please wait 5-10 minutes before logging back in.

e Within 5-10 minutes the appliance will be in HA mode and show the Primary as Active.

ally Managed - HA +

Site:

Note: When in Backup mode, only the Configuration menu will be available.

Cover Device Primary:

CGX ACCEES Configuration -

Singapore

192.168.253.220 (active, reachable)

Backup: 192168 253.245
Arbiter 10.10.10.100:27019
Restricted reachabile)

e Login into the Central Visibility Manager, and select Appliance tab to verify HA status is shown

correctly.

CGX Access Servers
Site
Central Visibility Manager
Singapore
Singapore

Management IP
10.10.10.100

192.165.253.220
192.165.253.245

Mode
CvM
HA Primary - Active

HA Backup

Last Reported
®na
® 1 minute ago

® 4 seconds ago
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Making HA Configuration Changes

If it’s necessary to make changes to a working HA setup, please be sure to follow the steps outlined
below:

Replace a Primary

1. Make sure the original Primary is offline or off HA (i.e., standalone)
2. Ifnew Primary has a different IP than the original one, change peer on Backup to the new IP
3. Configure the new Primary (check "Replacement for existing Primary")
4. No need to change arbiter configuration
Replace a Backup
1. Make sure the original Backup is offline or off HA (i.e., standalone)
2. If new Backup has a different IP than the original one, change peer on Primary to the new IP
3. Configure the new Backup
4. No need to change arbiter configuration

Restore from a Backup Image

Disable Enforcement

Change Backup to Standalone mode
Restore Primary

Rejoin Backup to HA

Re-enabled Enforcement

M

Upgrade to a New Version

Disable Enforcement

Change Backup to Standalone mode
Update Primary, Backup

Rejoin Backup to HA

Re-enabled Enforcement

Nk W=

Other Reconfiguration Changes

1. Convert both members of the HA to standalone
2. Remove the arbiter port if using CVM arbiter

Arbiter Instances: New Arbiter Instanca(s)

27010 Listen n

[ Submit Server Mode

3. Create HA from scratch
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Central Visibility Manager

CVM Overview

It’s common to deploy multiple CGX Access appliances in multiple offices. In these scenarios where
more than one CGX Access appliance is deployed it is beneficial to use the Central Visibility Manager
(CVM) for an organization-wide visibility and management of these appliances.

The Central Visibility Manager doesn’t perform monitoring and enforcement actions itself. It’s used for
consolidated reporting and management of multiple appliances.

Required Ports

For normal operation the following ports should be allowed between the centrally managed appliances
and CVM:

TCP 443 — Administrative GUI and Synchronization

TCP 10101 — for Synchronization

It may also be necessary to allow TCP 21 from a management subnet to the centrally managed
appliances, so agent policies and software updates can be uploaded to the distributed appliances. See
table below:
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Traffic Central Visibility Centrally Managed | Centrally Managed
Direction Manager (CVM) Appliance (Primary) | Appliance (Backup)
Central Visibility
Manager (CVM)
Centrally Managed RN TCP 10101 TCP 10120
Appliance (Primary) TCP 443
TCP xxxx (arbiter)*
Centrally Managed RN TCP 10101 TCP 10120
Appliance (Backup) TCP 443
TCP xxxx (arbiter)*
Jump Server \ Policy - TCP 443 TCP 443 TCP 443
Manager PC TCP 21 TCP 21 TCP 21

*If CVM is configured as the arbiter in HA setups.

Configuring a Central Visibility Manager

The Central Visibility Manager uses the same appliance image as the normal CGX Access appliance, so
the initial setup will be like setting up a CGX Access appliance.

Note: The CVM is licensed separately and has a unique CVM license required to operate.
Basic IP configuration
e For physical appliances, use a direct connect ethernet cable for SSH access to the default IP
Address 10.0.0.250/24. Alternatively, plug-in a keyboard and HDMI monitor.
e For virtual appliances open a console window and power on the VM.
Once the boot cycle is complete you will be prompted for a login.
e Login as admin/admin.
e From the main menu choose 1 (Run setup wizard) and follow the prompts to set the Managed IP

address and netmask, the default gateway, DNS servers, system name, time zone and date/time.

Note: Keep the admin password in a safe place. If it is lost, without having access to an alternate admin
level account, there will be no way to recover the password.

Default user accounts are:

e admin - used for initial setup and configuration as well as SSH access for maintenance tasks
e cguser - used for uploading files through ftp

The default passwords are the same as the username

When the setup wizard completes, the system should be accessible on the network.
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Confirm that you can ping the management IP from another system on the same subnet and also
from a system on another subnet. If the pings fail double check the physical or virtual connections
and the basic IP configuration

Connect to the CGX Access web GUI by opening https://<Managed ip> (that was configured
previously)

la)l=l=]| = |
[ InfoExpress - CGX Access + X
<« C | A Notsecure | hipr://192.168.253.220/index.php?r=site/login a W

Infoexpress

CGX Access

Standalone

Enter username and password to continue.
 §

Login as user admin (default password admin). A modern browser such as Chrome is strongly
recommended. Older versions of IE or Firefox may not display the pages correctly.

Using the web GUI additional setting can be configure:

—_—

bl

(Optional) Active Directory server settings (used for Permission Management)
(Optional) E-mail & SMS server settings (used for alerting)
(Required) Add license for Central Visibility Manager

In CGX Access GUI go to Configuration = License Manager
Click on "New License”
Paste the key into the space provided and apply
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License Manager

License Type Distributed deployment
Maximum Appliance Number 3

Device License 500

Licenses allocated 210

Licenses used B

Licensed to For Evaluation Purpose Cnly

The License Manager will show the maximum number of GX Access appliances that CVM can manage.
If using a Distributed license, you will also see the number of devices that can be managed, and the
current allocation of the license. With the distributed license, customers can allocate the license across
different appliances, as shown below.

License Utilization

Site IP Address Licenses Allocated Licenses Used
Manila 192 168253 220 200 3 o
Singapore 192 168253 230 10 3 g

Once the initial configuration is done the new server can be switched to a Central Visibility Server.

e In CGX Access GUI go to Configuration = Appliance Settings
e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Appliance

to Central Visibility Manager
Site Settings:

CGX Access Server Mode: Central Visibility Manager Y
Site Name Standalone Appliance
Standalone Appliance - HA mode
Inter-CGX Access Communication: Centrally Managed Appliance
Arbiter Instances: _[."::ErItr n-:e - HA mode

Central Visibility Manager - HA mode
MSP Manager
| MSP Manager - HA mode

e Set both the Site name.
o Ifleft blank the site name will be the default of Central Visibility Manager
o Site Name should only consist of the characters A-Z, a-z, 0-9, and _
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Site Settings:

CGX Access Server Mode: Central Visibility Manager ¥
Site Name Cantral Visibility Managar

Inter-CGX Access Communication: Configure(for old version CGX Access to connect to)
Arbiter Instances: Configure

Submit Server Mode

e Click Submit Server Mode. You will be logged out of CGX-Access and the changes will take
effect.

[as|E] s

[ InfoExpress - CGX Access . X

& C | A Notsecure | bs#%://192.168.253.250/index.php?r=site/login Q |

Infoexpress

CGX Access

Central Visibility

Configuring an Appliance to be Centrally Managed

Once a Central Visibility Manager has been configured, new or existing standalone CGX Access
appliances can be configured to be manageable from CVM.

If the CGX-Access appliance will be a new deployment and not a conversion of an existing Standalone
appliance, first perform an Initial Configuration as covered on Page 14. At a minimum, the appliance
should have:

e Have a primary IP address assigned
e Have a Host name
e Have a DNS server

Once the server has a basic configuration it can be switched to a Centrally Managed Appliance:
e In CGX Access GUI go to Configuration > Appliance Settings

e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Appliance
to Centrally Managed Appliance
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Site Settings:

CGX Access Server Mode: Central Visibility Manager v |
Site Name Standalone Appliance
Standalone Appliance - HA mode
Inter-CGX Access Communication: r.:ﬂl“l'ﬂlhl' Hﬂl’lﬁgﬂd ‘""PPEW
Arbiter Instances: Centrally Managed Appliance - HA mode

Central Visibility Manager

Central Visibility Manager - HA mode
MSP Manager

MSP Manager - HA mode

e Set the Site name and Central Visibility Manager IP Address.
o Site Name should only consist of the characters A-Z, a-z, 0-9, and _

Site Settings:

CGX Access Server Mode: Centrally Managed Appliance ¥

Site Name Singapora
EVM or M5P Manager host or IP. (For HA, separate hosts or IPs with a comma) 10.10.10.100

Submit Server Mode

e Click Submit Server Mode. You will be logged out of CGX-Access and the changes will take
effect.

e Within two minutes device data should be replicated to the Central Visibility Manager.

Note: If the CVM is configured for High Availability, input both IP addresses separated with a comma,
no space.

Site Settings:

CGX Access Server Mode: Cenfrally Managed Appliance ¥
Site Name Singapore
CVM or MSP Manager host or IP. (For HA, separate hosts or IPs with a comma) [1|:|.1|:|_1|:|.1|:|-:-.1D.1I:|.1E.1EIC| ]

| Submit Server Mode |
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Deployment Manager

The Central Visibility Manager includes a Deployment Manager that is used to accelerate deployments
or configuration changes among different CGX Access appliances.

e In CVM GUI go to Configuration = Deployment Manager
e C(Create a Deployment Set

Deployment Manager

Use this to selectively synchronize configuration including settings and policies among remote CGX ACCESS

Deployment Set Contents

Source [ Singapare (192 165.253.2; v]

Include Select all Clear all

4 General Seftings w Device Registration Methods
#Integrations wDevice & Roles Classification
#Rolas & Accass w Tima/Location/List

# Device Events = Monitoring

# Device Profiler FACL

Save | Cancel

Specify a name
Select the Source appliance to copy the settings from

Choose which settings to include in the Deployment set
Click Save

b=

e Push a Deployment Set

Select a Deployment Set
. Select the location(s) to push to
3. Click Push

N —
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Deployment Manager

Use this to seleclively synchronize configuration including settings and policies among remote CGX ACCESS

Deployment Set Contents
Hew... Hame | cingapare Seflings | Rename | Delate

‘ Singapuore Setfings Source | 192 168.253.220
Include
+ General Settings +Device Registrafion Methods
+ Integrations +Device & Roles Classification
+ Roles & Access + Tima/Location/List
+ Device Events +Monitoring
» Device Profier +ACL

Push selected fo Selact 3l Clear all
Singapore (192, 165 253 220)
[, London (182,168,253 230)

Push | Cancel |Help

4. Confirm the Push

Confirmation x

@ Do youwant to push the deployment sef?

Proceed Cancel

Software Updates

Deployment Manager can also be used to update software across multiple appliances at the same time.

e In CGX Access, go to Configuration = Appliance Settings
e Scroll down to Server Maintenance = Software Update
e Browse to location of file and upload the image

Easy NAC: CGX Access Guide

204



P
'..,--Jx: .-':*..,C?SS Configuration = Visibility = e e adrmin m

¥ CGX Access Managemsnt

b CGX Access Logs System Configuration = Software Update
b Apgent Logging Server

" Inline Enforcement Date and Time:

' RADIUS Proxy

v About Thu Dec 21 16:16:46 5GT 2023

¢ Support Tools
Image:

Select image to uploa‘{:' Choose File | No file chosen | Uplead Image

Soltware Updabi:

Select a file to update:

ACCESS-32 231212 BIN v | checksum: file size: force: Submit
11*13 2:::23
ACCESS-3.2.251212. 81N 15:25:13 Ot

e Once uploaded, go to Configuration = Deployment Manager = Software Update tab
e Choose the correct image, complete checksum: and file size:
e Select the appliances to be upgraded and click Upgrade

Deployment Manager

Select a build image.
ACCESS-2.4.200526.BIN v [checksum. 1297061354 ] [ file size: | 244929624 ]

Push the selected to Select all  Clear all

[Singapore (192.168.253.220) Current Version: CGX-ACCESS: 2.4.200526
uala_Lumpur (192 168.253.240) Current Version: CGX-ACCESS: 2.4.200402

LATEST UPDATE:
Status: Finished

Start at: 2020-05-27 06:53:30
File: ACCESS-2.4.200526.BIN
Checksum: 1297061354

File size: 244929624

Upgrade Reset Help

The images will be downloaded to the appliances and if the Checksum and file size are accurate, each
appliance will be upgraded. Allow 15-30 minutes for upgrades to occur. The appliances will be
rebooted after the upgrade is complete.
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Central Visibility Manager — Device Roaming

The Central Visibility Manager maintains a list of all devices that are connected to the extended
enterprise. This list can be used to facilitate device roaming between locations. There is no setup
required on the CVM itself. Each CGX Access Remote can be configured to control which type of
devices and from what locations are allowed to connect.

e In CGX Access, go to Configuration = Integration = Central Visibility Manager — Roaming

Integration
e Select Sites - devices can roam from these sites
e Select types of devices that can from the selected sites

Edit Action ®
Central Visibility Manager - Roaming Integration

#| Enable roaming from the following locations:

# All sites

#| Singapore [ Kuala_Lumpur

Query interval
(seconds)

Policies

i avirac .
Flag roaming devices as roaming -

[# Allow BYOD registered devices ] byod

Allow Guest registered devices guest
[# Allow devices flagaed as ] AD-managed b4
Select v

Save || Cancel || Help
1 11 || |

In the above example, only “BYOD” registered devices and devices tagged as “AD-Managed” will
be allowed to roam from either of the sites. These roaming devices will be tagged “Roaming”, so
using this “Roaming” tag, the devices can be assigned limited access to the network, as desired.
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Central Visibility Manager — Integration Proxy

When integrating with 3™ party security solutions, it can be useful to use the CVM to act as an
integration Proxy. Using this proxy feature, the Central Visibility Manager will integrate directly to the
3"_party servers. The CVM would then share this integration data with the Centrally Managed
Appliances. This architecture would aid deployments and minimize the load on the 3™ party servers.

Site A

VLANs
o

S$10 Applaince

ﬁfﬁunkQCGﬂCCEss
port -

Site B

VLANs
o

Desktop WSUS /
Mngt SCCM AD Server

ﬁ» Trunk CGX}X ACCESS=

5100 Appliance

Site C

VLANs
o

VM Appliance

ﬁ%ﬁuntkgce)( Acccss‘
'ort

Central Visibility Manager Configuration

e In CVM, go to Configuration = Integration Proxy

e Configure the desired integration (See Integration section for specific vendor info)

Edit Action

McAfee ePolicy Orchestrator Integration

#| Enable Integration

Server Configuration

Host or IP
Port 1433
Database
Query Interval 150

(Seconds)

v,
/ /l/ﬁ ~
\ | l‘ V. /
G)(Acccss
Central Visibility Manager
X

Username

Password L e e T )

Test Connection
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Centrally Managed Appliance Configuration

¢ In the managed appliances, go to Configuration = Integration

e Select the desired integration
e Select the “via Central Visibility Manager”

Edit Action S
Mcafee ePolicy Orchestrator Integration -
# Enable Integration
Server Configuration
[ Query the Server via Central Visibility Manager [ ]
Query Interval 150
(Seconds)
Policy
CONDITION FLAG
# Flag devices running ePO Agent Av-managed
# Flag devices with inactive on-access scanner av-off
Flag devices without Endpoint Security Web Control installed web-control-off
Flag devices without Drive Encryption installed drive-encryption-off
Flag devices without Data Loss Prevention installed DLP-off -
Save | Cancel | | Help
Note: Each Centrally Managed Appliance would still be able to set their own policies.
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Maintenance and Support

Upgrading firmware

Firmware updates may be provided by InfoExpress to upgrade the CGX Access with new functionalities
or fix existing issues. A binary update file (BIN file) will be provided with a checksum and file size. An
example of the BIN file may be CGX-Access-3.0.201208.BIN, with a checksum of 2977226413 and file
size of 365779928.

Upgrading the firmware of the CGX Access can be done via the web interface
e In CGX Access GUI, go to Configuration = Appliance Settings
e Scroll down to Server Maintenance - Software Update

e Browse to location of file and upload the image

CGX Access

Configuration = Visibility = Welcame admin m
¥ CGN Access Managemsnt
r l:l.}!.l.c::ﬂlLﬂl ........... System Configuration = Software Update
 Agent Logoing Server
* inlire Enforcement Date and Thme:
L
Ny T— Thu Dec 21 16:14:48 56T 2023
Support Tools
Image:
Select image to uD|Nt{:.m Na file chosen Upload Image

Soltware Updabe:

Select a file to update:

ACCESS-32 23122 BIN * | checksum: file size: forea: Submit
I:__ | uploadedat | |
ACCESS-3,2,231212. BIN i%f;giigzi Pecicte)

e Once uploaded, complete checksum: and file size: then Submit

Software Update:

Select a file to update:

ACCESS-3.2231219BIN * [-:he:ksum: 1114613831 file size:/616286118] | force: Submit
l__ uploadedat | |
12/13/2023 .
ACCES5-3.2.231212.BIN 18:26: 18 Delet
12/21/2023 .
2 ACCESS-3.2.231215.BIN 16:32:51 Deletel

The CGX Access may reboot. Allow 5-15 minutes for upgrade to occur.

Note: Select force, if it is necessary to downgrade a version.
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Collecting Logs (Dump?2)
For troubleshooting purposes, InfoExpress support may ask administrators to collect Dump2 Logs.

Note: Before collecting dump?2 logs, please check with Support if you need to enable debug logging and
the duration of logging required.

Enable Debug Logging

e In CGX Access SSH Console, use Option 91 - Server Maintenance
o Type “trace enable”

SERVER MAINTENANCE

These assist with the maintenance of the system. For updates, please
follow the instructions provided with the binary update.
NOTE: Commands are case sensitive.

Commands
Show system configuration
UPDATE <args> Update software, use args provided with instructions
STATS Display system statistics
MONITOR Monitor network traffic

Command (B=Back)? [default B]1:|trace enable_

e Confirm TRACE ENABLED is shown at the top of the SSH Console

CGX Access Server
= o TRACE ENABLED

=== General Setup === === Information ===
Uersion: CGX-ACCESS: Z.4.2868618
Run Setup Wizard Hardware: 1888-3kK 3.168.8

Conf igure Networking Managed IP: 192.168.253.228-255.255.255.8
Set Date and Time Def gateway: 192.168.253.254

Manage Passwords Syslog Svr: None~None

Conf igure Logging DNS Servers: 192.168.253.188

Conf igure Services

=== Maintenance ===

91 Server Maintenance
99 Restart- Shutdown 3erver

Enter Option (B=Exit): _

e Wait for few minutes, as advised by Support, before collecting the logs.

Note: Collecting the logs will disable Trace Enable
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Collecting Logs (Web GUI method)

e In CGX Access GUI, go to Configuration = Appliance Settings
e On left menu, Select = Support Tools = Click Configure

CGX Access

4 Configuration = FPalicies = Conirod = Visibildy - Welcome admin Sign Cul
SHEI 0N

" CGX Access Management

" CGX Access Logs Support tools
* Imline: Enforcement wipe out database
LA T O —
v Abeu Remove all data from CGX databases. This function should be rum on the Central server(s) only. el
Suppaort Toals

""""""""""" Reset CGX to the factory settings

Resat CGX's configuratiors and policies to the factory settings. F=cet niow
Fing Tool
Software wbility used to test the reachability of a host on am Inbernet Protoco (TP} metwark, Lise

Traceroute Tool

Hetwork tool used to show the route taken by packets across an IP network. Use
Telnet Tool
Network tool used to establish a connection using the Telnet protocodl, Lise

Debug Logging

[ Enable/Disable/Dump logs. Cenfigure

e Cleanup Logs
o Enable Logging and reproduce the problem

CGX Access

Standalone

Configuration - Policies ~ Control - Visibility =

P CGX Access Management

F CGX Access Logs Support tools = Debug Logging

¥ Inline Enforcement Date and Time:
P RADIUS Proxy
v About Thu Dec 21 16:51:45 SGT 2023

.................................................. DEbUg LDggil’lg:

[| DUMP || Enable Logaging |]
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e Click the DUMP button

e Wait for Dump process to complete — It may take 5 to 15 minutes depending on number of
endpoints. Longer if the system has had core dumps.

e Once complete, download the file and send to support.

CGX Access

Standalone

Configuration - Policies = Control - Visibility ~

b CGX Access Management

' CGX Access Logs Support tools = Debug Logging

¥ Inline Enforcement Date and Time:
F RADIUS Proxy
v About Thu Dec 21 17:02:42 SGT 2023

.................................................. DEhIJl_:I Lnggi"g:

[ ump | Enable Logaing | [REERNEYRIEl

File Information:

Created at December 21 2023 17:02:36,

Note: If the web interface is not available, the SSH CLI method can be used to collect the logs.

Collecting Logs (SSH CLI method)

e In CGX Access SSH Console, use Option 91 - Server Maintenance

e Type “dump2”

e Type “y” to confirm

e Wait for dump process to complete — It may take 5 to 15 minutes depending on number of

endpoints. Longer if the system has had core dumps.
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B sdmin@cge-240var/log a *

continue. .. :

e FTP to CGX Access appliance with Admin account to download the logs and send to support.

CAWINDOWS\system32\cmd.exe - o X

nected to 168.2 -
20 Welcome to CGX FTP
200 Always in UTF8 m

er using PASV.

8:39:40.07>
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Appendix A — Certificate Management

By default, CGX Access uses self-signed certificates which will not be trusted. To eliminate warnings on
untrusted certificates, third-party certificates can be uploaded to the appliance.

Option 1 - Generate Certificate Signing Request (CSR) to obtain
a certificate from your CA

Please note: CGX Access could be using 3 hostnames, one for management-IP, Captive portal, and
Remediation portal. Therefore, it is advised that you create a wildcard certificate. (*.domain.com)

e Login to CGX Access using username admin, Go to Configuration > Appliance Settings.

e Configure DNS server, Hostname, Domain Name, Hostname for Captive portal & Remediation Portal,
and IP Address for Captive portal & Remediation portal

e (lick Submit to save the settings

CGX ACCESS | copfiguration ~  Policies ~  NAC +  Visibility ~ Enforcement is disabled on 1 of 3 subnels Welcome admin  (ETIELD

* CGX Access Management 7
i System Configuration: (8
* CGX Access Logs
* Support Tools Date and Time:
Mon Nov 12 9:26:38 15T 2018 Change
Configure Networking:
IP / Netmask Gateway VLAN ID  Configuration State
:‘.:’?p:l:c:ci]l_:e dE8 10.20.0.2 {Management IP Q@ Add VLAN

ﬁ:i?n:l:cchv‘si:e 4 172.16.10.2 Using DHCP for IP addressigateway Y b Add VLAN

192.168.10.2 Using DHCP for IP addressigateway v 8 Add VLAN

Adapter #3
MAC: 00:40:67:0

Adapter #4
HAC n;f #0:67:06:4F:Be off v Add

d VLAN

DHNS Servers 10.20.0.2

Hostname

Domain Name s1.com

Landing Pages

Host Name for Landing Pages

IP Address (&) (IP/Netmask) 10.20.0.14/255.255.255.0 Adapter #1 *

Submit

Note: Hostnames should match as to be entered in the certificate. Some settings may not be
configurable until DNS server and Domain name is configured.

e Scroll down and Click SSL Certificate Management

Server Maintenance:

[ S5L Certificate Management ]

Manage Accounts
Radius Authentication
Software Update
DUMP Logs
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e (lick on Generate Private Key and CSR

CGX Access

Configuration ~

Policies ~

NAC ~ Visibility ~

Standalone
* CGX Access Management @
SSL Certificate Management:
* CGX Access Logs
Upload Certificate And Private Key

S

Agent Logging Server

* About

Support Tools

Upload CA bundle

Manage Authentication Certificate
[ Generate Private Key And CSR ]
Generate Self-Signed Certificate

e Enterrequired details and click on Generate

< L9 ifi Management

Generate Private Key and Certificate Singning Request {CSR): @

Country EN

two-letter country code (e.. US)

State or Province P.mar Pradesh

non-abbreviated state or province name (e.g. California)

Locality [NOIDA

non-abbreviated city/iocality name (e.g. Saint Louis)

Organization [INFOEXPRESS

organization/company name

Organizational unit SUPPORT

[optional] organizational unit/department

Common name F:gxa 21.com

CGX Access

Standalcre

Configuration = Policies = NAC - Visibility =

fully qualified domain name of the server

nt is disabled on 1 of

Weilcome admin

» CGX Access Logs € sovens
« - 4 > ThisPC » Desktop » Certificate
Organize » Mew folder

4 Google Drive Narme
# Links
D Music
OneDrive
= Pictures
4P Saved Games
- Searches
B videos
B This PC
2 30 Objects
I Desktop
1-PATCHES

Certificate
v

v @& | Search Certificate

Date modified Type Size

Mo items match your search.

File name: | request.csr

Save as type: | CSR File (.csr)

~ Hide Folders

e Save the generated CSR

e Provide the CSR to certification authority (CA) to generate the certificate
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e Once you obtain the certificate from CA, Click on Upload signed certificate

SSL Certificate Management: @

Private key and CSR were generated on June 07 2020 13:47:42

[Qpload Signed Certiﬂcate]
Download CSR
Upload Certificate And Private Key’

Generate Private Key And CSR!

Generate Self-Signed Certificate
Upload CA bundle

41
(4T}
(=8
L)
Ln
8]
(1]

Choose certificate file to and upload

CGX Access | connguraion = Policies ~  NAC ~  Visibllity ~

Standslone

CGX Access Management | . g, 1o 551 Certificate Management

* CGX Access Logs

e Upload Signed Certificate: o
* About

Certificate file Mo file chosen

* Support Tools

New certificate will be uploaded and details will be shown

CGX Access Configuration = Policies = NAC - Visibility ~ Enforcement is disabled on 1 of 3 subnet
Standalons

* CGX Access Management
i o S5L Certifi Management: ®

* CGX Access Logs

Current certificate:

nCoRponent = com
omponent = 51
commontiane = 515etupCa
validity
ot Before: Nov 9 €9:31:51 2018 QMY
Hot After @ Nov & @9:31:51 2020 GMT
Subject:

countrylane - IN
stateorProvinceNase = Uttar Pradesh
lacalitynase = NOTDA
organizationname = Infoexpress
commonhane = cgxa.sl.com

GITCICEI AT AR 79014 B0 AZ 600086

feim3.si.com/Certénroll/Sisetupli.crl

CN=515ETUpCa, L
5183, 51.Con/Cert

11/51m3.51 . Ccom_S15etupCAa.crt

1.3.6.1.4,1.311.2¢.2:

SN N-EN RSN,
NS@9v3 Key Usage: critical

pigital signature, Key Encipherment
N5@9vE Extenmded Key Usage:

TLS Wb Server Authentication
X585v3 Subject Alternative mame:

ONS:cgxa.si.com, DNS:cgxa-landing.si.com, IP Address:10.20.9.13, IP Address:10.20.8.14

e Reboot CGX Access for new certificate to take effect

Welcome admin

/ [CHS15EtUCA, Chas a3, CnCDP, CNaPublicK20KEyN20SErvices, CnsServices, ChnConFiguration, DCa51,DtaconPcertificatenevocationl 15t Fbase Jobjectc]

N=PublickzexeyX2eservices ,Ci=Services , CNaConfiguration, DC=51,0Ccon?cacertificaterbasetobjectclassacert]
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e To Check certificate, browse CGX Access using hostname

- O x
[ InfoExpress - CGX Access Admin X +
€ 5 C ( @& hitpsy/egxast.comfindexphp?r=site/index 1r Q . H
CGXACCeSS  contguration ~  Polcles = NAC = Visiilty - (% (] | Bements Console Souces Newwork _Seary » EIR
tandalone
Enforcement is disabled on 1 of 3 Welcome admin Sign Out & Overview Security overview
a
CGX Access | Overview Main origin
N & | Certificate % |This page is secure (valid HTTPS).
System Overview version CGX-ACCESS: 2.1.181101 more
General Detals Certification Path — .
Devices BY Operating Systems Certificate - valid and trusted
Certifi th
B Windows
L] mini. 5 1.com
W ios View certificate
I MacCs
Connection - secure (strong TLS 1.2)
M Linuo
pted and
W Android protocol),
i Embedded ey exchange), and
I Others
Urk Resources - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
Guest Registered ITM certificate is OK.
Username Full Name Fhone Company
Devices Registered E
<

Note: You can also browse the Captive Portal page (This example used Subject alternative name and

hence the same certificate was valid for both hostnames.)

[ InfoExpress - CGX Access Admin X

<« > C O

MyCompany

Network Access Control

Guest Registration Managemen: X +

@ https;//egxa-landing.s1.com/ss/grm/guest/termOfUse

Welcome to Guest Registration!

Terms Of Use
Before proceeding to next page, please take a minute to rej
Terms and Conditions of Use
You agree to use the network services in accordance with this)

you do not accept and agree to the TOU, you may reject the T(
which case any further access is unauthorized.

If you require details about the policy or have further g
support group.

To signify your acceptance and complete the guest
button.

“ = 4 Elements  Console
& Overview
Main origin
| Certificate ®
General Detals Certification Path
Certification path
5l s15etupCa
L e
View Certificate
Certificate status:
This certificate is OK.

= O x
¥ 0 @ :
Sources MNetwork Security » : o

Security overview
a

This page is secure (valid HTTPS).

B Certificate - valid and trusted

View certificate

B Connection - secure (strong TLS 1.2)

B Rescurces - all served securely

All resources on this page are served securely
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Option 2 - Upload certificate and private key to CGX Access.

(When CSR is not generated)

Please note: CGX Access could be using 3 hostnames, one for management-IP, Captive portal, and
Remediation portal. Therefore, it is advised that you create a wildcard certificate. (*.domain.com)

e Login to CGX Access using username admin, Go to Configuration > Appliance Settings.

e Configure DNS server, Hostname, Domain Name, Hostname for Captive portal & Remediation Portal
and IP Address for Captive portal & Remediation portal

e (lick Submit to save the settings

CGX Access

Configuration = Policies =

* CGX Access Management . . &)
NN anbisibomsssmmomm.- System Configuration: (&
* CGX Access Logs

* Support Tools Date and Time:

Mon Nov 12 $:26:38 IST 2018 Lhange
Configure Networking:
IP / Netmask

10.20.0.13/255.255.255.0

Adapter #1 N
MAC: 00:w0:67:06:dF:85

Adapter #2 172.16.1
MAC: 00:00:67:06:dF8; 120

Adapter #3
MAC: 00:40:6

Enforcement is disabled on 1 of 3 subnels

Adapter &

MAC: 00:¢0:6
DHNS Servers 10.20.0.2
Hostname
Domain Name s1.com

Landing Pages
Host Name for Landing Pages cgxa-landing

IP Address (A) (IP/Netmask)

Gateway VLAN ID  Configuration
10.20.0.2 {Management 1P
172.16.10.2 Usang DHCP for IP addressigateway
192.168.10.2 Using DHCP for IP addressigateway
of
Adapter #1 v

Note: Hostnames should match as to be entered in the certificate. Some settings may not be

configurable until DNS server and Domain name is configured.

e Scroll down and Click SSL Certificate Management

Server Maintenance:

[ S5L Certificate Management ]
Manage Accounts
Radius Authentication
Software Update
DUMP Logs

State

VLAN

VLAN

VLAN

WLAN
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e Click on Upload Certificate and Private Key

SSL Certificate Management: @

Private key and CSR were generated on June 07 2020 13:47:42

Upload Signed Certificate
Download CSR

[ggload Certificate And Private Key:'-]
Generate Private Key And CSR!
Generate Self-Signed Certificate

Upload CA bundle

e Choose files to upload. (Enter password if required)

e Click Upload

CGX Access

Configuration = Policie:

Ll

.y COX Acceas Management | g, 1o SSI Certificate M

RO Upload Certificate and Private Key: (¥

NAC - Visibility -

Enforcement is disabled on 1 of 3 subnets

e New certificate will be uploaded and details will be shown

CGX Access

Standalens

* CGX Access Management

Configuration =

Certificate Type | Server key v
Certificate file || Choose Fils | CGS.cer
Private key file || Choose File | private.key
Key password optional

Policies = NAC - Visibility =

@

S55LC
* CGX Access Logs

" Support Tools

Current certificate:

= com

= 51
= S15etupCa

validity
Mot Before: Nov 9 @9:31:51 2018 GMT
Mot After : Nov 8 ©9:31:51 2020 GMT
subject:

countrylane

Infoexpress
cgxa.s1.com

/51m3. 51, com/CertEnroll/S1SetupCa.crl

Information Acces
Susrs - URL:ldep:
ssuers - URI:IALY

S15etupCA, O
. /51m3.51.com_515etupca.crt

1.3.6.1.4.1.311.20.2:
b.

. ..
XS@IVI Key ritical
oigital Signature, Key Encipherment
X5@9v3 Extended Key Usag
TLS wWeb Server Authentication
A589v3 Subject Alternative name:
ONS1EgXa.51.con, DNS:cgxa-landing.sl.com, IP Adfress:19.20.8.13, IF Address:l9.20.9.18

e Reboot CGX Access for new certificate to take effect

e To Check certificate, browse CGX Access using hostname

t is disabled on 1 of

come admin

Welcome admin

Sign Out

//CHaS1SETUDCA, Cins a3, CNaCDP, CNaPubl1cK20KeyK205ErviCos, ChnServices , ENaConfiguration, DEas1, DEacontcerti Ficatenevorationl 15t Ibasetobjectc]

N=FublickzeweyN2eservices, Caservices, CN=Configuration, DC=51,DCacon?cacertificate hasetobiectclossatert]
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[ InfoExpress - CGX Access Admin X =+

€« 2> C 0O @ https://egxasl.com/index.php?r=sitefindex 1r Q ‘ H

CG:Q( A.CCGSS Configuration ~ Policies ~ NAGC ~ Visibility = = 4l Elements Console  Sources  Metwork  Security » 4

tandalone —_—
. Security overview
Welcome admin Sign Out @ Overview v
a
CGX Access /| Overview ; Main rigin
N & | Certificate % |This page is secure (valid HTTPS).
System Overview version CGX-ACCESS: 2.1.181101 more
) ) General Detals Certfication Path P )
Devices By Operatlng Systems Certificate - valid and trusted
Certif th sted serve;
I Windows
L] mini. 5 1.com
W ios View certificate
I MacCs
Connection - secure (strong TLS 1.2)
M Linuo
W Android
| Embedded
I Others
Urknovn Rescurces - all served securely
All resources ol s page are served securely
View Certificate
Certificate status:
Guest Registered ITM certificate is OK.
Username Full Name Fhone Company

Devices Registered E

Il = -

Note: You can also browse the Captive Portal page (This example used Subject alternative name and
hence the same certificate was valid for both hostnames.)

[ InfoExpress - CGX Access Admin X Guest Registration Managemen: X = - 2 e
€ 3 C t @ nhttps//egxa-landing.s1.com/ss/grm/guest/termOflse # 0 @ :
= 4 Elements Console  Sources  Metwork  Security » PX
MyCompany — =
Network Access Control ; Security overview
& Overview
]
Main origin
. .
Welcome to Guest Registration! ) Contficate x This page is secure (valid HTTPS).
Terms Of Use General Detals Certification Path B Cenf d end trasted
- - Lertihcate - val and trug
Before proceeding to next page, please take a minute to rej ! o N
Certification path
Terms and Conditions of Use ) sisetupCA
L']m View certificate
You agree to use the network services in accordance with this il
you do not accept and agree to the TOU, you may reject the T(
which case any further access is unauthorized. .
B Connection - secure (strong TLS 1.2)
If you require details about the policy or have further question|
support group.
B Rescurces - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
Iﬁv certficate is OK.
To signify your acceptance and complete the guest
button.
i -
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Appendix B — vLinks Deployment

vLinks Overview

The Easy NAC solution uses CGX Access appliances for visibility and protection of the network. To
provide visibility and protection, the CGX Access appliance requires layer-2 visibility of the subnets it’s
protecting. Having layer-2 visibility at the main site can be easily achieved with trunk ports or standard
access ports. However, getting layer-2 visibility for remote sites can be more challenging. The vLinks
solution is designed to extend the reach of the CGX Access appliances so it can also protect your smaller
remote sites with cost effective hardware.

The vLinks architecture is shown below. At remote sites, a vLinks appliance is placed on the network
for layer-2 visibility. This layer-2 traffic is then tunneled back to a vLinks Central appliance. This
tunneled traffic is sent over the existing corporate WAN, so an existing WAN network is required. MPLS
and NAT d network types are supported.

At the main site, a vLinks Central will consolidate the layer-2 traffic from multiple vLinks and share it
with the CGX Access appliance using a port directly connected to the CGX Access appliance. With this
connectivity in place, CGX Access will detect rogue devices at the branches and quarantine these devices
real-time. All Easy NAC features including compliance checks, captive portals, Automated Threat
Response, etc., are supported.

Branch

H Q Layer-2
Tunnel
Switch Switch

Note: Each vlinks can tunnel 4 Vlans

Wsus AD Server

CGX ACCESS! Trunk
CGX Access Port
Virtual Appliance

Branch

Layer-2

/ Tarnel [k

Note: Each vLlinks can tunnel 4 Vlans

vlinks Central

Layer-2
Tunnel

u‘

Note: Each vlinks can tunnel 4 Vlans

Switch Switch

Adding vLinks to extended CGX Access protection to remote sites is a two-stage process. Stage one is
to configure the vLinks Central appliance. Once the vLinks Central appliance is configured the vLinks
Remote appliances can be configured to contact the CGX Access and download their configurations.
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vLinks Central Setup

The vLinks Central hardware is manufactured by Mikrotik. To configure this box, download the

WinBox application at https://mikrotik.com/download. Connect the appliance (adapter 1) to your PC

using an RJ45 cable and connect to it via it’s MAC address or DHCP assigned IP address.

(& WinBox v3.18 (Addresses)
File Tools

Connect To:
Login: |admin

Password:

Add/Set

Managed Meighbors

| | Refresh
MAC Address IP Address |dertity
CC:2D:ED:B1:30:E6 0.000 Mikcro Tik

1item (1 selected)

— O

Keep Password

Open In New Window

Connect To RoMOMN

all

|ptime
00:01:31

Version Board
6.46.3 (st... RB750Gr3

s

Ll

The default account is admin. The default password is blank.

Perform the following steps to assign a static IP, default gateway, and admin password:

1) Configure a Static IP address - Go to: IP > Addresses >
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e admin@ CC:2D:ERB1:30:E6 (MikroTik) - WinBox v6.46.3 on hEX (mmips) — O *

Session  Settings  Dashbeard

[e] Safe Mode Session: Time:lm B ﬂ
A5 Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless ARF
Eﬁ Bridge: Accounting
i=E PPP Addresses
=2 Switch Cloud P |Network
15 Mesh DHCP Client

el DHCP Relay
<77 MPLS DHCP Server
22 Routing DNS

52 System Firewall

MNetwark : hd
& Queues Hotspot
Fles IPsec Intefface: ethert %] Apply
|| Log Kid Control
L RADIUS Neighbors
* Tools Packing Comment
Mew Teminal Paal Coy
4 Dot1X Routes i Rem
#2 Parition SMB
| Make Supoutrif  SNMP
& Manual Services
a Mew WinBox Settings

Disable

2) Configure a default route - Go to: IP > Routes > Click +

e admin@CC:20:E0:B1:30:E6 (MikraTik) - WinBox v6.46.3 on hEX (mmips) — O >

Session  Settings  Dashboard

\M‘ Session: Time{00:34:13 W (5
A Quick Set
I CAPsMAN

8 Interfaces
T Wireless

Ez Bridge

PPP ———
- General | Atutes |
“12 Mesh Det. Adcress: | DD || [ canca
&P Iy Gateway: [192.168.254.254 =] | |+ Aoply
M

ﬁ ::ig i | Check Gateway: | |~ Disable
25 System 2 Type: |unicast || ¥ | Comment

eues
I[:Iues Distance: | | -
] Log Scope: |30 |
L RADIUS Target Scope: |10 |
% Tools [+ Fouting Mark: | | -
New Terminal Pref. Source: | |-
41 Dot1x
#5 Partition
g Make Supout rif
& Manual
@ New WinBox enabled active
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3) Configure a password - Go to: System > Password

Qld Password: |

Mew Password:

Corfimm Password:

4) Shutdown box and place on the network: System > Shutdown

Note: Configurations changes made on vLinks Central take effect immediately, there are no added steps
required to save the configurations.

5) Physical Placement - Place the vLinks Central box on the production network using Adapter 1.

Internet TR T e

Power
DCB-30V

Model: VLC-5SM

6) Test connectivity — Using WinBox login into the IP address of the box. Go to: Tools > Ping to
test connectivity to default gateway and any off-subnet resource.

Fing =B
Packet Count: 7
Timeout: | 1000 ms
Seq #/ |Host Time Reply Size | TTL |Status -
03888 31ms 50
18888 29ms 50 54
238888 25ms 50 54
33388 29ms 50 54

4 items 4 of 4 packets rece... | 0% packet loss Min: 23ms  |Avg: 29ms  |Max: 31 ms
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7) Connect a second cable using Adapter 2 directly into any open port on the CGX Access
Appliance. Take note of the port used on the CGX Access appliance for later configuration. This
is a direct connection between the vLinks Central and CGX Access appliance.

Power

Internet 2 3 4 5

8) Once connected to the CGX Access Appliance, Login into CGX Access web interface.
Go to: Configuration > vLinks Manager

vLinks Configuration O Refresh

vLink Servers

.i\dde Server Models | Manage Certs

Name IP Address Port Model VLAN ID Range  Username  Action

vLinks

Add New vLink

ID Name Config Key Source IP Server Revision Action

vLinks Auto-Configuration

Config Key Update

D Name Config Key Source IP Server Action
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9) Select Add New Server and complete the registration process

Add New Server

Mame wvlLinks HQ

IP Address 192.168.254 240

Port| 1194
Model 5 port small E
Trunk Port| ether? ot

VLAN ID Range  1-50
Username  admin

Password | seses|

Change Password []

Save Cancel

Name — Use any name to help you distinguish this vLinks Central from other vLinks Central you
may deploy.

IP Address — Use the Static IP address that was set in Step 1 above
Port — Port 1194 is the recommended default port

VLAN ID Range — A 5 port vLinks Central can support 50 remote subnets, so you can configure a
range of 50 VLAN IDs. You can use any VLAN range desired. To avoid confusion, it is
recommended these VLAN ranges be outside the range of other VLAN IDs used on your corporate
network. The 12-port vLinks Central can support 200 remote subnets, and can be configured with a
range of 200 VLAN IDs.

Username — The default username is admin

Password — The default password in blank. It recommended you create a secure admin password.
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Once saved, the above settings will be pushed to the vLinks Central server and the vLinks Central
will be ready to accept connections from vLinks Remote network extenders.

vLink Servers

Add Mew Server | Manage Server Models | Manage Certs

Name IP Address Port Model VLAN ID Range Username Action

vLinks HQ 192.168.254.240 1194 5 port small 1-50 admin o *k R X

vLinks Remote Setup

The vLinks Remote boxes have minimal configuration requirements. The recommended deployment
technique is to leverage the Auto Configuration feature to pull the necessary configuration details from
the CGX Access server. This section will detail the steps to use the Auto Configuration method.

1) To allow Auto Configuration a Config Key must be set within the vLinks Manager.

Requesting Configuration

Config K&Y  secret Update

D Name Config Key Source IP Server Action

2) vLinks Remotes are configure to support DHCP by default. You can attach the vLinks Remote to
any DHCP enabled network, and then use the web interface to configure the Auto Configuration.

@ vLink-HongKeng - LuCl - Mozilla Firefox — O *
) vlink-HongKong - LuCl x ‘ +
<« c @ © £ hitps//192.168.254.112/cgi-bin/| w oIND ® =

vLink-HongKong

Authorization Required

Please enter your username and password.

Username root

Password

C

EasyMAC / V-Link 3.2.0

The default account is root. The default password is GlassDoor2020.
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3) Configure the basic information required to sync with the CGX Access Appliance — Go to:
System > Auto Configuration

VLink-HGng Kong Status System Logout

vLink Configuration
CONFIG

WLINK Mame wLink-
@ wli

CGX-Access 192.168.254 250
@ Example viink-semver infoexpress com

Config Key secret
B CGXA Server Config Key

IP Proto DHCP W
@ Metwork Configuration

MNTP Server
@ MTP Server

Auto DNS

@ If unchecked, the advertised DNS server addresses are ignored

e

Save & Apply the settings
vLink Name — Any name to help you distinguish this vLinks Remote from other sites

CGX-Access — Provide the Management IP address of the CGX Access that the vLinks Central
is attached to. It will use this IP to download the auto configuration.

Config Key — This key must match the key configured in CGX Access to allow the automated
configuration downloads

IP Proto — Use this field to change to a Static IP if required. For simplified deployment, DHCP
is recommended as each vLinks Remote will have the same configuration and can then be used
on any network.

NTP Server — A NTP server is critical to maintain time-sensitive tunnels with the vLinks
Central. Warning: If time is out of sync, the connection to the vLinks Central will fail.
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Auto DNS — It’s recommended to use DNS server where available

Static IP - When assigning a Static IP address, it will take a few extra steps to set the
configuration.

A. Configure all auto configuration settings including the CGX-Access address and
configuration key with the Static IP and prefix (the netmask).

vLink Configuration
CONFIG
VLINK Name v ks-hK

@ vLink Name
Example: VLINK-NewYork

CGX-Access 192.168.254.250

@ Example: viink server infoexpress.com

Config Key

@ CGXA Server Config Key

IP Proto

@ Network Configuration

IP Address 192.1 53.5

@ NTP Server

@ DNS Server

B. Save and Apply Changes. A message will be shown that it Failed to confirm. This is
expected if the IP address has changed.

:: Failed to confirm apply within 30s, waiting for rollback...

C. Move the vLinks Remote to a network you can access the new IP address and login again.
Verify all the Auto Configuration settings are correct. If not, set all the Auto-configuration
settings, and Save and Apply again. This time a confirmation should be shown that the
Configuration has been applied.

Configuration has baen apphad

Tip: To perform the verification in step C, it may be useful to set a static IP on your laptop
and connect directly to the vLinks remote.

4) Physical Placement - Place the vLinks Remote box on the remote network using Adapter 1 (eth0).
Adapter 1 is used for tunneling Layer-2 traffic from the remaining 4 ports (eth1-eth4) back to the
CGX Access appliance.
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Adapter 1 is not protected, so if this subnet needs protection, a second cable should be attached to
Adapter 2 (eth1). Each vLinks Remote can protect 4 subnets.

5) Accept vLinks Remotes - Once placed on the remote networks the vLinks Remotes will connect

to CGX Access to request configurations.

Configuration > vLinks Manager Click the Accept button as shown below.

Requesting Configuration

Config K&y secret Update
D Name Config Key Source IP Server
ba-foe41d:67:a7  vLink-HongKong secrett 192168254112 | | inks HQ

Action

v

Once Accepted the vLinks Remote will be shown in your vLinks list.

vLinks

Add New vLink
ID Name Config Key Source IP Server
bd:fred 1d:67:a7  vLink-HongKong secretl 192.168.254.112  vLinks HQ

Revision Action

1585805456 o X
(20/04/02
13:30:56)

6) The last step is to configure the CGX Access Adapter settings to protect the remote segments. On
the CGX Access appliance take note of which adapter the vLinks Central was plugged into,

during Step 7 of the vLinks Central setup.

On the web GUI - Go to: Configuration > Appliance. Click the + button next to the appropriate

adapter to add a VLAN

System Configuration: L’Q

Date and Time:
Thu Apr 2 14:10:44 SGT 2020 Change

Configure Networking:

IP / Netmask Gateway Metric VLAN ID vLinks
aﬁgp:cﬂ”‘?b ecishaz [192.168.254.250/255.255.255.0 [192.168.254.254 | [100 |
Adapter #2
MAC: ac: LF:6b:6c:2h43 ! 500
Adapter #3
MAC: ac: 1F:6h:6c:ef44 ! 1000
Adapter #4 ; 1500

MAC: ac:1f:6b:6c:ef:45

Configuration State VLAN

Managed IF o
ff

iii +

=] (=]
< <

off ~ +

Easy NAC: CGX Access Guide

230



Add vlan ®

VLAN ID (1-4094)
1

DHCP R

IP / Netmask
Gateway

wvLinks
[ No vlinks [+]
Mo vLinks

wLink-HongkKong

Cancel Save

P

VLAN ID - Specify any unique VLAN ID that was defined during the vLinks Central.
Normally 1-50 by default. On vLinks Remote each Adapter(eth1-eth4) that is active will use a
VLAN ID.

DHCP \ Static — Each adapter(eth1-eth4) will use an IP address if the port is active. If using
DHCP this address will be auto assigned. If using a Static environment, the Static IP is
configured in this step.

vLinks — Use the dropdown box to select the appropriate vLinks for this remote network. If the
vLinks box is not shown, confirm it has been accepted during the Auto Configuration stage.

Note: This process would be repeated for each remote subnet that is be to protected. Up to
4 subnets per vLinks.

Once network additions have been made, click the Submit button to activate changes. There will
be a delay as each subnet using DHCP will requests an IP assignment.

System Configuration: [

Date and Time:
Thu Apr 2 14:21:10 SGT 2020 Change

Configure Networking:

IP / Netmask Gateway Metric VLAN ID vLinks Configuration State VLAN
r{}ggg:ﬂi:albasc:armz [192.162.254.250/255.255.255.0 [192.168.254.254 | [1o0 | Managed 1P & +

! 500
Adapter #2 off - +
Meh ety 192.168.253.51/255.255.255.0 192.168.253.254 [s001 [ | [wiink-Hongkong +| [pHCe v g T
Adapter #3
MAC: ac:1fi6bibeiefaq / L1000 Off ~ +
Adapter #4 ; e o ” +

MAC: ac:1f:6b:6c:ef:45

If successful you will see an IP address has been obtain, and device monitoring will be active.
Go to: NAC > Network Map
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Network Map
CGX Access

Default configuration (applied to all subnets) Show Configuration

Subnets
Network Last seen Mode -~
192.168.254.0/24 0 second ago Monitor o Show Configuration

192.168.253.0/24 0 second ago Monitor . Show Configuration

Save | Cancel Help

Deployment is complete and devices from the remote sites will now be shown in the System
Overview and the Device Manager, just as other devices are.

Warning: A NTP server is critical to maintain time-sensitive tunnels with the vLinks Central. If
time is out of sync, the connection to the vLinks Central will fail.
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Appendix C — Inline Enforcement

Inline Enforcement Overview

The Inline Enforcement Module (Inline EM) controls access to the network through an Access Control
List associated with the outside NIC. This module can be used to control access for remote access
servers, remote access VPN, and site to site VPNs.

The Inline EM is available in the EasyNAC product family with CGX Access appliances. When using
the Inline EM, the CGX Access appliance is placed in between the network and the network access
device, such as a remote access VPN server.

Remote Access VPN

IPSec |, 551

VPN CGX Access

Firewall DMZ

Features

The Inline EM supports the following features:
e Bridges traffic to avoid network topology changes
e Optimized to handle continuous high traffic loads
e Option for automatic failover through STP or KSTP if a redundant server is present

Requirements

e (CGX Access must be physically placed between the inside (trusted) network and the remote
access gateways such as VPN concentrators.

Physical Appliance or virtual appliance with a least two network interfaces

Endpoint Systems must use agents to pass a compliance check.

VPN must pass TCP 11698 into the network (Agent uses TCP 11698)

VPN Server must use an IP Pool, so every connected device has a unique IP address.
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Sample Test Network

Switch

CGX Access

Server
192.168.253.100

Policy Manager
192.168.253.180

JECTTETT TR

Inside NIC
192.168.253.220 (Management IP)

9

Outside NIC
10.10.10.10 (Optional Bridge IP)

Remote System
192.168.253.50

Running Agent (connect to
manage IP or bridge IP)

This is a minimal configuration to test and evaluate the Inline EM. Although company networks are not

this simple, it can be used to test the features in a controlled test environment. All systems in this

configuration are connected to the same subnet.

CGX Access is placed between a single PC which simulates the remote system, and the rest of the LAN
which represents the inside network. The inside NIC is connected to the switch closest to the internal
network, and the outside NIC is connected to the remote system.

The agent communicates with the Managed IP or the bridge virtual IP address.

Note: If the remote PC is connected directly to CGX Access, a crossover cable may be required.

Configuration

This Configuration steps for the Inline EM consist of:

Choose the proper location to connect the inline appliance
Configure the network interfaces
Set Bridge IP (recommended when using multiple inline appliances)
Set Access Control List (ACL) rules
Set the Enforcement Ranges

Enable Enforcement Mode
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Location

The Inline EM restricts traffic from remote systems, so the outside NIC must face the remote access
servers and the inside NIC must face the internal network. When using the Inline EM, CGX Access is
usually placed between the VPN and the default router on the network. The Inline EM bridges traffic so
network routing tables do not need to be changed.

With this configuration, remote agents communicate to CGX Access Management IP or bridge IP
address. The bridge IP is virtual and is recommended for deployments where multiple inline appliances
have been deployed to ensure scalability and compatibility with other addresses.

Network Interfaces

To Setup the Inline Enforcement

e In CGX Access, go to Configuration = Appliance Settings
e Click on Inline Enforcement:

Configuration ~ Policies ~

CG?( Access

* CGX Access Management )
System Configuration: I_b
* CGX Access Logs

* Agent Logging Server Date and Time:

Sat Jan 1 15:40:39 SGT 2022

I * Inline Enforcement
bt £
¥ About
* Support Tools Adapters

Configure Networking:

e Enable Bridge Mode

Module Configuration -> Bridge Managements L"bJ

Version: 10.1.211129

Bridge Mode @

Configure Bridge Module:
Spanning Tree Protocol STP ¥ | Key

Inside Network Adapter Adapter #1 v

Qutside Metwork Adapter

Bridge IP/Netmask

Adapter Redundancy

Inside Network - Second Adapter
Qutside Metwork - Second Adapter

| Submit |

Access Control List {(ACL)

Enforcement Ranges

ki

198.151.234,241/255.255.255.255
Disabled v

v

ki

Use STP to protect against network loops from misconfigured networks

Select the Inside Network Adapter
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o Select the Outside Network Adapter
e Set a Bridge IP address or maintain the default value (See below for more details)

Module Configuration -> Bridge Managements (=%

Version: 10.1.211129

Bridge Mode ml

Configure Bridge Module:

Spanning Tree Protocol STP v| Key
Inside Network Adapter Adapter #1 v

Outside Network Adapter Adapter #2 v

Bridge IP/Netmask 198.151.224,241/255.255.255.255
Adapter Redundancy Disabled v

Inside Network - Second Adapter v

Outside Network - Second Adapter v

| Submit

Access Control List (ACL)
Enforcement Ranges

e Submit Changes (reboot will be performed)

Note: by default, inline enforcement will be disabled so unintended enforcement will not occur.
Note: Adapter Redundancy could be useful in environments with VPN concentrators configured in
an Active \ Passive configuration.

Bridge IP

When endpoint access is controlled by the Inline EM, agents should audit with either the CGX Access
Management IP or the Bridge IP address.

The Bridge IP allows for optimal scalability. Traffic to the bridge IP address is transparently intercepted
when received on CGX Access appliances through the outside NIC. Using the same bridge IP address is
important when there are multiple CGX Access servers deployed in Inline mode. Larger organizations
may have dozens or even hundreds of remote access points. Keeping track of all the corresponding CGX
Access addresses for each entry point would be a management burden. By using the same bridge IP
address for all audits, CGX Access avoids this problem.

The bridge IP address can be any IP address that the VPN will route to the inside (trusted) network
through the bridge interface on the CGX Access server. This ensures connections from agents can audit
with the CGX Access appliances. The default bridge IP address is 198.151.234.241/255.255.255.255

Note: It’s not typically required to change the default Bridge IP.
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Access Control List

The Inline EM has its own ACL that is optimized for wire speed through-put. To edit the ACL click the
Configure button.

Module Configuration -> Bridge Managements L’Q

Version: 10.1.211129

Bridge Mode m Enforcement Mode

Configure Bridge Module:

Spanning Tree Protocol STP ¥ Key

Inside Network Adapter -Adapter #1 v

Outside Network Adapter Adapter #2 v

Bridge IP/Netmask 198.151,234,241/255,255,255.255

Adapter Redundancy Disabled v

Inside Network - Second Adapter v

Qutside Network - Second Adapter v

| Submit |

Access Control List (ACL) Configure
Enforcement Ranges Configure

For ease of setup, the ACLs are pre-configured with settings that should address most organization
requirements.

Global ACL - Devices without agents or not yet auditing is assigned the “global acl”.

# The global ACL is applied for all endpoints in the enforcement ranges. Other ACLs have priority
and can override the global ACL.

global acl

allow udp any any 53

allow udp any any = 67

allow tcp any host $BridgelP = 11698

deny tcp any any 11698 redirect $BridgelP 11698

deny tcp any any = 8@ redirect $RemediationPortal 80

deny tcp any any = 443 redirect $RemediationPortal 443

e DNS and DHCP traffic are also allowed to pass through the appliance, even when restricted.

e Agent audit traffic (TCP 11698) will be redirected to the Bridge IP, so agents can audit with the
inline appliance, even if the agents are configured to audit with a different IP address.

e The Global ACL will also redirect web browsers to the Remediation portal to allow for the
download of agents or end-user communications.
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Full-Access ACL - When a device is passing an agent audit, it will be assigned the “full-access” ACL.

# ACL for "full-access™ endpolnts

acl full-access

gllow tcp any host $Bridg=IP = 116893

deny tcp any any = 11698 redirect $BridgeIF 11698
gllow ip any any

e The full-access ACL will allow Any IP traffic. This will override the Global ACL.
e The Agent audit traffic (TCP 11698) will continue to be redirected to the Bridge IP for
continuous compliance checks.

Restrict-agent ACL - When a device is failing an agent audit, it will be assigned the “restrict-agent”
ACL.

# ACL for "restrict-agent” endpoints
gcl restrict-agent

gllow tcp any host $RemediationPortal
gllow tcp any host $RemediationPortal

20
443

You can customize the “restrict-agent” ACL to allow remediation resources. In the example above, a
restricted devices can still access the remediation portal over port 80 and 443. This portal can be used to
host automatic remediation scripts. The default “restrict-agent” doesn’t conflict with the “global-acl” so
the global-acl will also be applied.

Restricted ACL - When a device is Blocklisted, it will be assigned the “restricted” ACL.

# ACL for "restricted" endpoints
gcl restricted

This default “restricted” acl is blank. No lines override the “global-acl” so the global-acl will also be
applied.
For additional help with the ACL, you can click the Help button.

%

Module Configuration -> Bridge Management -> Access Control Lis -
Configure ACL:

Enforcement Ranges

When working with Inline enforcement it’s common to need to limit the range of IP addresses that are
subject to enforcement. For example, if deployed behind a Firewall \ VPN, you would want to set the
enforcement range to only include the IP ranges of the VPN IP pool. When this is setup, only remote
VPN users would be required to pass an agent audit. Note: For Testing purpose, you may want to limit
the range to just one IP.
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To Setup the Enforcement Ranges

Click on Configure

Module Configuration -> Bridge Managements E?

Version: 10.1.211129

Bridge Mode m Enforcement Mode

Configure Bridge Module:

Spanning Tree Protocol STP ¥  Key
Inside Network Adapter Adapter #1 v

Outside Network Adapter Adapter #2 v

Bridge IP/Netmask 198.151,224.241/255.255.255.255
Adapter Redundancy Disabled v

Inside Network - Second Adapter v

Qutside Network - Second Adapter v

| submit |

Access Control List (ACL)

Enforcement Ranges

Configure

Choose the Add Action
CGX Access i icies - . ibility - Wel -
i Configuration = Policies Control Visibility Welcome admin ~ ERLIELP

¥ CGX Access Management 2)
e Module Configuration -> Bridge Management - Enforcement Ranges: B

* CGX Access Logs

Server Configure Enforcement Ranges:

gy Eriicenoan - S Action D Start IP End IP Submit

. Submit Action
' About
¥ Support Tools Modi
odify
Start IP End IP
Delete | | | |
Rasat Upload to Server Back

Complete the Start IP and End IP of the range and Click Submit

Medule Configuration -» Bridge Management -> Enforcement Ranges: (3

Configure Enforcement Ranges:

Action i} Start IP End IP
Add * 192.168.252.50 192,158.252.55|

Submit

Submit Action

(1] Start IP End 1P |
| Reset | | Upload to Server | Cancel |
When all ranges have been specified — Click “Upload to Server” button
Once Enforcement range is set, turn on Enforcement to test. Enforcement Mode (3R )
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Agent Requirement

The Inline Enforcement Module requires the use of agents on the remote endpoints.

Easy NAC virtual appliances come with default agents and default polices that can be used for testing or
as a baseline to start building your custom compliance policies. An agent license is required to use the
agents.

To customize the policies or agent, you will need to install the CyberGatekeeper Policy Manager
(CGPM). Contact InfoExpress or your partner for the CGPM installer.
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Appendix D — Enforcer Agents

Enforcer Agents Overview

The Easy NAC solution uses CGX Access appliances for visibility and protection of the network. To
provide visibility and protection, the CGX Access appliance requires layer-2 visibility of the subnets it’s
protecting. Having layer-2 visibility at the main site can be easily achieved with trunk ports or standard
access ports. However, getting layer-2 visibility for remote sites can be more challenging. At the remote
sites, the Enforcer Agent can be deployed on Windows platforms to get this visibility and local
enforcement at remote sites.

The Enforcer Agent architecture is shown below. At remote sites, the Enforcer Agent software is
installed on a Windows 64-bit OS. The agent would then communicate back to the CGX Access
appliance to report in real-time what devices are on the network. The CGX Access appliance would then
profile these devices and tell the Enforcer Agent what access should be assigned. The Enforcer agent
would then apply the ARP enforcement. Both. MPLS and NAT’d network types are supported.
However, with NAT’d networks only rogue prevention features are supported, as the CGX Access
appliance may not be able to fully profile the remote devices. If using NAT’d subnets, the vLinks
solution may be a better approach to extend the protection.

Branch

HQ

E 3
11 )
WSUS AD Server HTTPS - @
VEZ
&[] = B

‘ 4/ s
s cexAccEss S| & é
s [] Physical or Virtual i e | | )

Branch

Appliance

Adding Enforcer Agents to extended CGX Access protection to remote sites is a simple process that
consists on installing the Enforcer Agent and then accepting this agent in the CGX Access management
interface.
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Enforcer Agent Install

Contact your InfoExpress partner, representative or support for a copy of the EZ-Defaults Enforcer Agent
Installer. This Enforcer Agents will work with CGX Access Appliances version 3.1.220317 and above
that are using default shared settings. Enforcer agents are licensed separately.

Note: If your organization is using the CyberGatekeeper Agents, with unique shared settings, then it may
be necessary to build an Enforcer Agent in the CyberGatekeeper Policy Manager so it’s compatible with

your organization’s unique shared settings.

The Enforcer Agent is supported on Windows 10 or higher and Windows Server 2012 or higher; 64-bit
OS is required. The agent is light-weight and works with the minimum OS requirements.

The Enforcer Agent installer will be provided as a compressed folder that contains two files. An MSI
installer (nsagent.msi) and a configuration file (nsagent.ini).

Step 1 — Unzip the package

Step 2 — Edit the Configuration settings (nsagent.ini). Right click and select Edit.

. EnforcerAgent =1O] =l
|@( ;jv| . = EZ-Defaults EnforcerAgent-signed ~ EnforcerAgent - m I Search EnforcerAgent m‘
Organize ¥ ~|Open ~ Sharewith ¥  Print  New folder = ~ 0 @

p— *]  Name | Date modified | Type | Size | |
s

PR Desktop ﬂ nsagent 3/20/2022 11:40 AM  Configuration settings B

4 Downloads 18] nsagent Open 9:04PM  Windows Installer P... 3,152 KB

2| Recent Places Print
- Libraries Open with 3

3 Documents j Share with 4

~ B nsagent Date modified: 3/20/2022 ;  Restore previous versions  konos 5035 py
LB Configuration settings Size: 267 bytes cend to »
B

Step 3 - Change the ServerAddr value to point the Management IP of your CGX Access appliance.
Alternatively, you can add a domain name entry for CGX-Access in the DNS server.

=
File Edit Format WView Help
=

5chﬁﬁ€~:-ﬁﬁttps”;
Qserveraddr = "192.168.18.220";

server = .

Engine = "kernelrings";

customerId = "cust-001";

SetupToken = "set-001";|

Pollingbelay = 2;

pollingTimeout = 100;

AcCtiveTimeout = 300;

LogFulllson = 0;

TraceLevel = "error";

Pskey = "";

< '
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Step 4 — Install the Agent — Right Click and select Install (Administrative Rights Required)

B EnforcerAgent 10l =l
G( :Jv| . = EZ-Defaults EnforcerAgent-signed ~ Enforceragent - k&3 I Search EnforcerAgent [ﬂ‘
Organize ﬁ'_-z—,! Install * Sharewith =  New folder == o+ [ .@.

- " ) )
e Favorites MName | Date modified | Type | Size |
P Desktop ¥ | nsagent 3202022 11:40 AM  Configuration settings 1KB
4 Downloads L J—— 209/70070,04PM  Windows Installer P... 3,152 KB
] Recent Places [ Install
Repair
- Lo Uninzstall
= Libraries o
3 Documents LI Troubleshoot compatibility
Open with...
L] nsagent Date modified: 3/18/2022 9 /2022 9:04 PM
) ) Share with 3
| Windows Installer Package Size: 3.07 MB . .
L Restore previous versions

Easy NAC Enforcer Agent v1.0.1

Please wait while Windows corfigures Easy NAC Enforcer Agent
Y101

(Gathering required information ...

|

Note: The install process will take only take about a minute to complete, and the dialog box will close

itself automatically.

To confirm the Enforcer Agent was installed properly, Run Services.msc and confirm the following

process is started and Startup type is Automatic.

InfoExpress Mame = | Description | Status | Startup Type | Log On As | :I
EasyNacEnforcerAgentService £, Function Discovery Resource Publica..,  Publishes t... Manual Local Service
Service £ Group Policy Client The servic...  Started Automatic Local System
Stop the service ‘i Health Key and Certificate Managem... Provides X.... Manual Local System _|
Restart the service g Human Interface Device Access Enables ge... Manual Local System
% IKE and AuthIP IPsec Keying Modules  The IKEEX...  Started Automatic Local System
. * A InfoExpress EasyMacEnforcerAgent... InfoExpres... Started Automatic Local System
Description: - . - .
InfoExpress L Interactive Services Detection Enables us... Manual Local System
EasyMNacEnforcer AgentService Service % Internet Connection Sharing (ICS) Provides n... Disabled Local System
Description £ Internet Explorer ETW Collector Ser...  ETW Callec... Manual Local System
54, IP Helper Provides tu... Started Automatic Local System
o IPsec Policy Agent Internet Pr... Started Manual Metwork S... LI

Extended A Standard f

Easy NAC: CGX Access Guide

243



Accepting the Enforcer Agent
Once the agent is installed, go to the CGX Access Appliance, Login into CGX Access web interface.

e Go to: Control > Agent Enforcers

Agent Enforcers

Agent Enforcers

IP Address Subnets Lastseen State Location Actions

192.168.17.218 i second age none A

e Click Accept
e Add a descriptive name in the Location box

e Click Refresh, you will see the subnet range that is being protected and when the agent was last

seen.
Agent Enforcers [Cremesn
Agent Enforcers
IP Address Subnets Lastseen State Location Actions

192.168.17.21§

192.168.17.0/24 i second ago

enabled =
Perth Office - Disable | X

Tip: It’s recommended to configure an alert so if the agent stops communicating back to the appliance
you will receive an email alert.
Verify Network and Devices are Visible

Once the Enforcer Agent has been Accepted it will be managed like other subnets in your system, and
should be seen in the Network Map. By default, it will be in Monitor mode.

e Go to: Control > Network Map
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Network Map
CGX Access

Default configuration (applied to all subnets) Show Configuration

Subnets
Network Last seen Mode ~
192.168.18.0/24 9 seconds ago Monitar - Show Configuration
192.168.17.0/24 27 seconds ago Monitar v Show Configuration

Save Cancel Help

e Go to Visibility > Dashboard

e Check the Widget for Device seen in the last 24 hours

New Devices in Last 24 Hours x

If you have the expected visibility with devices shown from the remote subnet, the Enforcer

Agent is working. The existing Policies and Access Groups will now be applied at this remote
site.
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Appendix E — WhatsApp Integration

CGX Access can send administrative notifications via WhatsApp and also can be used for guest access
approval.

Notifications

In an effort to prevent spam on the WhatsApp network, Meta (formally known as Facebook) requires the
use of 3" party API providers. The CGX Access solution was designed to work with Twilio as this API
provider. Therefore, in order to use this WhatsApp integration feature, it does require a Twilio account
and Facebook Business Verification. Below is the list of prerequisites steps:

WhatsApp Prerequisites Steps

1. An account on Twilio - https://www.twilio.com/whatsapp

2. A Twilio phone number (Credit Card required)
Note: using a USA number is the most cost-effective option. $1 per month for the number, with
$0.0135 per WhatsApp message sent. Pricing varies by county. For current pricing, check
https://www.twilio.com/whatsapp/pricing

3. Facebook Business Manager ID - https://business.facebook.com
Facebook's instructions on setting up a business manager account.
Note: Need Facebook Profile (can be personal) to create Facebook Business Manager ID.
Organizations can have more than one Business Manager ID, so IT department can create their
own.

WhatsApp Registration Process

Step 1: Request access to enable your Twilio number(s) for WhatsApp

In order to enable your Twilio number(s) for WhatsApp, you will need to fill out "Request Access"
form with accurate and up-to-date information, including your Facebook Business Manager ID

Note: When asked if working with an ISV or 3™-party, answer NO

After you submit the "Request Access" form, you will receive an email confirming the form
submission. Once Twilio reviews your account, you will receive an email with subject "You are now
pre-approved to use Twilio APIs for WhatsApp". Final approval is provided by WhatsApp after you
submit your sender profile (next step).
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Step 2: Submit a Sender Profile

Click here or navigate to the Messaging > Senders > WhatsApp Senders section in the Twilio
Console. Click the "Submit a WhatsApp Sender" button to create a new sender profile.

WhatsApp Enabled Senders

To use a number with WhatsApp, you need to register it as a WhatsApp sender. You can use you own number or provision one from Twilio Phone Numbers. [4

To send notifications, you will also need to use WhatsApp approved message templates. Learn more about creating a sender [2

Submit your first WhatsApp Sender

» The submission process takes about 5 minutes
* WhatsApp will approve or reject the sender in 2-5 business days

¢ WhatsApp allows a maximum of 25 approved senders per account (up to 120 upon request)

Submit a WhatsApp Sender

Note: Your Sender "Display Name" must be the business name used in the Facebook Business
Manager account.

Step 3: Approve Twilio to send messages on your behalf

When you receive notice that Twilio has submitted your Display Name and number to WhatsApp,
you will need to approve Twilio to send messages on your behalf. You will receive an email to
"Approve Twilio to message on behalf of" in Facebook Business Messenger.

Go to the Facebook Business Manager console (the one that you submitted in Step 1) and approve
Twilio to "message on behalf of." You can find this request by following this link, or navigating to
business.facebook.com > Business Settings > Requests section. Once there, click the Approve
button.

Step 4: Verify your Facebook Business Manager account

After you have "Approved" Twilio to send messages on your behalf, you will be able to verify your
Facebook Business Manager account. In the Facebook Business Manager > Settings console, click
the Start or Continue button under in the Verification section to complete Facebook Business
Verification Process.

You may be required to upload supporting documents to verify your business. See Facebook's guide
on uploading official documents to verify your business for more information.

Note: Approval can take several days

Step 5: Twilio completes your WhatsApp Sender registration

After you approve Twilio to message on your behalf, Twilio will complete the registration process to
register your WhatsApp sender. You will receive an email confirmation that Twilio has finalized the
registration of your profile.
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Step 6: Submit Message Templates

To prevent spam only specific pre-approved message templates can be sent via WhatApp. To submit
a message template, navigate to Messaging > Senders > WhatsApp Templates.

For Easy NAC integrations, the following four message templates needs to be created.

Template 1: System Notifications

Template Name: system notifications Template Category: Alert Update
Message language: English Buttons: None
Message Body:

Admin alert on system:

{{1}}
EasyNAC IP: {{2}}

Template 2: Device Profiler Notifications

Template Name: device profiler notification Template Category: Alert Update
Message language: English Buttons: None
Message Body:

Admin alert on device {{1}}

Template 3: Device Notifications

Template Name: device-notification
Template Category: Alert Update
Message language: English
Buttons: None

Message Body:

Admin alert on device
IP: {{1}}

MAC: {{2}}
Hostname: {{3}}
Location: {{4}}
Access Group: {{5}}
Role: {{6}}

OS: {{7}}

First Seen: {{8}}
Tags/Lists: {{9}}
EasyNAC IP: {{10}}
Message: {{11}}

See Visibility - Alerts and Notifications for details.
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Template 4: Guest Notifications

Template Name: guest-notification
Template Category: Alert Update
Message language: English
Buttons: None

Message Body:

{{1}} just sent you a network access request.

MAC: {{2}}

IP: {{3}}

Fullname: {{4}}
Email: {{5}}

Phone: {{6}}
Company: {{7}}

To grant guest access:
Please enter: {{8}}
To deny guest access:
Please enter: {{9}}

Note: Additional guest templates may be necessary depending on the guest registration process
implemented in your organization.

Enabling WhatsApp Alerts

Once the registration process is complete, it’s simple to enable CGX-Access to send admin alerts.

e Go to Configuration = General Settings and click on Other Servers

Here you can input the WhatsApp number that has been approved as WhatsApp Sender.
Note: The Account ID and Auth Token, can be found in your Twilio Console under Account >
General Settings

RADIUS Server Radius Clients DHCP Servers Web Proxy Server SMS Gateway WhatsApp Provider Slack App Teams App

Twilio WhatsApp API
From Contact | +1800000000 Query Settings

Enable approve guest from WhatsApp
Account ID AC03753642c0ef8d748370b34ech!
Approve guest when Approve

Auth Token sssssesssasERsRIERsRERRRERRERRRE (D) matching pattern

Reject guest when Reject

Send Message -
matching pattern
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e Go to Configuration = General Settings and click on Contact Information for Notifications

Here you can input the WhatsApp number of your admins

Edit Setting

3
Recipients for Notifications = Add
SMS WhatsApp Shack Teams
# Mame E-mail Address Number Contact Channel fUser ChannelfUser Action
ID D
1 Admin adminl@mycompany.com
Delete
' Edit
2 Second admin2 @mycompany.com
Admin2 Delete

Enabling WhatsApp for Guest Approval

To enable WhatsApp for Guest approval a few extra configuration steps are required.
e Go to Configuration —> Server Settings and click on Servers

In the same section the WhatsApp number was specified, click the Enable Guest Access from
WhatsApp and specify the keywords to be used for Approval or Rejection

RADIUS Server Radius Clients DHCP Servers Web Proocy Senver SMS Gateway WhatsApp Provider Slack App Teams App

Twilio WhatsApp APL
From Contact | +1800000000 Query Settings

-

Enable approve guest from Whatsapp \\'
Account ID ACD2753642c0efad748379b3decs

Approve guest when Approve

matching pattern

Auth Token EEEEEEEERARESEEER AR R SRR R O

Reject guest when Reject
matching pattern

A S

Send Message

¢ Go to Configuration > Device Registration Templates >> Guest Registration Templates

In these desired guest templates, add the WhatsApp number that Guest Requests should be sent. Each
template can use a different WhatsApp approver.
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Edit Action ®

Confirm Guest Approval Reguired by Sponsor [C] Flag Guest |

[ Allow guest to provide sponsor
ermail

Spproval Email

Whatsasnn +550000000
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Appendix F — 802.1x RADIUS Proxy

Radius Proxy Overview

For customers using 802.1x authentication, the Easy NAC appliance can act as a RADIUS proxy. With
this setup, an end-user’s 8021.x user name can be captured at login time. In addition, the switch and port
the device is connecting from is also monitored for reporting purposes. This information can be then be
used to enhance our ability to detect and prevent MAC spoofing real-time, and can also be used for
Multi-factor Authentication.

CGX Access RADIUS Server
Switch - B
authemlccatlon W D CGXACCESS] < ,
Device plugs &
into switch
Requirements

e A third-party RADIUS Server

e A working 802.1x environment. Before adding CGX Access as a RADIUS Proxy, first have your
wireless controller or switches configured and working with 802.1x and\or MAB.

e Once 802.1x is working as expected, then CGX Access can be added into the RADIUS stream.
On the switches, CGXA would be configured as the primary Radius server, and the real RADIUS
server as the secondary server, for fail-open purposes.

Features

e (Captures the end-user name which can be used for Multi-Factor Authentication

Open Port

Multi-Factor Authentication
User Name |
Agent serial number
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e Captures the switch IP and switch port info, which can be included in a Fingerprint to strength
security of Mac Address Bypass (MAB). When enabled a trusted MAC address must be attached
to the correct switch and port.

Set device's fingerprint x

Check all the fields to be included in the fingerprint
MAC Address
IP Address
0s
Hostname

Embedded/IoT/Linux v

Ports

Switch Port 10.20.0.2|ether2 v
Open Port

tcp:21| tep:23 | tep:80 tcp:22
tcp:2000
Multi-Factor Authentication

User Name

Agent serial number

Cancel Save

Configuring Radius Proxy settings on CGX Access

e In CGX Access GUI go to Configuration > General Settings.
e Click on Servers

Edit Setting x

Active Directory Servers RADIUS Server Radius Clients DHCP Servers Mail Servers Web Proxy Server SMS Gateway

WhatsApp Provider
Host or IP 10.20.0.3
Secret | sessssssed
Authentication Type MSCHAPYZ A

Use for BYOD Authentication

Use for CGX Access Management Interface Authentication

Save Cancel Help

e Under “Radius Server” tab, enter the Hostname or IP address of the Radius server
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e Enter the shared secret. It should be the same as configured for this CGXA IP under “Radius
clients” on the Radius server.

Next, click on “Radius Clients” tab

Edit Setting ®

Active Directory Servers RADIUS Server Radius Clients DHCP Servers Mail Servers Web Proxy Server SMS Gateway
WhatsApp Provider
Radis Clients

Host or IP

Password

Add
Host or IP Password
192.168.10.200 tresEnrres »
Save Cancel Help

e Enter Radius client (Wifi controller/Switch controller) hostname or IP.
e Enter radius password. This password should match the radius secret configured on the radius
client.

In CGX Access GUI go to Configuration = Appliance Settings = Radius Proxy

CGX Access

Stands

Configuration - Policies = Control - Visibility -

* CGX Access Management : 43
T S e o o T T e System Configuration: [
" CGX Access Logs

ogging Server Date and Time:
* Inline Enforcement Wed Oct 27 15:10:18 IST 2021 Changg

T Configure Networking:
* Support Tools Adapters IP / Netmask ¢
Adaptr—:r #1

Enable Radius Proxy Module
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CGZ(\_}?.FEBSS Configuration - Policies - Control - Visibility = Welcome admin m

|}, CGXAccess Management . gion 10,1,131107

RADIUS Proxy Configuration _&

Status: Disabled (Enable)

» Event Viewer

* Inline Enforcement

* Support Tools

e Configure your Wifi Controller or Switch with CGXA IP as the radius server
e Configure the same shared secret as configured in “Radius clients” on CGXA earlier.

InfoExpress - CGX Access Admin X | @ [TomatoUSE] Basic Metwork Se' X | =+ - O ped

O B 192.168.10.200/#basic-network.asp ks 0o =

mangc‘weglggggg = Tools & Bandwidth & IP Traffic o4 system ¥
~

Enable Wireless

MAC Address 20:AA:4B:CFiB4:82

Wireless Mode Access Point v
Wireless Network Mode Auto ~

$SID E2500

roadeast

»  Port Forwarding >
channel At v m

& ven y Channel Width AOMHZ v
Administration i
< Control Sideband Upper v
P
Security WPA2 Enterprise v
Encryption TKIP / AES

Group Key Renewal

Radius Server

Connect a wireless end point and enter user credentials configured on Radius Server.

Confirm details on Device manager page on CGXA
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CGX Access

Centrally Managed

Configuration = Policies ~ Control ~ | Visibility =

Welcome admin

Device Manager

All Unique Devices Identified by CGX Access

Cover Devices Active in: Past 24 Hours

Show Report Filter

Select an Action v

Total # of Devices: 6

Access

[J Mac Hostname User o Roles 0s
zeeshan WinxG4 10
Wwin10464-2004 gfé?usp el - Sztfaﬂgﬁsg
access access .
siizeeshan Senvice Pack
(from Agent) None

Device Detail Data

General NMAP DHCP Web State

"MAS-IP-Rddreas™:
"NAS-Port-Type"™:
"NAS-Fort": 4,
"User-Name":
"Called-Staticn-Id": "20aadbcib482",
"Calling-Station-Id™: "00le58a%c2af”™,
"20aadbcfb482”,
"Accept-Vendor-Spec
"M5-CHAP-Domain™:

"192.168.10.200",
"Wireless-802.11",

"HAS-Identifier™:

Make it a Custom Report

Flags

Vendor . IP Address Last Seen
I Lists
D-Link 2022-01-10
Corporation webserver 192.168.10.7 113221
L
CGA DPM Last Audit
i

Comment

Back Refresh Export Help
Updated at Mon Jan 10 2022 11:32:50

RULERS ELTEL STl  Devices per Page 1gg | Page 1 of 1. First =< [1] == Last

Access
Grant Access (e}
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Appendix G — Using NPS to Authenticate CGX-
Access users

CGX Access can leverage Microsoft Network Policy Server (NPS) and other Radius servers for
Management and\or BYOD authentication. The steps below are specific to NPS.

Add admin group/users to Active Directory

1.1 Create a security user group in Active Directory named “CGX-Admin”

B Active Directory Users and Computers =%

e Acion Vew Hep |

B I EEIE EEEI Y ek =

T Active Directory Users and Computers [s1m3.51. [ Name = [ Type [ Description ] B
i User Dedicated User to run VMware Converter Standalone server jobs.
User
User
Computers User
Domain Controlrs User

ForeignSecurityPrincipals User

Managed Service Accounts o

S1CGX §l CGX-Admin Properties 21x|

| Users ug
Us  General | Members | Member OF | Managed By |
Us
)
Us o
Se.
S¢  Group name fpre-Windows 2000):  [CGY-Admin
Us.
Us  Description: I\rﬂﬂBmlEss
Us.
Se  Emal |
Se
Se [ Group scope Group type al read-only domsin controllers in the domain
sel | £ Dgmain/ocal = Securty
Ys' | @ Giobal  Distrbution
Us t_p.exe
€ Universal -p.ene)

Us
Us
Us Notes:
Se =] | |the Active Directory
se
se =
se
Us
s oK | conce | o |

=
Security Group - Global  InfoExpress
User
Lser
[ECDH\dmm Seaunty Group -Global _ Infobxpress |
STty Group - Global TnfoBpress
User
User
User
Searity Group - Global
Searity Group - Global
User
Security Group - Do...  Members in this group cannot have their passwrds replicated to any read-only domain controllers in the domain
‘ | Security Group -Do...  Members who have administrative access to DHCP service =
I

Lstart] = M @ | Active Directory User... «@ L Wil o20am
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1.2 Add members to this group who should have admin read-write access to CGX-Access

Ele Acton View Help

B Active Directory Users and Computers

=(B1x]

[FOXEE HEsSTva%R

ctive Directory Users and Computers [s1m3.51.1 | Name ~

[ Type

[ Description

] saved Queries
B & steom
Builtin
(] Computers
Domain Controllers
| ForeignSecurityPrindipals
Managed Service Accounts
5 506X
] Users

. s

User
User
User
User
User
User

8l cox-Admin Properties: 21

Genersl Members | Member Of | Managed By |

se
Se
se
se

Dedicated User to run VMware Converter Standalone server jobs.

Add... Remove

all read-only domain controllers in the domain

t_wp.exe)

the Active Directory

Us
Se

[ ok | coea Loel)

oo
Security Group - Global  InfoEsxpress

User
User

Security Group - Global  InfoExpress.
Security Group - Global  InfoEsxpress

User
User
User

Security Group - Global
Security Group - Global

User

Security Group - Do
Security Group - Do...

Members in this group cannot have their passwords replicated to any read-only domain controllers in the domain
Members who have administrative access to DHCP service

fsan| 2 4 @ 7|0 rectory User

Configure Network Policy Server

2.1 Open “Network Policy Server” and add CGX-Access as a radius client.

Network Policy Server
File Acton View Help

=17 x|

RADIUS Clients

Remate RADIUS Server Groups

i RADIUS diients allow you to specify the network access servers, that provide access to your network.

e |
[@ nPs (oca)
=] vers

olicies Fiiendly Name

[ Device

[ NAPCapable [ Status

%, Network Access Protection
B Accounting

RADIUS Standar
RADIUS Standz
RADIUS Standz!
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz
RADIUS Standz

d  No Enabled

i
Settngs |
[¥ Enabie this RADIUS cliert:

Friendy name:
Jcas_10

Address (IP or DNS)

[1020010 Verfy.
Specy RADIUS Standard for most RADIUS cients, or select the RADIUS diert vendor
from the it

Vendor name: [RADIUS Standard |

To manualytype a shared secret, cick Manual. To automaticaly generate 2 shared secret,
ick Generate. You must corfigure the RADIUS client with the same shared secret entered
here. Shared secrets are case senstive.

% Manyal " Generate

Shared secret: B
Confirm shared secret: »

™ Access-Request st contain the Messags attribute

™ RADIUS cliert is NAP-capable

[ oK | Cancal By

Listart| © M @ | Network Policy Server
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2.2 Create a new Connection request policy with parameters as shown in screenshots below.

*4 Network Policy Server

Ele Acton Vew Help

=]

e

[ nPs (ocal)

=) (7] RADIUS Clients and Servers
5 RADIUS Clients
& Remote RADIUS Server Groups

Network Polices

[ Health Plicies
B, Network Access Protection
B, Accounting

 Connection request poiicies allow you to designate whether connecion requests are processed locally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must cortigure PEAP authentication in connection request policy.

Enabled

Conditions - f the following conditions are met.

Condition | Value
NAS IPvd Address  10.20.0.10

Settings - Then the following settings are applied

Setting [ Value
Authertication Provider  Local Computer
Ovenide Authertication  Disabled

Policy Name [ Staius [ Processing Order [ Source
1

Unspecfied

Condtions | Settings |

Policy name:

oot oo e pokcy =
:

~ Policy State

¥ Policy enabled

F enabled, NPS evaluates this policy while processing connection requests. If disabled, NPS does net evalue this palicy.

[~ Network connection method

ype or Vendor specic:
% Typs of network access gerver

[Unspeciied

 Vendor speciic:

i3

=l

Select the type of network access server that sends the connection request to NPS. You can select either the network access server

Coc |

Cancel

Apply

Listart| = M @ | @ Hetwork Policy Server

2.3 Add CGX-Access IP address in “Conditions” tab as “NAS IPv4 address”

& Network Policy Server

Fie Acton View Help

R

[@ NPs (oca)

E (7] RADIUS Clients and Servers

5 RADIUS Clients

5 Remote RADIUS Server Groups
B [ Polices

([ Connection Request Polides.
] Network Polides

[ Health Plicies

%, Network Access Protection

B, Accounting

© Connection request policies allow you te designate whether connection requests are processed locally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must configure PEAP authentication in connection request palicy.

Policy Name [ Status_| Procsssing Order [ Source |
ecure Wirdess Comnections Enabled 1 Unspecfied
R e e |
] Enabled
| Enabled
| Enabled
| Enabled Configure the conditions for this networkc policy.
4 Enabled  F conditions match th ion request, NPS uses this policy to ion request. i condtions do not match the
Enabled connection request, NPS skips this policy and evaluates other policies, i additional policies are corfigured.

Conditions - I the following condttions are met:

Condtion | Vaive

NAS IPvé Address  10.20.0.10

Settings - Then the following settings are applied

Setting [ value

Authentication Provider  Local Computer
Overide Authertication  Disabled

Condition description:
The NAS IP Address condition specifies a character string that is the IP address of the NAS. You can use pattem matching syntax to specify IP
networks.

Edt

Bemove |

o ]

Cencel |

A0l

Listart| = M @ 7 |@ Hetwork Policy Server

<@g Sl v
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2.4 Under “Settings” tab select “Authenticate requests on this server”

Network Policy Server ) =18

Fie Acton View Help

e

[@ NPs (ocal)
5[] RADIUS Clents and Servers
| RADILS Clients
5 Remote RADIUS Server Groups
B [/ Polides
| Connection Request Policies
[ Netwark Policies
[ Health Polices
Netwark Access Protection
E Accounting

~ Connection request policies allow you to designate whether connection requests are processed lacally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X. you must configure PEAP authentication in connection request policy.
=

Policy Name [ Status | Processing Order | Source I
ecure Wieless Connections Enabled 1 Unspeciied

AR P R Py ] =
l

| Enabled | Overview | Condtions.

Enabled

Ensbleg  Configure the setings forthis network policy.

Enabled F conditions and constraints match the connection request and the policy grants access, seftings are applisd

) Enabled | Seltings:

Required Authentication

Methods

Speafy whether connection requests are processed locally. are forwanded to remote:
RADIUS servers for authentication, or are accepted without authentication
G Authentication Methods

Request
Bt il b e w © Foward requests ta the fallawing remate RADIUS server group for authentication:

& Accounti
Contion [[value ¥ sccounting [t corfigured> =] Bew ‘

NAS IPv4 Address  10.20.0.10 Specify a Realm Name
5] Atribute ' Accept users without validating credentials

RADIUS Attributes
@ Standard
Vendor Specific

Settings - Then the following setfings are applied:

Setting [ Value
Authentication Provider  Local Computer
Overide Authertication ~ Disabled

ok | cecd | oo

Listart| = M @ | Network Policy Server

2.5 Add a new Network policy for CGX-Access

=lefx

Fie Action View Help

@« 5[m|d

[@ s (Loca)
5[] RADIUS Clients and Servers
7 RADIUS Clients
5 Remote RADIUS Server Groups

& [f Poliies

Netnork Access Protection
() Accounting

 Network policies alow you to desigrats who is authonzed to cennect ta the network and the circumstances under which they can o cannot connsct

=
[ Status [ Processing Onder [ Access Type [ Source. x
Enabled 1 Grant Access Unspeciied
:n
| Condtions | Constairts | Settings |
Policy name: =
~ Policy State
¥ enabled, NPS policy while perfomming ¥ disabled. NPS does not evaluate this poiicy.
»
¥ Flicy gnabled
[~ Access Permission
Conditions - K the following conditions are met If conditions ints of the licy maich the policy can either grant access or deny
access. What is access
Condtion [ Vaue I
NAS IPv4 Address 1020010
User Groups ST\CGX-Admin % Grant access. Grant access i the connection request matches this policy.
" Deny agress. Deny access f the connection request matches this policy.
[V lanore user accourt dialin properties.
¥ the comnection request matches the conditions and consiraints of this network policy and the policy grants access, perfom
authorization with network policy only: do not evaluate the dialin properties of user accounts.
~ Network connection method
‘Select the type of network access server that sends the connection request to NPS. You can select either the network access server type:
or Vendor specfic:
% Type of network acesss server
‘Setings - Then the following settings are applied. [Unspeciied =
Eiektei [Vate | ¢ yendor speciic: -
Edtensible Protocol Corfiguration Cortic
Edended State <Ban [
Ignore User Diakn Propeties True
Access Pemission Grent
Estensible Authentication Protocal Method Micros oK | Cancel Apply
Authertication Method EAPC has expired)
NAP Enforcement Alow ful network acosss
Update Noncompiiart Clients True ~
Fiterld CGX:Admin
Framed-Protocal i ~
K| | >

Listart| © M @ 7| network Policy Server
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2.6 Under “Conditions” Tab add “NAS IPv4 address” and “User Groups” (Domain\CGX-Admin)

*5 Network Policy Server

Fie Acton View Help

=181

e

1 Netwark Policies

[ Health Polices

Network Access Protection M
) Accounting

JSiCGXA_Radius_Networic_Policy

Condtions - f the following condtions are met

Condtion [ Value
NAS [Pvd Address 10.200.10
User Groups SNCGX-Admin

Settings - Then the following settings ars applied:

Setting

[ Value

Extended State

Ignore User Dizkin Propeties

Accsss Permission

Extensible Authentication Protocel Method
Authertication Method

NAP Enforcement

Update Noncompiart Clients

Fiter4d

Fllamad—Pmmco\

4

Extensible Authentication Protocol Corfiguration Corfic

<Blan
True

Grant
Migro:
EAP (.

Grant Access  Unspecffied
Overview Conmm| Settings |
Cortigure the condtions for this network poliy.

F conditions match the request, NPS uses this policy to request. F condit
connection request. NPS skips this policy and evaluates other policies. f addtional policies ars corfigured

do not match the

[ T_Condiion [ Value
NAS IPv4 Address 10.200.10
User Groups S1\CGX-Admin
Condtion description:

The User Groups condition specfies that the connecting user must belong to ane of the selected groups.

E gsﬂ(:ﬂ’s Clents and Servers  Network policies alow you to designate who is authorized to connect to the network and the creumstances under which they ean or cannot connect.
| RADILS Clients —
5 Remote RADIUS Server Groups
Policies Policy Name. [ Status | Processing Order [ Access Type | Source. -
[ Connection Request Policies ) Secure Wireless Connections Erabled 1

Allow full network access

True

CGX-Admin

PP

has expired)

1or”

Listart| = M @ | Network Policy Server

2.7 Under “Constraints” select the “Authentication Methods”

Network Policy Server

Fle Action Vew Help

[« S wara

=12 x|

| n

[ 1es (Local)
E [7] RADIUS Clients and Servers

3 RADIUS Clents —
5 Remote RADIUS Server Groups
Policies Policy Name

[ Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or cannet connect.

T Secure Wireless Connections
J§JCGXA_Radius_Network_Poiicy

[ Connection Request Policies
1 Netwark Policies.
] Health Policies

% Network Access Protection

]
Accounting .

Candttions - f the following condttions are met:

Condtion [ Value
NAS IPv4 Address 10.20.0.10
User Groups ST\CGXAdmin

Seitings - Then the fallowing seffings are applied

Seiting

| Value

Extended State

lgnore User Dialin Properties

Access Pemission

Exensble Authertication Protocol Method
Authentication Method

NAP Enforcement

Update Noncomplant Clients

Fiter-id

Framed-Protocol

L1

Exensible Autherttication Protocol Configuration  Corfic

<Blan
True

Grartt
Micro;
EAPC

[ Status | Processing Order | Access Type | Source
Enabled 1 Grant Access  Unspecified

CGXA_Radius_letwork_Policy Properties
Overview | Conditions. Settings |

Corffigure the constraints for this network policy.
f all constraints are not matched by the connection request, network access is denied.

Constraints:

Allow access only to those clients that autherticate with the specified methods.

o8 ldle Timeout
i, Session Timeout
Called Station ID

EAP types are negotiated between NPS and the client in the order in which they are
listed.

EAP Types
Microsolt: Protected EAP (PEAF)

(5 Day and time restrictions

|

Microsoft: Secured password (EAP-MSCHAP v2)

NAS Port Type

4] G|

add. ||

Reroel |

Less secure authentication methods:
[¥ Wicroscft Encrypted Authertication version 2 (MSCHAP2)
¥/ User can change password after it has expired
[¥ Microscht Encrypted Authentication (MS-CHAF)
¥ User can change password atter it has expired
™ Encrypted authertication (CHAP)
I Unencrypted authertication (PAP, SPAP)
I™ Alow clients te connect without negotiating an auihertication method
I Perform maching health check only

o1

Cancel Sply

Allow full network access

True

CGX-Admin

PPP

has expired)

Lrstart| 2 M @ 7 |@ Hetwork Policy Server
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2.8 Under “Settings” tab Select “Standard” and add “Filter-id” as CGX-Admin

* Network Policy Server =18 x|
Fle Acion View Hep |
e o |

[@ 1Ps (ocal)
E (] RADIUS Clients and Servers
= RADIS Clients
3 Remote RADIUS Server Groups
& [5] polides
[ Connection Request Policies
| Network Poiicies.
(] Health Poides
B, network Access Protection
B, Accounting

[ Network policies allow you to designate whe is authorized to connect to the network and the circumstances under which they can er cannot connect.

Policy Name [ Status [ Processing Order | Access Twoe | Source. -
I e ae s CGXA_Radius_Wetwork_Policy Properties x|

[ CEXA Radius_Network_Polic

[ CaXA_Radius_Network_Poli Overview | Condions | Constrairts Setings |

ejcexzo

Corfigure the settingsfor this network poiicy
Lejan ¥ conditions and constraints match th request and the policy gran: . sefiings are applied.
plan
icax—sm-ﬁ‘wd Setfings:

L] CGX-Employes-Staff

RADIUS Attributes To send addtional attibutes to RADIUS clerts, select a RADIUS standard attribute, and
then click Edit. K you do not configure an aftribute. it is not sent 1o RADIUS clierts. See

Vendor Specific
Network Access Protection
W, NAF Enforcement

your RADIUS cient documentation for required aftrbites

Atributes:

Cendtions - Kthefolowng oot | 1 £oenes sims o i
Condion Value Rouling and Remole Access Fiterkd  CGX-Admin I
NAS IPv4 Address 10:20.0. il Muliilink and Bandwidth
User Groups ST0GX Allocation Protocal (BAP)

T IPFilters

1, Encryption

iy IP Settings

Add Ede_ Remove

Setings - Then the following st

‘Setting
Extensble Authertication Pros
Extended State

Ignore User Dial-in Properties
Access Pemission

C ok ] cod | iob

Exensile Authentication Profocol Method
Authertication Method

NAP Erforcemert

Update Noncomplart Clierts

Fiter-id

BAF Percertage of Capacity

Ticrosolt. Protected EAP [PEAPJOR MicrosoRt. Secured password [EAP MSCHAF v2)
EAP OR MSCHAP v1 OR MSCHAP v1 (User can change password after & has expired) OR MS-CHAP v2 OR MSCHAP v2 (User can change password after it has expired)
Allow full network access

True

CGXeAdmin

Reduce Multlink f server reaches 50% for 2minutes

lrisat] 2 A @

» ] Active Directory Users a... || € Network Policy Server  {d] Event Viewer

| M =Local rea Comnection

Configure CGX-Access to allow login using radius

3.1 Go to CGX-Access > Configuration > General Settings > Servers > Radius Server

3.2

3.3

Edit Setting

Active Directory Servers [ILTUHUCEPORSNN Radius Clients =~ DHCP Servers | Mail Servers  Web Proxy Server

SMS Gataway

WhatsApp Provider

Add the NPS server IP and configure same secret as configured on NPS server.

Select “Use for CGX Access Management Interface Authentication”

Authentication Type

Hostor 1P 10.20.0.3

3.4 Save

3.5

Use for BYOD Autha:

ntication

[ Use for COX Access

Managemant Tnterface Authantication ]

Save Cancel Help

Logout of CGX and login using the username that was added to AD group CGX-Admin.

[
«@ S wdy 1m2am
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To authenticate BYOD users via Network Policy server

Follow the steps above, however in steps

#1 You can use existing groups or create a new one and add users to that group.
#2.5 Create new policy to authenticate BYOD users, and add byod user group in #2.6.
#2.8 Skip this step.

#3.3 Select “Use for BYOD Authentication”

Tip: For any troubleshooting logs on NPS server
Start Event Viewer > Custom Views > Server Roles > Network Policy and Access
Services

End of Document
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